51 7 2002 7
1000-3290/2002/51 07 /1439-09

ACTA PHYSICA SINICA

Vol.51 No.7 July 2002
©2002 Chin. Phys. Soc.

B92

2001

Shor  Preskill BB&4
B92

Shor-Preskill B92

B92 CSS
PACC 0365 4230

1.
Alice Bob
Eve

RSA “

RSA
NP
. Shor '
RSA
QKD
s

"E-mail meva@ cmmail . com

410073
2001 12 19
Shor-Preskill
Shor-Preskill B92 BB84
B92 Lo
QKD )
50km°®  BB84 >
QKD
QKD Eve
QKD
QKD
QKD
Eve
QKD Eve
BB&4
Lo Chau’
BB&4
Mayers BBg84
Shor  Preskill °
BB84
QKD —B92 ’

BB84
Shor  Preskill BB&4



1440 51
B92 Hadamard H 4
B92 BB84
B2 v - L ojo1 +(10 |
Shor-Preskill B92 V2
B92 O = L 00 |11 2
Shor-Preskill V2
B92 T, Bell
B92 ot ® g Bell n- Bell
Shor-Preskill 2.1.2. GsS
QKD ¢, G
0 CC,CcC, CF,
F; n C, C; Cy
2.BB&4 C, Cy H, C,
d-1
BB84 Shor ; =[] e
Preskill CzL Hamming c, G,
BB8&4 CSS Q
BB84 CSS BB84
+ 3
CSS  BBS4 T I”Zw%é o+ w
CSS BB84 v 6 Cl . (1 1}26 Cl v, — 1)26 C2 (%1
BB84 v, Q C, C,
H, H,
1
2.1. CSsS € G
Q
2 . 1 . 1 . QI N x z 6 Fn. 1} 6 Cl
Shor
B92 v—> |C|1,22—1””|x+1;+w 4
2 wCc,
Pauli w=zw +no +  +ze, S Q0.
0 l] [O - i] [ ] .
=11 o 1 ool Z7lo - 2“2’:0 '
. bit-flip .1.3. CSS
. Alice  Bob n-Bell
o. phase-flip . n
6, a€ x y z k
o, s c,’ ONC
Uas = aaXll ® 0-:22 ® ® Gas"n QKD Alice Bob n-
s 0 16°=1. o Bell
Hilbert 7 Eve Alice
1. 0+ =210 411 1- =—+10 - Bob EPR
/2 . Bennett n
1 7 EPR m m
0 11 <n EPR " .
1 [1 1 ] CSS . Al-
H=— .
Jal1 -1 ice  Bob n- Bell



7 B92 1441

H, r o, H, € H, o,
r o, . m  EPR
Q.. x z Hx Hyz ot 9",
o, o X z ] 10. Alice  Bob 0 1 m
Alice  Bob n  EPR EPR m
o E k<t Alice
v k o v Bob €
Alice  Bob Eve
Q. Q..
mom<n o+ Alice Bob CSS
2.2. BB84
2.2.1. BB84
BBS4 Lo Chau Fve
EPR
;
EPR H
BBS4 0 11 0,0,
. BB84 0.0 O O:
0. Alice  Bob n n=1
CSS e . Shor Preskill
1. Alice 2n  EPR ot (oM
A B . P e =€ | e < € — €
2. Alice 2n b b <exp - e nlh e - e,
EPR b €ode € check
1 EPR B H .5 CSS €
. n .
3. Alice EPR B 2.2.2. CSS BB84
Bob. Alice
4. Bob Bob . 10
Alice .
5. Alice 2n EPR n Alice
Eve . Bob EPR
6. Alice b EPR Alice B Bob
Bob.
7. Bob b 1 Alice
H . n
8. Alice  Bob 0 11 n Alice B c.'
EPR o 0.. o o
€ z  Alice Alice
EPR Alice
k Q.. k 4

9. Alice Bob r €& H, c. r’ v="Fk . BB84



1442 51
CSS BB84 1. Alice 4+0 n
1. Alice b t.
m k 2n 2. Alice b 1t 446 n b,
b. 0 0 |1 i
2. Alice n x oz CSS l+ |- 2 1
Q.. 10 1+ i 1
3. Alice 0, . |k | — i
4. Alice 2n n 3. Alice 4+6 n
Q. - Bob.
4. Bob 446 n p
5. Alice 1 p. O i 10 11
H I+ |- .
6. Alice Bob. Bob Bob Alice.
5. Alice b.
. b; # p;
7. Alice b x z 2n
1
8. Bob b 1 2n . Al-
H ice 2n
9. Bob n
€ check == € QKD 7. Alice  Bob
. ne
10. Bob Q.. k. .
2.2.3. BB84 8. Alice n u+ v v o n
BB84 uw G
CSS CSS 9. Bob v+oe u+
Alice  Bob v u+e u.
BB8&4 10. Alice  Bob c, C, u+ C,
Bob z
Alice Alice
k z z 3. B92
Alice
1 0 tw, 2
G, 2, T
3.1. Shor-Preskill B92
x|k +w +x k+ w + x|
= gz |w;2 htwsx htwsx|. 6 Shor  Preskill BB84
lk+w+x w€
C,. Alice |k +w+x Bob o, 0, o,
E+w+x+e x Pt P2 Ps3 l-pi—p-
C, u Pu=kt+tow — ps - BB84 b, =1
1 u+ C, EPR HZH = X Alice  Bob

BB&4



1443

7 B92
0 11 B92 BB84
eb?:ﬂip + € ety = % P2+ p3 + % Pi + P2 B4 B92
Shor-Preskill
=% Pi+2py + ps BB84
BB84
B92
epg;llse-ﬂip + ehit:ﬂip =% P+ p + % P> + P3 B92 B92
1 B92
=5 Pt 2p; + ps -
3.2. B92
B92
Shor-Preskill k [0 — 1
CsS Q.. Bob l+ —0. B92
Bob Shor 1. Alice n= 8+0 n
Preskill Css BBS84 b.
Bob 2. Alice t n’ ;=1 lqg ;
b. Bob =10 ;=0 lg ;, =1+
3. Alice
CSS BB84 Bob.
BB34 Css 4. Bob n’ p i
p: =1 P_,=1-10 0l
Bob z p; =0 P_,.=1-1+ +]
CSS BB&4 BB84 5. Bob Alice
Bob
Alice
B92 B92 .
BB84 6. Alice Bob
4 2n
BB84 2 1
B92 1 2n
B92 . Alice 2n
B92 CSS  BB84 n
Bob 7. Alice  Bob
Bob T8 o
Bob 8. Alice n u+v v o n
u C
9. Bob v+e u+
Shor-Preskill v u+e u.
B92 10. Alice  Bob C, C, u+ C,
B92  BB84 6 B92 BB&4



1444

51

BB84 CSS
B92 CSS ! b
Shor-Preskill ~ BBS4 EDBMBY | WEREG | weses |
BRMEBsNL | pmorbrme | BTSNk |
3.3. BB84
BB84 Alice ) = —
13
0 1 b 1 Bob
b Bob m
H . L BB&4
0 1|1 b, =0
H b, =1 2. Alice b i 4+68 n 2
1 b =1 BB84 = lg ;=10 ¢ =0 lg , =1+ b,
| q ; = | + t;, = 1 =1 1 =
10 b, =1 .
| + BB84 5, . AliCC m = b@l .
6 . m; 7 p;
B92 t; =1 2n
10 ;=0 1
I+ . b 2n
H Alice 2n
[0 11 n
BB&4 BB&4
11-11 BB&4
==L 7 _
201 1 =
H = 1 ) B92 BB&4
[0) ——— |+ B92 BB84
1y Ly — EE# BB&4 B92
- = BB84 B92
CSS BB84 H
E Bob
210 =-1- Hl+ =11. Alice
Alice . =
BB&4 B92 BBg84 =
11 2
Bob Alice BB84 CsS
m=bPt b t
m; =1 =
[+ 1= m;, =0 [0

CSS



7 B92 1445
5. Bob Alice
3.4.  B92 FEr@i@m @
BB84 = 6. Alice  Bob k=1
Alice Bob 2n
BB84 1 2n
B92 3 3y Alice
Qe Alice oy 2n
Bob Eve n
BB84
= Bob Alice
B92 Bob B92 5
k=0 Bob
=1 Iy = Alice
0 Ol+11 11 I, =1+ +l+1— —I 4
B92 Bob
Bob ! 0
10 [+
A AN
10) [-> [+ 1)
=/ N=te=¢/ \=le=o/ N=ri=o/ =L
-y 10 10> 1=
P IBBSAI | BBo2I A | Z%8 | wit | Oy Ty I
I or S50 % o w0 1N
2 Bozihit | BiBozt A [ 2%k | Wi |
4 Bob
3 BB84 B92 Bob
B2 10 1 p. =0
1. Alice n=8+0 n Bob Lo 10
N 1 001
2. Alice b n’ b, =1 lq . pt Bob L.
0 b=0 g -1+ - 1+ 50% 011 010 4
3. Alice 001 010
Bob. 100 111
4. Bob " Pt : 000 011 101 110
pi=1 i cl Pi . Bob
=0 1 o= 1 r.. 011 Alice
=1+ +l+1- -1 10
[+ =0 |- —1 t; =0 'y =10 0 Bob PO
ol +11 11 0] @m Alice Bob
-1 11 —0.

0y



51

1446
Bob B92 Bob
Eve B92 B92
Bob
BB84 = BB84 Shor
=4 BB&4
=1 E o, B92
Alice =1
Alice BB84  B92 QKD
Bob
BB84 . 5 BB84
BB84 B92 B92 w QKD Bob n
5
BB84 B92 n "
1 P la |b
— H = h&aE
FRAEBBBATIY B IBB84 MY al|Pla =1 b P|b =0.
HBobHAT ala =1 blb =1
S
7SR bl Plb =0= b|b - b|P|b =1
FRAEBO2HMY - 2% BO2HY
= bl 1-P |b = b|b b|b
=P=1-|b bl Al
5 BB84 B92
P al Pla =1
alPla = ala | alb |2
4. =1-1 alb I?=1. A2
. A2 a | b =0 | a | b
Shor-Preskill B92
2 Bob 0o 1.
Bob n
€SS n Bob 0
QKD
=) BB84 B92 ! n n Bob
BB84 B92 ? fob
—log2 " =n Bob 0.
BB84 QKD Bob n
Shor-Preskill Lo 1 0 1
Shor-Preskill B92 2 g<1 I=q<1 n
q " n
Bob
Conference on Computers Systems —and Signal Processing ~ New

1 Shor P W 1994 Proceeding of the 35th Annual Symposium on the
New York IEEE Press pl24

Foundations of Computer Science

2 Bennett C H and Brassard G 1984 Proceedings of IEEE International 3

York IEEE Press pl75
Bennett C H 1992 Phys .

Rev. Lett. 68 3121



7 B92 1447

4 Ekert A 1993 New Scientist 137 35 9 Shor P W and Preskill J 2000 Phys. Rev. Lett. 85 441

5 Biham E and Mor T 1997 Phys. Rev. Lett. 78 2256 10 Bemnett C H DiVincenzo D P Smolin J A and Wootters W K 1996
6 Hughes RJ Morgan G L and Peterson C G2000 J. Mod . Opt . 47 533 Phys. Rev. A 54 3824

7 Lo H K and Chau H F 1999 Science 283 2050 11 Duan L M 1997 Acta Phys . Sin. Overseas Edition 6 811

8 Mayers D 1996 Advances in Cryptology— Proceedings of Crypto ' 96 12 Lo H K and Chau H F 2001 Preprint quant-ph/0102138

New York Springer-Verlag p343

Modification of B92 protocol and the proof
of its unconditional security

Zhang Quan’ Tang Chao-Jing Zhang Sen-Qiang
School of Electronical Science and Technology — National University of Deference Technology ~Changsha 410073  China
Received 28 April 2001 revised manuscript received 19 December 2001

Abstract
Shor and Preskill’ s method with which thy proved the unconditional security of BB84 quantum key distribution protocol was
analyzed first. We also indicated that their method could not be applied to prove the unconditional security of B92 scheme direct-
ly. In order to take advantage of Shor-Preskill’ s techniques in their proof of the unconditional security of BB84 we have intro-
duced in this paper a transformation that can exchange between BB84 and B92. By proving that the transformed B92 protocol
leaks no more information to eavesdropper we demonstrate the unconditional security of B92. We also solve the problem how to

prove the unconditional security of B92 with Shor-Preskill’ s method.
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