55 8 2006 8
1000-3290/2006/55 08 /3964-05

ACTA PHYSICA SINICA

Vol.55 No.8 August 2006
©2006 Chin. Phys. Soc.

z-logistic

PACC 0545

CPRNG

2—4

CPRNG

CPRNG.

e CPRNG

2005 11 23 2006 4 10
z-logistic
CPRNG
1—13
2.
CPRNG
x

105004

100084

*
CPRNG
xn+l :f xn 1
X, =C x, 2
f D—>D DcR"
M
.Kohda ?*



3965

8
12
1 2 m
X 18
fD=d e —>D
D d=dy<dy < <
dy=e i=1 M M=2 f D, = l
d,_, d, fi x
D =D i1=1 M f
pnox dx.
i f 3. CPRNG
’ _ Y X .
g x lngx = M I<i<M 3 19 logistic
g x =f7"x «x I
i C- . z logistic
M
%ZC g x = JCx/zxdx. 4 CPRNG
i b z logistic
1 X0 = f x, = sin® zaresiny/ x,
x, © 01 7
padi=L i1 M 5 0 x <0.5
M B _ n
€D X, =Cx, =
1 x, > 0.5
X, M
z
| Lyapunov A=logz. 7 8
1 X"r
Xo
f
CPRNG
i mzly, m z
fn+|_Qof9€n :f'fn +€n 6 Zm m
i 0- ly ) Il<slysm-1
c I . n=12
fn . €,
- I, = zl,_, modm 9
x n xll
x, = sin” L/m . 10
CPRNG 8 X,
7
1415 x =sin® we
CPRNG ¢,.1 =2, modl ¢, &€ 01 z logistic
| 6 9 10 . X
=sin” ¢om ¢, € Q Co
Qof. . = lo/m l() m 9
i X0 L, . sin® -



3966

55
X, X, ) 9i 2i—‘1 ,
X = NZ{) Y - N 12
lx, — %, <& 11 N i
d<l. %, Y, $
Xy 2 -1
2 2
]2 X Xobv
4. a=0.01 0,
PX 58 =a 13
CPRNG p. o
Xow > d,
XZ})V < 8&
1
K, = 2z =2 ly/m = 23156/99999787
4.1. K, = 2z =2 l,/m = 31420/99999821
9 10 Ky = z =2 ly/m = 135724/99999643
m
z I z Z) Z, m !
20 . i [N X Ki i Ko o K
20 o = 1 1 6.6349 0.0484 1.6384 1.2100
0 =
.2 2 3 11.345 1.2952 0.3064 0.6520
sin” lym/m N
3 7 18.475 8.7408 3.9936 7.4272
= m-11/72 Ly m
4 15 30.578 11.408 20.304 8.5632
CPRNG 5 31 52.191 26.272 37.254 19.968
6 63 92.010 67.917 83.867 58.534
4.2. 7 127 166.99 102.86 122.85 117.48
21
4.3.
m CPRNG |
CPRNG m Ly
| 1 m-1 z Z,
. L
2L 2L+1
2L+l 211 L _ 1 2[,
» o= £ __L=12
Pom o= Tt SL L+l 2
2 .
X |

m z I,



3967

1 7 £z

2 z =

HAHR %K
[=}

. 02

SRR
(=]

99999787 2315687

’ roqr
z my 10:

5.

.04 |

.04

2 99999787 2315687  Z’

n

Iy/m’ = 1ly/m X, X,

z Iy/m’ £ 1y/m x! x,

(@

-1.5 -1.0-0.5 0.0 0.5 1.0 1.5
IR SR /10*

©)

-1.5-1.0-0.5 0.0 0.5 1.0 15
IR SER /10*

my Iy =

z mo ly = 299999821 3142000 ¢ 2

’
a z

my Iy =

CPRNG

z-logistic

3 99999787 2315687

3 2z ly/m' #1/m X,

4 Z =z ly/m’ = l,/m

(®

HAHR B

-1.5-1.0 -0.5 0.0 0.5 1.0 1.5
I} 1) 3R /10

L0
Y
0.8 1

0.6 1

0.4 1

EREPSTE

0.2 1

0. O Fonmmmermpmnnonitseonsnn Aot |

-1.5 -1.0 -0.5 0.0 0.5 1.0 1.5
I ]SSR /10

2 99999787 2315687 b 2
3 99999787 2315687

z my ly =

;o _
my ly = z my ly =

2 99999787 2315687

my Lo

2 99999821 3142000 d

CPRNG

CPRNG


Absent Image
File: 0


3968 35

1 Kocarev L. 2001 IEEE Circ. Sys. Mag. 64 6 13 Zhan H Wang X F Li C H et al 2005 Acta Phys. Sin. 54 4006
2 Kohda T 2002 Proc. IEEE 90 641 in Chinese 2005 54
3 Sang T Wang R Yan Y 2001 [EEE Trans. Commun. 49 620 4006
4 Kohda T Tsuneda A 1997 IEEE Trans. Inform. Theory 43 104 14 LiSJ Mou X Q2003 Comput. Phys. Commun. 153 52
5 Stojanovski T Kocarev 1.2001 IEEE Trans . Circ. Syst. 1 48281 15 T1iSJ Chen G R 2004 IEEE Trans. Circ. Syst. Il 51 665
6 Zhou H Ling X T 1997 Int. J. Bifurc. Chaos 7 205 16 XunY Chik HT Chee K S2002 IEEE Trans. Circ. Syst. 1l 49
7 Xiao FH Yan GR Han Y H 2004 Acta Phys. Sin. 532877 in 1826
Chinese 2004 53 2877 17 Gonzilez ] A Reyes L1 Sudrez J J et al 2002 Physica A 316 259
8 HuHP LiuSH WangZ X et al 2004 Acta Math . Phys. 24 251 18 Zhou H Ling X T 1997 Acta Electron. Sin. 25 95 in Chinese
in Chinese 2004 1997 2595
24 251 19  Kawamoto S Horiuchi T 2004 Int. J. Bifurc. Chaos 14 3607
9 Cai JP LiZ Song W T 2003 Acta Phys. Sin. 52 1871 in 20 Mao W B 2004 Modern Cryptography  Theory and Practice
Chinese 2003 52 1871 Beijing Electronic Industry Press pl08 in Chinese
10 Sheng LY CaoLL SunKH et al 2005 Acta Phys. Sin. 54 4031 2004
in Chinese 2005 54 108
4031 21 Lasota A Mackey M C 1994 Chaos Fractal and Noise  Stochastic
11 Peng F Qiu S S Long M 2005 Acta Phys. Sin. 54 4562 in Aspects at Dynamics New York Springer-Verlag
Chinese 2005 54 4562 22 Knuth D E 2002 The Art of Computer Programming New Jersey
12 Wang XM Zhang ] S Zhang W F 2003 Acta Phys. Sin. 52 2737 Prentice Hall
in Chinese 2003 52 2737

A novel chaos-based pseudo-random number generator”

Wang Lei Wang Fu-Ping Wang Zan-Ji
State Key Laboratory of Power System  Department of Electrical Engineering and Applied Electronic Technology
Tsinghua University — Beijing 100084 China
Received 23 November 2005 revised manuscript received 10 April 2006

Abstract

A novel pseudo-random number generator based on z-logistic map is proposed. The observed binary sequence of the chaotic
orbit which is realized exactly under finite computing precision mostly retains the statistical characteristics and the randomness of
the chaos-based information source which is defined on real domain so the cryptographic properties of this novel chaos-based
pseudo-random number generator CPRNG can be supported theoretically. Moreover the period of this CPRNG is predicable
and the weak keys can be excluded using a simple algorithm. This CPRNG overcomes the disadvantage of the traditional CPRNG
whose existing weak keys are difficult to be excluded. Theoretical analysis and simulation results demonstrate that the
cryptographic properties of the novel CPRNG are good so it has potential application prospect in many areas including data

encryption.
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