57 4 2008 4 Vol.57 No.4 April 2008
1000-3290/2008/57 04 /2212-06 ACTA PHYSICA SINICA (©2008 Chin. Phys. Soc.

200240
2007 5 23 2007 9 30

Shannon

PACC 4250 4230Q 0365

QKD
1.
QKD
QKD
QKD
RSA
1—7 QKD
§—10
11—29
QKD
QKD
QKD QKD Shannon
* A2831B 60773085
T03011030

T E-mail gghe@sjtu. edu. cn



2213

a =
2. QKD .
4 =D" a @D a = @+«
QKD X, =X, +Rea = X, + X
P,=P,+Ima =P, +P
X P
1
| SR
Alice n, n, X:E a+a
D a a .
¢ “ “ P=a -
X P a, ]
PX=a =P X=-a =12 P P=a AXAP=1/4.
=P P=-a =1/2. Alice
X p Alice Bob
n, Bob n,
n, n, i n =0 n, i ns =0 Bob
Eve as  as X; n,
Da =D x ny =1 Bob as Ps n
nlzzlx:a nLZ:O XxX=—-a n, Alice BOb
P e R R "
Da =D jp
n,=1p=a n,=0 p=-a.
Alice 1 Eve Bob
n Ny
l [0)4 Bs BRI, SRR SR,
3 n l/ 5
[0) —» D(2) > > X5, Ps
/l 6
Xg, Pg
1
3. Eve
3.1.
Eve
Eve Bob
Alice Eve
BS as Eve

i
ny



2214

pxs =p x5/ X=a P X=ua

57
Alice  Bob Alice +pas|X=—a P X=-ua
1 2 2
== exp — 2 x5 — 7a
Eve 2 /2x P ’
2 1 2 2
+ =5 exp —2 x5 +vV na . 5
o3 2 /_ZTl' p 5 77
4 P; X P
BS X Alice
3 ﬂ‘ 5 . Bob . Eve
Alice
6 3 Bob m m
i:l
X\ Py | X5 > m ny X5 <
-m n, =0 -m<x5;<m Bob . Alice
2 Eve Bob p. A B
P, AB =P X=a Xs <-mlXy >m
UXs<-m
Xs =vnks + v 1 -9k, yPX=—aX,>mlXs>m
Ps =/ 9gP5 + /1 - pP, ) UX, <-m
Xe =V Xy =1 = nX; PX=alX5<-m
2P X,>m +P Xs<-m
Pg =V P, = /1 = yP; ’ ’
_2PX5<—m|X=aPX=a
7 TSP Xs>m +P Xs <-m
3.2 [ 4 - gV m+ /g |
Shannon
X 1—%erf«/§ m + v na
-1
Shannon . X —%erfﬁ m—«/Tya ) 6
P X=a =
PX=-a =102 erf x
erf x :ljexp—z2 dz.
_ Vmlo
I' XY =1+ p.logp.
+ 1 -p.log 1-p, 3
0.4 |
Pe
3
0.3
1 2 X
AN 0.2
as
Xy =/9X + (Vx, + V1= 9x,) 0.1}
Py =VqP + (VP + /T P,)
0.0
X, P, ~NO1/4 i=24. ' ~N pu
o r 7 o
Xs

QKD



2215

4
Alice  Bob
lapf =1+p. A Blogp. A B Al =1 a B -1 ace. 13
+ 1-p.AB logg 1-p. A B 7 7 11
13
3.3. AI>0  Alice Bob
AI>0 QKD
Alice Bob 3 I XY
Alice Pe p. A B <
Eve  Alice . p. A E Alice  Bob
Alice Alice Eve .
4 QKD
b = ﬂ = 0 m = 0
2 1 2 a
Qe X, 7 >0.5 QKD
2
VS S GV R X, . 8 '
“/777 * [ Bob m
X
m
1 2
P %6 Eﬁexp[—zxc—vl— az] .
T r=P Xs>m +P Xs <-m
1 2
+?@exp[—2x6+«/l—7a2].9 ~ lrf(ab+fa)
)
Eve Bob V20
0. (ab —fa) 14
Eve X¢>0 Alice 1 X <
0 Alice 0. Alice Lol
Eve
P, AE =P X=a X, <0 0.8}
+P X=-a X4 >0
0.6 |
-t S V2l-ga. 10 °
0.4
10 3 Alice  Eve LK
0.2 Je X
Il ae =1+p. A E loggp. A E
+ 1l -p., AE logg 1 -p, AE 00 0.1 0.3 0.5 0.7
11 7
3.4. 4 QKD
Maurer ¥ Alice Bob 5 r a b
Al a b
max [ a B -l ae I B a -1Be >0. 5 r Al n
12 r Al
Alice Bob
Bob m
Alice Alice  Bob a



2216

57

10
11
12
13
14
15
16

ryhd

. Bob

Cerf NJ Lévy M Van Assche G 2001 Phys. Rev. A 63 052311
Silberhorn € Ralph T C  Liitkenhaus N Leuchs G 2002 Phys .

Silberhorn € Korolkova N Leuchs G 2002 Phys. Rev. Lett. 88

Grosshans F' - Grangier P 2002 Phys. Rev. Lett. 88 057902
Grosshans ' Assche GV Wenger J Brouri R Cerf NJ Grangier

Weedbrook C Lance AM Bowen WP Symul T Ralph T C Lam

Weedbrook C Lance AM Bowen WP Symul T Ralph T C Lam

Lance AM Symul T Sharma V= Weedbrook C  Ralph T C  Lam

He G Q Zhu]J Zeng G H2006 Phys. Rev. A 73012314

Grosshans F' Cerf N J 2004 Phys. Rev. Leit. 92 047905

Iblisdir S Van Assche G Cerf N J 2004 Phys. Rev. Leit. 93

Navascués M Bae J Cirac J I Lewestein M Sanpera A Acin A

Grosshans F 2005 Phys. Rev. Let:. 94 020504

b
1. 00 i
0. 75
0. 50 QKD
0.25
0. 00
5 Alr ab 7=0.6
Zeng G H2006 Quantum Cryptography Beijing Science Press  in 17
Chinese 2006 18
Gisin N Ribordy G Tittel W Zbinden H 2002 Rev. Mod . Phys. Rev. Lett. 89 167901
74 145 19
Song J Zhang S Zhu A D 2007 Chin. Phys. 16 621 0167902
He G Q Zeng G H2005 Chin. Phys. 14 541 20
He GQ YiZ Zhu] Zeng G H 2007 Acta Phys. Sin. 56 6427 21
in Chinese 2007 P 2003 Nature 421 238
56 6427 22
Feng 'Y Zhang Q 2007 Acta Phys. Sin. 56 1924 in Chinese P K 2004 Phys. Rev. Lett. 93 170504
2007 56 1924 23
LiuSH Wang F Q Zheng L M 2007 Acta Phys. Sin. 56 2180 P K 2006 Phys. Rev. A 73022316
in Chinese 2007 56 24
2180 P K 2005 Phys. Rev. Lett. 95 180503
Lo HK Chau H F 1999 Science 283 2050 25
Shor P W Preskill J 2000 Phys. Rev. Leit. 85 441 26
Mayers D 2001 J. ACM 48 351 27
Braunstein S L van Loock P 2005 Rev. Mod. Phys. 77 513 170502
Ralph T C 1999 Phys. Rev. A 61 R010303 28
Ralph T C 2000 Phys. Rev. A 62 062306 2005 Phys. Rev. Lett. 94 010502
Hillery M 2000 Phys. Rev. A 61 022309 29
Reid M D 2000 Phys. Rev. A 62 062308 30

Gottesman D Preskill J 2001 Phys. Rev. A 63 022309

Maurer U M 1993 [EEE Trans. Inf. Theory 39 733



4 2217

Quantum key distribution using binary-modulated coherent states *

He Guang-Qiang’ Guo Hong-Bin Li Yu-Dan Zhu Si-Wei Zeng Gui-Hua

State Key Laboratory on Fiber-optic Local Area Networks and Advanced Optical Communication Systems

Department of Electronic Engineering  Shanghai Jiaotong University =~ Shanghai 200240  China
Received 23 May 2007 revised manuscript received 30 September 2007

Abstract
A quantum key distribution QKD scheme using binary-modulated coherent states is proposed in this paper. Compared
with Gaussian sources of QKD using Gaussian-modulated coherent states the binary sources of the proposed scheme are the
simplest sources and the binary modulation is the most usual modulation format in the digital optical-fiber communication. The
security of the proposed scheme against beam splitter attack is analyzed using Shannon information theory. The analytical
expression of the secret information rate is given in terms of modulation-demodulation parameters and channel parameters. The

quantum noise of coherent states guarantees the security of the proposed scheme.

Keywords quantum key distribution binary modulation beam splitter attack
PACC 4250 4230Q 0365

* Project supported by the Young Teacher Scientific Research Foundation of Shanghai Jiaotong University China Grant No. A2831B  the National Natural
Science Foundation of China Grant No. 60773085 and the Participation in Research Program of Shanghai Jiaotong University China Grant No.
T03011030 .

T E-mail gqhe@sjtu. edu. cn



