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JÑ
�«Äu·bN�Ú¦Ó{{�ïü�Ñ�¼ê��{. T�{ÏL¦Ó{{)¤��ÅS���X
Ú�Ð©�, r²©&E�{IIO&E��è (ASCII è) 8�z���·bN��Ð©�, ²L�CÚ��·b
êiþz�, J�Ñ 128 bit �Ñ��. nØ©ÛÚ�ý(JL²: T�{äk�Ð�Ø�_5!|-E5!��E
5!Ð�¯a5±9�p/$1�Ý.

'�c: Ñ��, ·bN�, Ñ�¼ê, ¯a5

PACS: 05.45.Ac, 05.45.Pq, 05.45Vx

1 Ú ó

�X�E�?Ú, �äÏ&S�¯KFªî�.
3F~�äÏ&�¸¥, �UÉ���!DÑ©
Û!�C!SN?U!^S?UÚO�?U�8
«ôÂ. |cü«ôÂ��{áu&E���Æ.
éG1 3 «�1 6 «ôÂ��{��¡��E@
y. 8Bå5, �E@yÒ´�y¤Â���E(
¢´5gý��ux����?U��E, §��
�y�E�^SÚ9�5 [1]. ü�Ñ�¼ê´�E
@yè��«CN, Cc5®²¤�&E+�¥�
9:ïÄ¯K.

D Ú � Ñ � ¼ê� ) � E Á � � { 1 Ê
� (MD5)!S�Ñ�IO?¾� (SHA-1) �, Ñ
®²�y¢�ØS��, Ïd<�½�I�Ïé#
�Ñ��{. du·bXÚ��äkéÐ�Ð�¯
a5Ú·Ï*ÑUå, |^·bXÚ5�Eü�Ñ
�¼ê®²¤���kïÄd��¯K. ©z [2—
8] ©Oæ^·bÄ�ëê!·bN�!2Â·b
N���!���·bN�!V·bXÚ!�·
b Chen XÚÚ·b ²�ä5�ïÑ�¼ê¿�
Ñ
�¤J. �´ù
�{S�gê�õ, ¢y

'�E,, Ø·Ü^5\�iÎ���Ï&�Æ.

�©Äu Logistic N�Ú¦Ó{{�ï
��
ü�Ñ�¼ê. ÏL¦Ó{{)¤��ÅS���
XÚ�Ð©��¦Ñ\�ä�Å5. z?n���
©|�²L�CÚ��·bêiþz, �±�Øê
â�5K5. ïÄ(JL²: T�{äk�Ð�|
-E5!ü�5!¯�5Ú´¢y�A:, ÷v3
Ï&XÚ¥�A^�¦.

2 ü�Ñ�¼êÚ Logistic ·bN�

2.1 Logistic ···bbbNNN���

�©�{æ^ Logistic ·bN�, ½Âª [9] �

xn+1 = uxn (1 − xn) , (1)

Ù¥, G�þ xn ∈ [0, 1], XÚ��ëê u ∈ [0, 4].
� u ∈ [3.9974495, 3.9999995], Lyapunov �ê�u
"�, XÚ?\·bG� [10].

2.2 üüü���ÑÑÑ���¼¼¼êêê½½½ÂÂÂ

Ñ�� h deã/ª�¼ê H )¤:

H = H (M) , (2)
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Ù¥ M ´��C��E, H(M)´½��Ñ��.
��E�(�, òÑ��Nuux���E�, �
Â�ÏL#O�Ñ���@yT�E. duÑ�
¼ê��Øäk��5, ÏdI�æ^,
�{5
�oÑ��. Ñ�¼ê�¦äkü�5!Ð�¯a
5!��E5Ú´u¢yo�A5.

3 ü�Ñ�¼ê��E�{

T�{�Ñ\´���Ý�u 2128 bit ��E,
�Ä�T�{�A^3¢S�Ï&XÚ¥, �Ï&
�Æ�iÎ�Ý�á, é�{��1�Ý�¦�p,
¤±T�{éÑ\�E± N = 8 bit �ü ?1©
|?n,ÑÑ´ 128 bit ��EÁ�, ã 1 �Ñ��
{(�ã.

Ú½ 1 �E©|. Äké�E M ?1©|,
e�����E©|��Ý� L, � L < N , KI
�éT©|N\W¿ . W¿êâ� ê3 1 � N

�m. W¿êâ�SNd 1!�Y� 0 ±9�E©
|��Ý L |¤.

Ú½ 2 ��XÚÐ©�. ÏL¦Ó{{)¤
��ÅS���{5)¤Ð©�, -¤�Ð©�

� t. ¦Ó{{�½Âª�

xn = axn−1 (mod B) ,

(x0, B) = 1, rn = xn/B, (3)

Ù¥ B ��ê, a �¦f, x0 �Ð©�, xn, B, a þ
��K�ê. d (3) ª�)� xn (n = 1, 2, · · · ) ÷
v: 0 6 xn 6 B,¦ rn ∈ [0, 1], � rn ��´þ!©
Ù��Åê. 2ÏL��êiþzL§, ����
��¹ 0—9, A—Fêè� 128 bit ��Åê�. ë
ê a, B, xn äk¯a5, �§���u)���C
z�, �ÅS�¬u)ã��UC.

Ú½ 3 òz�©|=���géA�{
IIO&E��è (ASCII) è� ki, r1��©
|=�¤�ê�ÏL y0 = k0/28 �5N�� (0,
1) m«m. ± y0 ��·bN��S�Ð©:, X
ê u = 3.9999995 − ki × 0.00001, ÏL 1000 g�
S�$�, P¹1 k0 + 100 g� k0 + 131 g�S�
(J. òL 1 Ì�£  W g (W = k0 mod 16), ¿
òù
(JÏLL 1 �éA'X=�¤ 128 bit �
?�S� x0, O� x0 ⊕ t =�1��©|�Ñ�
� H0, Ó�r1 k0 + 131 g�S�(J��e�
��E©|�S�Ð©� y1.

ã 1 Ñ��{(�ã

L 1 ·bS����?�S��éA'X

·bS�� �?�S� ·bS�� �?�S� ·bS�� �?�S� ·bS�� �?�S�

(0,1/16) 000(0) [1/4, 5/16) 0100 (4) [1/2, 9/16) 1000 (8) [3/4, 13/16) 1100(C)

[1/16, 1/8) 0001(1) [5/16, 3/8) 0101(5) [9/16, 5/8) 1001(9) [13/16, 7/8) 1101(D)

[1/8, 3/16) 0010(2) [3/8, 7/16) 0110(6) [5/8, 11/16) 1010 (A) [7/8, 15/16) 1110 (E)

[3/16, 1/4) 0011 (3) [7/16, 1/2) 0111 (7) [11/16, 3/4) 1011 (B) [15/16, 1) 1111 (F)
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Ú½ 4 l1���E©|m©, ¦^c�
©|�1 k0 + 131 g�S�(J���gS��
Ð©�. Logistic N��Xê u = 3.9999995 − ki ×
0.00001, ÏL 1000 g�S�$�, P¹1 k1 + 100
g� k1 + 131 g�S�(J. òL 1 Ì��CÚ�
£  W g (W = k1 mod 16), ¿òù
(JÏL
L 1 �éA'X=�¤ 128 bit �?�S� x1, O
� H0 ⊕ x1, =�1��©|�Ñ�� H1. Ón�
¦�Ù¦©|�Ñ��.

Ú½ 5 �¤k�©|?n�.�, ���
�©|�Ñ�� HN−1 Ò´�ª�Ý� 128 bit
� Hash ¼ê�.

�E M kXØ�_���5'X. �´3T
�{¥ÏL¦^þ���E©|�S�ª���
e��©|�S�Ð©�, Ù8�´�
¦Ñ��
Ó²©�z'A���', Jp�{�¿1Ý. �
�E M u)���UC�, 7òÚåÑ�� Hi 4
�/UC. 3�{¥éØÓ��E©|ÀJØÓS
�gê��, ù�=¦���S�S�����,
�´duS��ÀJØ��, ��±�y���Ñ
��Ø�� [11]. DÚ�Ñ�¼ê��E�´òz
�©|�A É½ (XOR), ù«�{^u�Åê�
êâ��5u�´'�k��. �´eêâ�ª
Ø´�Å�, K¬ü$¼ê�k�5. �©éT�
{?1U?, z?n���©|�, ¦L 1 Ì�£
  W g. ÏL�ÎL 1 rS�(J=�¤ 128 bit
��?�S�, ¿òT��þ�©|�Ñ��?1

É½. ù��¦Ñ\�ä�Å5, l�ØÑ\ê
â�5K5.

4 �{S�5©Û

4.1 ¯̄̄aaa555©©©ÛÛÛ

é�� 128 bit �Ñ��ó, z� ����
�k 0 Ú 1, n��È��A´²©u)���C
zò��Ñ��±z'A 50%VÇu)Cz. éu
�^(½�²©, zgUCÙ 1 bit  þ��, =ò
1 i � � “0”(“1”) U� “1”(“0”), O�UC�²
©�Ñ�� hi, ,�òÙÚ�©²©�Ñ�� h0

?1'�, ¿O� hi Ú h0 �?�L«� Hamming
ål D(Ho,Hi), ¼��Ñ��'ACzÇXeª
¤« [8]:

r (i) =
D (h0, hi)

128
× 100%. (4)

�©é¤�E�ü�Ñ�¼ê^±þ��
{?1
¯a5ÿÁ. ©O�²©��Ý� 1024
Ú 4096 bit, zg=UC 1 �'A�, O�UC�²
©�Ñ��, òÙ��©²©�Ñ��?1'�,
Ù'��ý(JXã 2 Úã 3 ¤«. lã 2 Úã 3
¥·��±�Ù/w�, �²©?�'Au)Cz
�, Ñ��'ACzÇ3 50%�m2Ä. �ý(J
L², T�{äkn��È��AÚ¯a5, �²
©u)��UC�Ñ¬ÚåÑ��u)ã�Cz.

ã 2 ²©� 1024 bit �Ñ��UCÇ

ã 3 ²©� 4096 bit �Ñ��UCÇ
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4.2 ©©©���ÑÑÑ������©©©ÙÙÙ©©©ÛÛÛ

Ñ�¼ê´ÄäkS�5é�§Ýþ�ûu
Ñ���©Ù. eÑ��©ÙØþ!, �è��ö
Ò�±ÏL�«EâÃãé&E?1»È, l�
���!tU�©�8�.

�é±e 6 «^�, ©O^��{?1©��
Ñ���ý.

Ð©²©: Guilin is regarded as the most pic-
turesque city in China. Two crystal-clear rivers me-
ander through the city, which are encircled by hills
with unusual & bizarre rock formations and caves in-
side. Two crusted movements of earth took place about
200 and 180 million years age thrusting the limestone
sediments out of the sea bottom. They were forced
upwards more than 200 meters to the surface. This
Karst formation was molded through many years of
erosion by the wind and rain to become the hills and
rocks with bizarre shapes. There are numerous com-
plete Karst (limestone sites), which are of high scien-
tific value and tour value. Guilin is named after the fra-
grance of osmanthus tree and saw its first inhabitants in
Qin Dynasty over 2000 years ago. Guilin experienced
a prosperous period during Tang, Song, Yuan, Ming
and Qing Dynasty under the patronage from succeed-
ing Emperors.
^� 1 Ð©²©;
^� 2 òÐ©©�¥�ÄiÎ G U� g;
^� 3 òÐ©©�¥�ê� 180 U� 181;
^� 4 òÐ©©�¥�iÎ forced U� enforced;
^� 5 òÐ©©�¥"��éÒU�ÏÒ;
^� 6 3Ð©©��"�\þ����.

�ý���Ñ��^�8?�êL«Xe:
^� 1 35F3DAF1339C53474E82BF59DE3A2B9F;
^� 2 0FEB4A8B8096F57F8191D8C914CFBE30;
^� 3 B09D5273D7F0624579901A51A8FC134C;
^� 4 5C665EDD631A12549CEC50AA98451399;
^� 5 DB32E228CE870BD3F60024D61E962722;
^� 6 C4E39E47B00DC0B959D42253E6135C8F.

ò²©ÚÑ��^��ã//�Ð«§��

m�«O, Xã 4!ã 5 ¤«. lã 4 ¥·��±é
�Ù/w�, Ð©²©� ASCII è�Ñ8¥3��
'������S. lã 5 �±wÑ²LT�{Ñ
����8?� Hash �, �±�þ!/¥yÑ©
Ñ�. Ïd, ÏL6Ï!*Ñ��^e� Hash �®
²vk�¹?Û�ÚO&E, ��
�ïÑ�¼ê
����I.

éØÓ^�e�Ñ��©O^ 0, 1 S��ã
/zL«, Xã 6 ¤«. lã 6 �±wÑ, �²©u
)���UC�, ¬¦Ñ��u)ã�/Cz. b
e·�rTÑ��^3Ï&XÚ¥, �²©�ôÂ
ötU!ôÂ, E¤êâ¿��, Ñ¬¦Ñ��u
)UC, �Â�Ò�±ÏL��Ñ��¿ïT�
©��Â, l�y
Ï&�S�5.

ã 4 Ð©²© ASCII è�©Ùã

ã 5 Ð©²©�8?�Ñ��©Ùã
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ã 6 Ð©²©38«^�e�Ñ��'� (a) ^� 1; (b) ^� 2; (c) ^� 3; (d) ^� 4; (e) ^� 5; (f) ^� 6

4.3 ÑÑÑ������***ÑÑÑ���···ÏÏÏAAA555©©©ÛÛÛ

·Ï�*Ñùü�Vg´3 Shannon �&E
Ø¥JÑ�. §´\�N�¥�ü��5�. §
�¦z ²©�K�¦�U/*Ñ��õ �Ñ
��¥, Ó��F"²©�Ñ��äk�E,�'
X, Ù8�´�
ùX²©�VÇA5. ·�ò²

©N��ëê�m¥, ¿¦�ØÓ�²©©|äk
ØÓ�S�gê, ù��±�k�/-|®�²©
ôÂÚ�©ôÂ. Ïd, Ñ���n��¹´²©
�[�CzÚåÑ��z'A± 50%�VÇCz.
½Â±eo�ÚOþ [7] éT�{?1A5©Û:

B̄ =
1
N

N∑
i=1

Bi, (5)
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∆B =

√√√√ 1
N − 1

N∑
i=1

(
Bi − B̄

)2
, (6)

P = (B̄/128) × 100%, (7)

∆P =

√√√√ 1
N − 1

N∑
i=1

(Bi/128 − P )2 × 100%. (8)

±þ 4 �úª¥, N �ÚOgê, Bi �1 i g
Á�(J�Cz'Aê, P �²þCzVÇ, B̄ �
²þCz'Aê, ∆B � B �þ��, ∆P � P �
þ��. Á��{�, l²©�m¥�ÅÄ��ã
²©?1ÿÁ, UC?�'A , ��©©�?1
'�, ÚOÑØ���'A . ²L N = 128, 200,
256, 512, 1024, 2048 gÿÁ, ���ÚO(JXL 2
¤«.

L 2 ²©z'ACz�� 4 �ÚOþ�

ÚOgêN B̄ ∆B P/% ∆P/%

128 63.333 5.832 49.479 4.684
200 64.015 5.784 50.012 4.803
256 63.570 5.817 49.664 4.568
512 63.792 5.902 49.838 4.824
1024 64.801 5.893 50.626 4.743
2048 63.473 5.924 49.588 4.597

²þ� 63.831 5.859 49.868 4.703

lL 2 �±wÑ, Ñ���²þCz'Aê®
²�~�C 64, Ä�þ��n�G�. ∆B, ∆P I
�X���{�½5Ú·Ï5,Á�¤�ü�Ú
O�é��é�C. Ïd, T�{äk½5, ¿ä
kér�·Ï!*ÑUå.

4.4 |||---EEE555©©©ÛÛÛ

Ñ�¼ê|¡Þ©Û�Uå==�6u�{
¤�)�Ñ�è�Ý. ��5`Ñ�è��Ý��
u�u 128 bit ÒU÷v��¢SA^�I¦, ¿U
|)FôÂ.

|-E5´�é�äk�ÓÑ���ü�Ø
Ó²©3O�þ´Ø�1�. é�©�{?1�ý
©Û,Äk�Ð©²©�i!, =� 8 bit, ASCII è
éA��� 0—255; Ñ�(JÓ��� 8 bit, ��
� 0—255 �m�ê, ù���8�´¦²©�m

�Ñ���m��. PÑ���m=��m¥?
��éA²©�m¥����ê� k, Ñ��m¥
äk k ����:��ê� n(k). n(1) ��, Ù¦
������, K-E��, T�{�·ÏUå�
r. Ïd, n(1) ������ïþ|-E5U��
I, l n(k) �©Ù�¹�ÚOÑT�{�|-E
5U [7]. ½Â5U�I T (k) �

T (k) =
n (k)

k∑
k=0

n (k)
. (9)

Ï LÁ�, � © Ñ � � { � n(0)—n(4) � � g
� 75, 116, 49, 12, 4. � k > 4 � n(k) = 0, ã 7
� k-n(k) ©Ùã. T (k) = n(1)/256 = 116/256 =
0.453125, ��T�{äkéÐ�|-E5U.

ã 7 k-n(k) ©Ùã

5 ( Ø

�©JÑ
�«#�·bN�ü�Ñ�¼ê
�E�{¿?Ø
Ù3Ï&XÚ¥�A^. ÏLÁ
�L², T�{äkéÐ�Ð�¯a5ÚS�L§
�ü�5, l(�þ�y
Ñ���²©EE�'.
�²©k���UC, Ñ��±�Cz'A 50%�
VÇCz, äkn��È��A. ùÒ�y
TÑ
��{äk�r�·ÏÚ*ÑUå, 3�yêâS
�5�Ó���y
�p��1�Ý, ��
Ñ�
¼ê����¦.
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A new chaos mapping hash function structural
method and its application∗
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Abstract

A one-way hash function algorithm is proposed based on the chaos mapping and multiplicative congruential method. The initial

value of the system is generated by the pseudo-random sequence which is obtained through the multiplicative congruential method. the

normalized ASCII of the plaintext is used as the initial value of the chaos mapping. After a variable-step chaotic digital quantification,

128 bit hash value is extracted from the systems. Theoretical analysis and simulation results show that the proposed method has better

characteristics of irreversibility, collision resistance, anti-forgery, initial sensitivity and higher operation speed.
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