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·bã�\��{; U?�{�¹üÓ���O�\�ö�, ¿¦��©�²©!���m�'X�E,. S�5
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�äk�mm��
�Ú|�©ôÂ5U�Ð�`³.
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1 Ú ó

·b��´��5�Æ+��~¹��ïÄ
é� [1−4]. du·b&ÒäkéÐ©^��4à
¯a5!Ã±Ï5!��Å5�E,A5, ���
Ï&9�èÆ�mkXU,�éX; u´<�é�
�|^·b&Ò?1&E\�. g Matthews JÑ
·b\��g�±5 [5], k'·b�èÚ·b��
Ï&�Y�ïÄÅÚ¤
IS>fÏ&+��ï
Ä9: [6,7]. du·b�è�DÚ�è����)
ÅnØÓ, ¦·b�è3\�¢�5�¡äk��
�`³. AO´éuã�!Àª�õxNêâ5
`, duùa&E�êâþ�, ����êâ�m
äkér��'5; ��DÚ�èÆéuÃXã�
&E�\�w��Ç$!ØU÷v¢�5I�. 

·b�è%�Ð3�êâþ&E\�|Üäk`
�5. Ïd, 'u·bã�\��{�ïÄ�É<
�'5 [8−10].

¯¤±�, �«Ð��è�{ATäkv
�
����m±B-|råôÂ; ATé²©Ú��

Ñ4à¯a, ±BéÐ/-|�©ôÂ; �©©Ù
AT�Åþ!!��êâØ�', ±B-|ÚO©
Û. �,$�·bXÚdu/ª{ü
äkO��
mm���`:; �duÙ���m�, S��E
,ÝØp, ���èXÚS�5Øp. 
p�·b
XÚcÙ´�·bXÚ, du���m�!äkü
�±þ�� Lyaponuv �ê!�E,ÚJ±ýÿ�
��51�, ¦^�·bXÚ\�êâÃ¦¬Jp
�èXÚ�S�5. �Ï��·bXÚ3��Ï&
¥�ã�A^då, l
ÚåÆö�é�·bXÚ
�ï�ïÄu)ßþ,� [11]. �Xy�O�ÅX
Ú5U�ØäJp, ïÄ�·bã�\��{�ä
y¢5. ©z [12] JÑ
�«Äu�·bXÚ�
ã�\��{ (�©¡�� HIE �{), �©z [12]

�{�\�����\�ã��²©Ã', w,Ø
U-|ÀJ²©ôÂ. �C, �·�< [13] 3©Û
©z [12] �{S�5"��Ä:þJÑ
�«U
?.�·bã�\��{ (�©¡�� IHIE �{),

T�{�O
¦\����²©�'�üÑ, Ïd
UJp-|ÀJ²©ôÂ�Uå, ¿�äkg´�
ß�`:. �T�{oNþ�´÷^
©z [12] �
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�� ��ÏÚ���O�\��Ä�(�. 
�
��\��ã�k�ÓO�ö�, ¦���²©�
���Cz�UK�T���¡��©���; �
�©Ú��9²©�m�'XØ
E,. Ïd, Ù
�ª\���S�Ó��±»). �
¼�pS
��p�Ç�ã�\��Y, �©3©ÛTa�{
�Ó"��Ä:þ, JÑ
U?�\r.�·bã
�\��{, ÙØ%g�´: ¦�\�úª��©
Ú��!²©�m�'X�E,z; �O�\�ü
Ó. ù�, ôÂö³ÀJ�²!�©ééJ)Ñ\
��¥m��; Ó�üÓO�*Ñö�Or
�©
é²©�¯a5. �U?�{�Ñ
���Ïö
�, UJp\��Ý. nØ©ÛÚ�ý¢�L², U
?�{Ø=�k�/-|ÀJ² (�) ©ôÂ, Ó�
3|�©ôÂUåÚ\��Ý��¡Ñäk�Ð
�5U.

2 �a�·b�è�{Vã

2.1 HIE ���{{{

©z [12] JÑ�;.�·b�è�{�)é
ã���� ��ÏÚé���O�C�ü�Ü
©. ÙÄ�g�Xe:

3ã��ÏL§¥, kd��� Logistic ·
bN�S�)¤ü��ê?ÒS� r = {ri, i =

1, 2, · · · ,M} Ú c = {ci, i = 1, 2, · · · , N}, Ù¥ ri

´ [1, M ] ����ê!ci ´ [1, N ] ����ê; M

Ú N ©O´�\�ã����1ê!�ê. ,�,

|^1!�?ÒS� r Ú c k�éã�¢�1!
��Ï. e�©ã�!1�Ïã�Ú1�þ�Ï�
�ã�Ý
©O^ P , P r Ú P rc L«, K1�Ïö
�´ò�ã� P �1 ri 1£�#ã� P r �1 i

1; ��Ïö�´ò²1�Ï��ã� P r �1 ci

�£�#ã� P rc �1 i �. �¤¤k1!��Ï
ö��=���Ïã� P rc.

3ã����O�L§¥, k^�·b�XÚ
S�)¤o�·b¢ê� xj , j = 1, 2, 3, 4; ,�ò
¢ê� xj ²eªUE¤ [0, 255] ����ê:

xj = mod((|xj | − floor(|xj |)) × 1014, 256). (1)

ª¥, |x| L«� x �ýé�; mod(x, y) L«� x Ø
± y ��{ê. �X2UeªO����� [0, 3]

����ê x̄1,

x̄1 = mod(x1, 4). (2)

,�, �â x̄1 ��ØÓÀJ xi ¥ØÓ�n�
ê�¤�|n��� BX = {BX1, BX2, BX3},

e x̄1 = 0, K BX = {x1, x2, x3}; e x̄1 = 1,

K BX = {x1, x2, x4}; e x̄1 = 2, K BX =

{x1, x3, x4}; e x̄1 = 3, K BX = {x2, x3, x4}. ¿
¦^Tn���|\�ã� P rc ¥ 3 �ëY��
�. \�úª�

C3(i−1)+1 = P rc
3(i−1)+1 ⊕ BX1,

C3(i−1)+2 = P rc
3(i−1)+2 ⊕ BX2,

C3(i−1)+3 = P rc
3(i−1)+3 ⊕ BX3,

(3)

Ù¥, ⊕ L«U�?� ?1�É½$�. i =

1, 2, 3, · · · L«S�Óê, z�ÓS��� 3 ��
�¿\� 3 ���; �ES��·bXÚ��ã�
¤k��\��., Ò���ª\�ã� C.

d þ ã L § � �, T � { � \ � �
� {BX1, BX2, BX3} � ² © Ã ', ô Â ö � �
® � � | ² ! � © é P rc Ú C, � â É ½ $
� C(i) = P rc(i)⊕B(i) n�þ�C�'X, ÒéN
´»)Ñ\���S� B: B(i) = P rc(i) ⊕ C(i).

d	, du�� ��ÏÚ���O�C�ü�L
§Õá, �éN´d�
AÏ�²!�©é»)Ñ
1��ÏS� r Ú c. ��O�\�S� B Ú1�
�ÏS� r, c þ�»)�, =�|^§�»)O�
�©.

2.2 IHIE ���{{{

�·�öI² [13] �CJÑ�U?.�·bã
�\��{´�é©z [12] �{�U?�, �{¡
� IHIE �{. IHIE �{�´d�Ï�O�ü�L
§|¤, §é HIE �{�
ü?­�U?, Ù�´
)¤�ÏL§���S�Ø^��·bN�, 
U
^�·bXÚ; Ù�´���O�ö��ã�\�
��S�U¤��\�ã�²©�', ù��±O
r|ÀJ² (�) ©ôÂ�Uå. ©z [13] üaö�
L§¥Ñ´¦^�§

ẋ1 = a(x2 − x1) + x4,

ẋ2 = dx1 − x1x3 + cx2,

ẋ3 = x1x2 − bx3,

ẋ4 = x2x3 + ex4

(4)
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¤£ã��·bXÚ [14] �)��. (4) ª¥, a, b, c,

d Ú e �XÚëê, � a = 35, b = 3, c = 12, d = 7,

e ?u (0.085, 0.798) «m�, XÚ (4) ´�·b�.

e¡k�Ñ©z [13] �{�{�£ã, ,�2©Û
ÙS�5.

���� M × N �²© (plaintext) ã���
Ý
P� P , ²©²1 (row) �Ï����Ý

P� P r, ²©²� (column) �Ï����Ý

P� P c, ²©²1!�ü­�Ï����Ý

P� P rc, �ª\�ã�Ý
P� C. ©z [13] |
^ Runge-Kutta �{ò�·bXÚýS� N0 g (©
¥� N0 = 200), ¿¿ïc N0 gS��)�êâ^
u��LÞ�A�5�k³K�. XÚ (4) zS�
�g�, d1��G�Cþ x1 ��O�Xe r �:

r = mod((|x1| − floor(|x1|)) × 1014,M), (5)

ª¥, floor(x) L«��u½�u x ����ê. w
,, r ∈ [0,M − 1]©�ES��·bXÚ���
) M ���ØÓ� r �, P�S� r = {ri, i =

0, 1, · · · ,M − 1}. �âS� r éÝ
 P ?11�
�, 1���¤��(J��Ý
P� P r, K P r

Ý
¥���� P Ý
¥���kXe �éA
'X:

P r(i, j) = P (ri, j). (6)

Ó n, X Ú (4) z g S � � � d x2 O �
Xe c �:

c = mod((|x2| − floor(|x2|)) × 1014, N), (7)

Ù¥, c ∈ [0, N − 1]. �ES�XÚ (4) ���
) N ���ØÓ� c �, P�S� c = {cj , j =

0, 1, · · · , N − 1}©�â {cj , j = 0, 1, · · · , N − 1}
é 1 � � Ý 
 P r ? 1 � � �, � � � � Ý 

P� P rc, KÝ
 P rc �Ý
 P r ¥���éA
'X�

P rc(i, j) = P r(i, cj). (8)

(Ü (6) Ú (8) ª, ØJíÑ P rc Ý
¥���
��©ã�Ý
¥���'X´

P rc(i, j) = P (ri, cj). (9)

�e5, ¦^�·bXÚ�)�·bS�é�
Ï��ã� P rc ?1���O�\�. ÄkUì

xi = mod((|xi| − floor(|xi|)) × 1014, 256) (10)

òz�ÓS�¤�� 4 �·b¢êG��UE
� [0,255] ����ê��. (10) ª¥, i = 1, 2, 3, 4.

¿UeªO� x̄1:

x̄1 = mod((x1 + x2 + x3 + x4), 4), (11)

= x̄1 ´ [0, 3] ����ê. zg (1 i g) S��
â x̄1 ÀJ�|ØÓ·b��|Ü�¤��n��
�| B = (BX1, BX2, BX3): e x̄1 = 0, ÀJ B =

{x1, x2, x3}; e x̄1 = 1, À J B = {x1, x2, x4};

e x̄1 = 2, ÀJ B = {x1, x3, x4}; e x̄1 = 3, À
J B = {x2, x3, x4}. zg^�|��éã�¥ 3

�ëY���?1\�, \�úª�

C3(i−1)+1 = P rc
3(i−1)+1 ⊕ K1,

C3(i−1)+2 = P rc
3(i−1)+2 ⊕ K2,

C3(i−1)+3 = P rc
3(i−1)+3 ⊕ K3,

(12)

Ù¥, (K1,K2,K3) �zgS�éA��ª\��
�, §��zgS�¤��n�·b��| (BX1,

BX2, BX3) k'; ¿���c�g¤\�� 3 ��
��ÑÑ�©�k', (K1, K2, K3) �O�ú�

K1 = mod(BX1 ⊕ C3×(i−1), 256),

K2 = mod(BX2 ⊕ C3×(i−1)+1, 256),

K3 = mod(BX3 ⊕ C3×(i−1)+2, 256),

(13)

Ú\ (13) ª�)�ª\����´©z [13] é©
z [12] �{U?�Ì�/�. 3 (12) Ú (13) ª¥,

i = 1, 2, · · · , ceil(M × N)/3 − 1 L«1 i g�·b
S�. P rc

1 , P rc
2 , · · · ©OL«�Ïã����S�,


 C1, C2, · · · K©OL«�ª\�ã����S
�. AO/, 3\�1 1 ����^�� C0 ´��
d\�öýk�½�~ê (�±����).

¯¢þ, (12) Ú (13) ª�±Ü¿�¤

Cj = P rc
j ⊕ {mod[(Bj ⊕ Cj−1), 256]}, (14a)

(14a) ª ¥, {Bj |j = 1, 2, · · · ,M × N} = B,

d S � B Ò ´ d c ã ¤ k n � | · b �
� (BX1, BX2, BX3) ë�¤�o·b��S�;


 mod(Bj ⊕ Ci−1, 256) =�1 j ��ª\��
� Kj , S� K = {Kj |j = 1, 2, · · · ,M × N} =�
o��ª\���S�. é j = 1, 2, · · · ,M ×N ¤
éA�z���� P rc

j Ñæ^ (14a) ª?1\�C
��, B���ª\�ã� C. Ï�, Bj ∈ [0, 255],

Cj−1 ∈ [0, 255]; ¤±, Bj ⊕ Cj−1 ∈ [0, 255], u´,

mod(Bj ⊕Cj−1, 256) = Bj ⊕Cj−1. � (14a) ªq�
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±{z�

Cj = P rc
j ⊕ Bj ⊕ Cj−1, (14b)

Ù¥, j = 1, 2, · · · ,M × N . nþ¤ã, ©z [13] �
{Ø%g�Ì�Ny3ü�úªþ: =�� �
�Ï (9) ªÚ���O�\� (14a) ª. (9) ª¥�
1��ÏS� r, c ��·bXÚëê9Ð�k';


 (14a) ª��ª\��� Kj = Bj ⊕ Ci−1 �,
��\�²© (c�:��©) k', �Ù¥�·
b��S� B �\�ã�²©Ã'. Ïd, eU»
) r, c Ú B S�, ÒU)�¤�»)��©.

3 IHIE �{�»È

�â Kerckhoff JÑ�y��èÆ�n, \�
XÚ��{�±úm, ÙS�5A��û½u��.

=�è©Ûö�±��\��{, �Ø����.

é�èXÚ�ôÂUJ´§Ýk 4 �?O, Uìl
J�´�^S�gü��: ��©ôÂ!®�²©
ôÂ!ÀJ²©ôÂÚÀJ�©ôÂ. �k\��
{U
-�¤k�ôÂ, âU@�T�{´S��.

e¡ò|^ÀJ²©ôÂé©z [13] �{?1»
È (��^ÀJ�©ôÂ).

ÀJ²©ôÂ�½Â´: ôÂökÅ¬¦^�
èÅ, Ïd�ÀJ�
²©, ¿�)�A��©. é
u©z [13] �{?1ÀJ²©ôÂ, ��ÀJü
|²!�©é=� (3(�Ù¥�|²©ã�Ý

ØÑy­E���cJe). b½ÀJ� 2 |�
�� M × N (��»)��©ã���) ²©Ý

� P1, P2, §��êâÝ
/ª©O�

P1 =


0 0 · · · 0

· · · · · · · · · · · ·

0 0 · · · 0

 , (15a)

P2 =


a11 a12 · · · a1N

· · · · · · · · · · · ·

aM1 aM2 · · · aMN

 . (15b)

¿��
 P1, P2 ¤éA��©Ý
 C1, C2. b
½�²©Ý
Ú��©Ý
���U1`kgS
ü¤����S��©O^ P1(j), P2(j) Ú C1(j),

C2(j) �/ªL«, K�â©z [13] \� (14b) ª,

üÌ�©ã�����Ù²©ã���!���

'X�

C1(j) = P rc
1 (j) ⊕ B(j) ⊕ C1(j − 1), (16a)

C2(j) = P rc
2 (j) ⊕ B(j) ⊕ C2(j − 1), (16b)

Ù¥, P rc
i (j) L«1 i � (i = 1, 2) ÀJ²©Ý
 Pi

²1��Ï�¤�Ý
S�z��1 j ���. e
�»)�©Ý
 C ��Ù�A�²©Ý
 P , �
±ÏLe¡� 4 �Ú½¢y. =k�»)Ñ��O
�\����S� B!1�ÏS� r Ú��ÏS
� c; Ï�ùn�S��²©Ã', Ïd|^ B, r

Ú c S�=�)�Ñ�©Ý
 C, �� C éA�
²©Ý
 P .

11Ú »)��O���S� B. Ï�1
�ÌÀJ²©ã�d�"��|¤, ÏdÙ1�
�Ïã�Ý
E,��"Ý
, =é¤k j Ñ
÷v P rc

1 (j) = 0; u´, (16a) ª{z� C1(j) =

B(j) ⊕ C1(j − 1), ��)Ñ B(j) �

B(j) = C1(j) ⊕ C1(j − 1), (17)

Ù¥, j = 1, 2, · · · ,M×N ; 
 C1(0) ���~ê C0,

¤± B(1) Ã{¦Ñ, �k B(1) ⊕ C0 = C1(1).
12Ú »)Ñ1!��Ïã�Ý
 P rc

2 . Äk
d�©S� C2, /Ï®²»)� B S�, )�Ñé
A��Ïã�Ý
�¤k�� P rc

2 (j). 5¿ C2(0)

��Ó���~ê C0, �k B(1)⊕C0 = C1(1), ¤
±�â (16b) ª�Ñ P rc

2 (j) �

P rc
2 (j) = C2(j) ⊕ B(j) ⊕ C2(j − 1), (18a)

P rc
2 (1) = C2(1) ⊕ C1(1), (18b)

Ù¥, j = 2, · · · ,M × N . ¤k P rc
2 (j) ¦Ñ�, =z

¤��Ý
=��1��Ïã� P rc
2 (j).

13Ú »)1!��ÏS� r, c. 3)Ñ P rc
2

��, ò P rc
2 � P2 é', du P2 ¥���Ã­E

�, u´Ue�Ú½ 1) � 4) �ö��{=�¦Ñ
1!��ÏS� r, c:

1) Ð©z, i ← 1, j ← 1;n ← 0.

2) 3 P rc
2 ¥ �   � � I � (i, j) � �

� P rc
2 (i, j); ò d � � � � � � © ã � Ý 
 ¥

� � � Å � ' �, � ½ U 3 P2 � , � � � �
 � (xi, yj) ?é����� P2(xi, yj), ÷v'
X P2(xi, yj) = P rc

2 (i, j); K���©ã��1 xi

1´���� P rc
2 ¥1 i 1, �©ã��1 yj �

´���� P rc
2 ¥1 j �; K�1ö�: r(i) ← xi,

c(j) ← yj ; n ← n + 1.
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3) XJ i < M , K i ← i + 1; XJ j < N ,

K j ← j + 1.

4) XJ n 6 max(M,N), K­E�1Ú½ 2)

� 3); X J n > max(M,N), ¿ � X ¤ k r(i)

Ú c(j) �®�¦Ñ, K�{(å. ùp, max(M,N )

L«¦ (M,N ) ¥���ö.

14Ú )��»)��©Ý
 C, �ÑéA�
²©²1��Ï��êâÝ
 P rc. �â©z [13]

\��{, B, r Ú c S���·bXÚÐ�9ë
êk', 
Ø�²©ã�
C, Ïd, d\� (14)

ªÚ®²��� B, �±¦Ñ P rc �����
P rc(j) �

P rc(j) = C(j) ⊕ B(j) ⊕ C(j − 1), j > 1 (19a)

P rc(1) = C(1) ⊕ C1(1), j = 1. (19b)

é¤k j �$^ (19a) ½ (19b) ª, =�¦Ñ P rc �
¤k��, �Ò��
Ý
 P rc.

15Ú �1!��Ï, »)Ñ�©²©ã� P .

k�â��ÏS� c, d Prc ?1���Ï, =��
� P r; 2�â1�ÏS� r, d P r ?1�1�Ï,

=��� P .

�
�*/y²þã©Û�Ün5, e¡ÏL
�|{üäNêâ��ý¢�?1�y, b�ôÂ
ökÅ¬¦^©z [13] �\�Å, ÀJü| 3 × 3

²�©Ý
é, ²©Ý
©O�

PX =


0 0 0

0 0 0

0 0 0

 ,

PY =


1 2 3

4 5 6

7 8 9

 ,

¼�
éA��©Ý
©O�

CX =


214 152 198

146 134 209

234 57 33

 ,

CY =


222 151 192

150 131 215

233 62 32

 ,

y3�»È�©Ý
 C, C ���U1`k^S�
¤��/ª´: C = [211, 98, 5, 86, 3, 6, 110, 120,

114], »)?Ö´¦)Ñ C ¤éA�²©Ý
 P .

11Ú d 1 1 | ² ! � © é PX Ú CX ,

) Ñ O � \ � � � S � B. d (17) ª, U
� � S � � ª Å � ¦ Ñ B ¥ � z � � �:

B = [214, 152, 198, 146, 134, 209, 234, 57, 33] ⊕
[C0, 214, 152, 198, 146, 134, 209, 234, 57], òü�S
�¥éA ��ê©OÉ½, =���e�(J:

[B(2), B(3), B(4), B(5), B(6), B(7), B(8),

B(9)] = [78, 94, 84, 20, 87, 59, 211, 24]; 
 B(1) =

214 ⊕ C0, �L5k B(1) ⊕ C0 = 214.

12Ú d1 2 |²�©é PY Ú CY , »)
Ñ1 2 Ì®�²©ã��1��Ïã� PY rc. k
d (19a) ª¦Ñ PY rc ¥��¡ 8 ���, �

PY rc(2 : 9) =CY (2 : 9) ⊕ B(2 : 9) ⊕ CY (1 : 8)

=[151, 192, 150, 131, 215, 233, 62, 32]

⊕ [78, 94, 84, 20, 87, 59, 211, 24]

⊕ [222, 151, 192, 150, 131,

215, 233, 62]

=[7, 9, 2, 1, 3, 5, 4, 6];

2d (19b) ª¦Ñ PY rc ¥�1 1 ��� (5¿:

CY (0) = CX(0) = C0, B(1) ⊕ C0 = 214)

PY rc(1) = CY (1) ⊕ B(1) ⊕ CY (0)

= 222 ⊕ B(1) ⊕ C0 = 222 ⊕ 214 = 8.

ò ¦ Ñ � � � � S � ü � ¤ � � Ý 
 /
ª, =�

PY rc =


8 7 9

2 1 3

5 4 6

 .

13Ú »)1!��ÏS� r, c. Uìcã�
{, |^ PY rc ��©²©Ý
 PY �êâ?1é
'=�¦Ñ r(i) Ú c(j); i, j = 1, 2, 3. äNö��
{QãXe: ò PY rc ¥ � (1,1) ?���� 8

� PY ���Å�'�, �±3 PY ¥�� 
� (3,2) ?é�; ¤±, r(1) = 3, c(1) = 2. ò PY rc

¥ � (2,2) ?���� 1 � PY ���Å�'
�, �±3 PY ¥�� � (1,1) ?é�; ¤±,

r(2) = 1, c(2) = 1. ò PY rc ¥ � (3,3) ?���
� 6 � PY ���Å�'�, �±3 PY ¥�� 
� (2,3) ?é�; ¤±, r(3) = 2, c(3) = 3. �1�Ï
S�� r = {3, 1, 2}; 
��ÏS�´ c = {2, 1, 3}.
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5¿�ùp� c(3) ´��f�Ï��; Ï� c(3)

=3, ù¿�X�©²©¥�1 c(3) ����#ã�
¥��´Ó��1 3 �, ÑyØÄ:.

14Ú d�»)��©Ý
 C ¦ÑÙéA²
©��ÏÝ
 P rc. kdª (19a) ¦Ñ P rc ¥��
¡ 8 ���, �

P rc(2 : 9) =C(2 : 9) ⊕ B(2 : 9) ⊕ C(1 : 8)

=[142, 162, 148, 83, 1, 57, 188, 162]

⊕ [78, 94, 84, 20, 87, 59, 211, 24]

⊕ [174, 142, 162, 148, 83, 1, 57, 188]

=[110, 114, 98, 211, 5, 3, 86, 6].

2d (19b) ª¦Ñ P rc ¥�1 1 ��� (5¿:

C(0) = CX(0) = C0, B(1) ⊕ C0 = 214)

P rc(1) =C(1) ⊕ B(1) ⊕ C(0)

=174 ⊕ B(1) ⊕ C0 = 174 ⊕ 214 = 120.

ò¦Ñ����S�ü�¤��Ý
/ª,

=�

P rc =


120 110 114

98 211 5

3 86 6

 .

15Ú ��Ï���©²©ã�Ý
. k�
â��ÏS� c = {2, 1, 3}, d P rc ?1���
Ï (1 1 �£�1 2 �; 1 2 �£�1 1 �; 1 3 �
£�1 3 �, =ØÄ), =���

P r =


110 120 114

211 98 5

86 3 6

 .

2�â1�ÏS� r = {3; 1; 2}, d P r ?1�1�
Ï (1 1 1£�1 3 1, 1 2 1£�1 1 1, 1 3 1
£�1 2 1), =���

P =


211 98 5

86 3 6

110 120 114

 .

��, ©z [13] ��{é©z [12] ��{U?Ø�
., �,ØU-�ÀJ²©ôÂ.

4 U?��·b�è�{

©Û HIE �{Ú IHIE �{�'�Ú½, uy

§��Ó�"�Xe: Ù�, ���O�\��
úªLu{ü, = HIE �{� (3) ªÚ IHIE �{
� (14a) ½ (14b) ª¥, �©�²©!���m�'
X��{ü, ��ôÂö|^AÏ�²!�©éN
´»)O���S�; 
TO���S�q�²©
Ã', »)��O���S�=�^5)�Ù¦�
©. Ù�, 1!��ÏS��²©Ã', =û½u·
bS�; 
�q�O�L§Õá, ���O���
�Ï����S�, =�íäÑ1!��ÏS�;

��ÏL§¯¢þ¤�J�. Ùn, Ta�{é�
Ü���O�ö��k�Ó, �±ä½�ª�©é
²©�¯a5Ør. �©JÑ�«Or.�·bã
�\��{, ò�{�O� 2 Ó����O�\�
L§; �K���ÏÚ½; ¿UEO�\��úª,

¦�E,z. ù�, Q�±-�ôÂöéO���
S�©Û�ôÂ; Ó��òJp�©é²©�¯a
5; �Ñ�ÏÚ½é�»²©������'5Ø
¬kK�, ��±�� á��\�L§��m.

�©U?�Or.�·bã�\��{��
nXã 1 ¤«. ã¥^ K = {K1,K2, · · · ,KL+1}
L«d�·bXÚ)¤�·b��S�; ^ P =

{P1, P2, · · · , PL} L « ² © ã � � � � � S �;

^ C = {C1, C2, · · · , CL} L«1�ÓO����
�¥m�©���S�; 
 D = {D1, D2, · · · , DL}
=�������©���S�; f(·, ·) �L,«
��5$�¼ê. Ù¥, L = M × N �ã����
oê, M , N ©O�ã����1êÚ�ê. du1
�Ó�1 1 ���\��|^
1�Ó����
�ÑÑ�©�, Ïd, ²üÓö�=�ò?Û �
����K�*Ñ�¤k��.

4.1 ���···bbbXXXÚÚÚ���···bbb������SSS���)))¤¤¤

�©æ^��·bXÚ�.� [15]

ẋ1 = ax1 − x2x3,

ẋ2 = x1x3 − bx2,

ẋ3 = cx1x2 − dx3 + gx1x4,

ẋ4 = kx4 − hx2,

(20)

Ù ¥ a, b, c, d, g, h Ú k � X Ú � � � ë ê.

3 a = 8, b = 40, c = 2, d = 14, g = 5, h = 0.2

Ú k = 0.05 �^�e, XÚLy��·b$Ä. �
©3 Matlab7.1 ��¸eéXÚ (20) ?1�ý, �
��·bXÚ3þãëê^�e��ý(JXã 2
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¤«. XÚ (20) ��·báÚfko�µò, Ly
Ñ'���·bXÚäk�\E,�ÄåÆA5.

lS�5�Ý�Ä, duÙ��m;,�\E,,

Ïd^§�)��S�U
¼��p�S�5.

ã 1 U?�Or.�·bã�\��{µã

ã 2 XÚ (20) ��·báÚf�ã (a) (x1, x3) ²¡; (b) (x2, x3) ²¡; (c) (x3, x4) ²¡; (d) (x1, x2, x3) �m

kdXÚ (20) S�)¤�·b¢êS�, ,�
éXÚ (20) )¤��©S�?1UE, ��·Üu
ã�\���·b��S�. )¤�·b��S�
��{Xe:

Ú½ 1 �·bXÚýS� N0 g, ±�Ø6�
L§�5�k³�A, ¿Or�{éÐ©���¯
a5; Ð©z��S� B.

Ú½ 2 �·bXÚzS� 1 g, ���|
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# � G � � {x1, x2, x3, x4}, ¿ O � X e m �:

m = mod(x1 + x2 + x3 + x4, 3). e m = 0,

ò {x1, x3, x2, x4} \ \ S � B, = S � B =

{B, x1, x3, x2, x4}; e m = 1, Kò {x2, x4, x3, x1}
\ \ S � B, = S � B = {B, x2, x4, x3, x1}.

e m = 2, Kò {x4, x1, x3, x2} \\S� B, =
S� B = {B, x4, x1, x3, x2}.

Ú½ 3 ­E (L/4+1) g�1Ú½ 2, ò)¤�
��Ý� L + 4 ��©�·bS� B.

Ú½ 4 2UìC�ª

temp = floor((|B(i)| − floor(|B(i)|)) × 1014),

K(i) = mod(temp, 256),

i = 1, 2, · · · , L + 4 (21)

éS� B ?1UE, ��·b��S� K. w,,

K(i) ∈ [0, 255].

4.2 üüüÓÓÓ***ÑÑÑOOO���\\\���ööö���

| ^ 4.1 ) ¤ � · b � � S � é ã � ?
1 ü Ó O � \ �. 3 \ � L § ¥, Ú \ � © *
Ñ Å n, ¿ ¦ � © � ² © ! � � � m ä k �
E , � � � 5 ' X. � ² © ã � � � � S �
� {P (i)|i = 1, 2, · · · , L}; ¥m�©ã����
S�� {C(i)|i = 1, 2, · · · , L}; �ª�©ã���
�S�� {D(i)|i = 1, 2, · · · , L}.

1 1 Ó*ÑO�\�úª©Od

temp = mod(P (1) + K(2), 256),

C(1) = temp ⊕ mod(K(1) + C0, 256), (22a)

Ú

temp1 = mod(P (i) + K(i + 1), 256),

temp2 = mod(K(i) + C(i − 1), 256),

C(i) = temp1 ⊕ temp2,

i = 2, 3, · · · , L (22b)

L«. Ù¥, C0 �\�1 1 �²©���Ú\�ë
ê (�±����), C0 ∈ [0, 255].

1 2 Ó\�úª©Od

temp1 = mod(C(1) + K(2), 256),

temp2 = mod(K(1) + C(L), 256),

D(1) = temp1 ⊕ temp2, (23a)

Ú

temp1 = mod(C(i) + K(i + 1), 256),

temp2 = mod(K(i) + D(i − 1), 256),

D(i) = temp1 ⊕ temp2, i = 2, 3, · · · , L (23b)

L«.

lþã\�úª5w, ôÂö��dAÏ�
²!�©é < P (i), D(i) > »)Ñ��S� K

´'�(J�, Ï�31 2 Ó\�ö�¥ D(i)

� P (i) Ã��éX, ��� (23a) Ú (23b) ªÃ{
�íÑ K(i); 
�z�Ó\�ö�¥, �©�²
© (½¥m�©) ±9���m�'XØ´{ü�
É½$�'X, ��¹
��5���$�. Ïd,

�{�±-�ÀJ²©ôÂ.

�)�ã�^Ý
 P ′ L«, Ù���UÅ1
×£^Sü�/ª� {P ′(i), i = 1, 2, · · · , L}, )�
L§�\�L§p�_ö�; �)���é���
ö�^S�_S (=l������m©, �gÌ
��1 1 ���:).

1 1 Ó)�ö�úª�

temp = D(i) ⊕ mod(K(i) + D(i − 1), 256),

P ′(i) = mod(temp + 256 − K(i + 1), 256),

i = L,L − 1, · · · , 2, (24a)

temp = D(1) ⊕ mod(K(1) + P ′(L), 256),

P ′(1) = mod(temp + 256 − K(2), 256),

i = 1. (24b)

1 2 Ó)�ö�úª�

temp = P ′(i) ⊕ mod(K(i) + P ′(i − 1), 256),

P ′(i) = mod(temp + 256 − K(i + 1), 256),

i = L,L − 1, · · · , 2, (25a)

temp = P ′(i) ⊕ mod(K(i) + C0, 256),

P ′(i) = mod(temp + 256 − K(i + 1), 256),

i = 1. (25b)

�¤þãüÓö��, Ò��
�ª�)�ã
� P ′. XJ)��¤^�Ð©��9Ù¦ëê�
\��ëê�����{, K)�ã�ò¬��©
ã�����, = P ′ = P .
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5 ¢��ý�5U©Û

¢�¥¦^ 256 × 256 � 8  ²;ÿÁã�,

3 Matlab7.1 e�ý. (20) ª�XÚëê� a = 8,

b = 40, c = 2, d = 14, e = 5, g = 0.2, h = 0.05. ù
�, XÚ (20) ´�·b�. �XÚG�Ð�� (0.12,

0.23, 0.34, 0.45); �©�§|S�¦)��mÚ�
� 0.001; � N0 = 1000, C0 = 74.

5.1 |||ÚÚÚOOOôôôÂÂÂ���555UUU©©©ÛÛÛ

Äké5g University of Granada IOÿÁã
¥ CVG ¥� Cameraman ã�?1 2 Ó\�, \�
�JXã 3 ¤«.

ã 3 ã�\��J (a) �©ã�; (b) \�ã�

ã 4 K©O�Ñ
�©²©ã�Ú�©ã�
éA���ã, dã 4(a) ��, �© Cameraman ã
�����©Ù´�~Øþ!�; �ã 4(b) L²,

\��ã�����®²¥²"
þ!�©Ù, L
²�©ã�������«�U��VÇªuþ
�. Ïd, �©�{òU
k�/-|ÄuÚO©
Û�ôÂ.

5.2 ���'''555©©©ÛÛÛ

lã�¥À�eZ|�����é (�)Y
²!R�Úé����na��é), ^

γ =

M0∑
i=1

(xi − x̄)(yi − ȳ)√( M0∑
i=1

(xi − x̄)2
)( M0∑

i=1

(yi − ȳ)2
) (26)

©OO�n«�������m��'Xê [12,13].

(26) ª¥, xi Ú yi ©OL«ã�¥1 i é�Ø��
�ü����; x̄, ȳ ©O�¤k xi!¤k yi �²þ

�; M0 �À������é|ê; γ =�����
��'Xê. �cãk'ëêé Cameraman ã�?
1\�, O�\�c�ã�n«��� γ Xê (M0

����Ü��é�|ê), ¤�(J©O�uL 1

�1 2, 3 �¥. lL 1 (J��, ²©ã����
��´pÝ�'� (γ → 1); �éA�©ã���
���K®²A�Ø�' (γ → 0). L 1 1 4 �Ó
���Ñ
^©z [13] ��{Ú�·bXÚ\�
dã�¤��©����A(J. ���©�{¤
���©ã�äk��� γ Xê, L²�©�{3
�Ñ�Ïö��, ��O\ 1 ÓO�\�ö�, �
U�Ð/��»������'5�8�, ¦�©
äk�Ð��Å©ÙA5.

ã 4 ��ã©Ù (a) �©ã����ã; (b) \�ã���
�ã

L 1 ²©Ú�©������'Xê

�� ²© �© �© [13]

Y² 0.933475 −0.000907 0.001406

R� 0.959223 −0.000475 0.009399

é� 0.908663 0.000057 0.003087

5.3 |||���©©©ôôôÂÂÂ���555UUU©©©ÛÛÛ

�â�èÆ�n, �«Ð��è�{ATé²
©¿©¯a, ù«¯a5�r, -|�©ôÂ�U
åÒ�r. \��{é²©�¯a5�±^��ê
UCÇ (number of pixels change rate, NPCR) L�;
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Ïd, NPCR �´�{|�©ôÂ5U�­�Ýþ
�I. NPCR ½Â�üÌ=k��ØÓ���²©
ã�éA�©ã�¤äk�ØÓ��'~; �ü
Ì�©ã�¥1 (i, j) :����©O� C1(i, j)

Ú C2(i, j), e C1(i, j) = C2(i, j), ½Â D(i, j) = 0;

e C1(i, j) 6= C2(i, j), ½Â D(i, j) = 1. K NPCR

�O�úª� [16]

NPCR =
1

M × N

M∑
i=1

N∑
j=1

D(i, j) × 100%, (27)

Ù ¥, M Ú N © O ´ ã � � � � 1 ê � �
ê. n��¹e, NPCR �Ï"�� NPCRE =

(1 − 2−n) × 100%, Ù¥� n �ã�ôÚ�Ý. é
u 256 ?ôÚ��Ýã� (n = 8), NPCR �n�Ï
"�� NPCRE = 99.6094%. �©¢���
 100

| Lena ã�?1\�, z|�ü�²©ã�¥, =
k�� ����:�Ý��� 1, ù�ØÓ��
�:´�Å/lã�ØÓ �ÀJ� (¿�)å
©:!¥m �:Ú�"� �:n«4à�¹
3S). ,�O� 100 |�©ã��m� NPCR �,

���²þ�� NPCR = 99.6397%; Ù{êâ�
�[(JKXã 5(a) ¤«. ã 5(a) L², �©�
{ 100 |¢�� NPCR �Ñ�~�Cn�� (ã¥
Y²�), =3n��NCþe2Ä. =ÃØ?Û 
��²©���UC 1, ¤Úå��©��êUC
ÇÑU�� 99%±þ; ùL²�©�{é²©�~
¯a. ·��ò©z [13] � IHIE �{?1
¢y,

,�^Ó�� 100 |ã�?1¢�, �� 100 |�
©ã��m� NPCR �­�KXã 5(b) ¤«, Ù²
þ�=� NPCR

′
= 50.4228%. ��, �©�{é

²©�¯a5��ru© [13] �{é²©�¯a
5. Ï�© [13] �{�3�Ó��O�ö�L§¥
�)�©*Ñ�A, Ïd�� �:�²©Cz�
K�T:�¡��©Cz. 
�©�{²üÓO�
ö�, 31 2 ÓO�\�L§¥, Äkdc�Ó�
��:��©�K�1 2 Ó1�:��©�; Ïd,

�©ã�?Û �:�²©���u)Cz, Ñò
*Ñ�¤k ���©��.

5.4 ������¯̄̄aaa555¢¢¢���

��Ð��è�{é��7L�~¯a [17,18],

=ü�äk���O�\�� �, AT�)�
� Ø Ó � � © ã �; Ó � /, ü � ä k � � �

O�)�� �, éÓ��©�)�(J�AT
� , Ø Ó. 3 � © ¢ � ¥, é 5 g University of

Granada IOÿÁã¥ CVG ¥� Einstein ã�k
æ^dÐ©ëê (x10, x20, x30, x40) = (0.12, 0.23,

0.34, 0.45) )¤���?1\�, ,�æ^��Ø
Ó�Ð©ëê (x10, x20, x30, x40) = (0.12, 0.23 +

10−10, 0.34, 0.45) )¤����)�, ã 6(a) � (b)

© O � Ñ 
 � © ã � Ú T � Ø � � � ) � ã
�. O�ã 6(a) � (b) �m�þ�Ø� [13], (J
� 7244.2319. ��, )��� x10 �kØ�, )�
ã���©ã��,ØÓ; =�{é)����~
¯a. éÐ©�� x20, x30, x40 ?1ÿÁ, Ñ��a
q(J.

ã 5 ��êUCÇé'¢� (a) �©�{�©��êU
CÇ; (b) IHIE �{�©��êUCÇ

ã 6 �{é)���¯a5�ÿÁ(J (a) �©ã�; (b)

x10 Ø� 10−10 ����)�ã�
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,�, ÿÁ 3 |\���é Einstein ã�\
� ¤ � � © � � O, ù n | � � é A � Ð © ë
ê (x10, x20, x30, x40) ©O´ (0.12, 0.23, 0.34, 0.45),

(0.12+10−10, 0.23, 0.34, 0.45) Ú (0.12, 0.23+10−10,

0.34, 0.45), n|�©ã�©O^ C1, C2 Ú C3 L
«. ã 7(a) � (b) ©O±�
 C1 � C2 �m!C1

� C3 � m c 200 é : � � � ­ �. Ó � O �

 C1 � C2 �m!C1 � C3 �m� NPCR �©
O� 99.6368%, 99.5941%. dd��, Ð©�� x10

½ x20 Ø� 10−10 �, ¤��©ã��,ØÓ; L²
�{é\����~¯a. ?�Úé x30, x40 Ð©
���[�UC, þ��aq(J.

ã 7 �{é\���¯a5�ÿÁ(J. (a) ü|\���
¥ x10 Ø� 10−10; (b) ü|\���¥ x20 Ø� 10−10

5.5 ���������mmmÚÚÚ���111���ÇÇÇ

�©�{æ^�·bXÚ� 4 �G�Cþ�
Ð©����©��, z�êâ^ 16  �?�ê
i�¢êL« (�êÜ© 1  Ú�êÜ© 15  ); Ï

d, ���m´ 1016 × 1016 × 1016 × 1016 = 1064 ≈
2213, ��u�?�� 213 'A���Ý. eòë
ê C0 ����©��, K���m��. ��©�
{äk|¡ÞôÂ�Uå. ¢�3M��¸� In-

tel Celeron 2.13 GHz CPU, 2 GB S�Ú 120 GB M
�� PC Å9^��¸� Windows XP, Matlab7.1

?Èì�²�þ?1; �ª��Ú��æ^ÃÎ
Ò�êL«. �©�{^üÓ��O�ö�\
��Ì 256 × 256 � 8  �Ýã��²þ�m�
� 0.047 s. ò©z [13] ��{3Ó��O�ÅXÚ
�¸e¢y, é�Ó��©ã�æ^�Óêâa.
\�, ²1!��ÏÚ�Ó��O�\�ö��²
þ�mK� 0.065 s. ��, �©\��{�\��
Ý'©z [13] �{�¯. ©z [13] �{�Ï�ãI
�,	)¤�Ï��S� r Ú c, ¤±���{�
�mE,ÝO\.

6 ( Ø

�©é�a�·bã�\��{?1
S�
5©Û, uyTa�{�3e��Ó"�: Ù�, d
u�� �������O�\�ü«?n�!
Õá, Ïd�±©O»)�èXÚ��Ï��S�
ÚO���S�. Ù�, 3��O�\��!, \�
úª´²©Ú���{üÉ½$�; 
�O�\�
�k�Ó, ù�éN´d®��²!�©é»)Ñ
O�\���S�. Äud, ·�JÑ
�«U?
��·bã�\��{, U?�{�I�üÓ��
�O�\�ö�, =�¦�©é?Û²©���C
zäkpÝ¯a5; ¿»�������'5. U
?�\�úªØ=¦�ª\����²©�', 

�¦�©�²©!���m�'XE,z; ¦�{
Uý�-|ÀJ²©ÚÀJ�©ôÂ. ¢�(JÚ
S�5©ÛL², T�{����m�!�©��
����'5$!�©©Ùþ!. ���·bã�
�è�{�', Ø=ý�ä�
-|ÀJ²©ÚÀ
J�©ôÂ�Uå; 
�äk�mm���, |�
©ôÂUå�r�`³. Ïd, �©�{3ã��
�Ï&�A^+�òäk�Ð�A^då.
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Abstract

The security of a class of hyperchaotic image encryption algorithms is analysed. The results show that the shuffling process can be

separated from the confusion process, and the formulas of encryption are simple, which makes the ciphertext cannot resist the attacks

from chosen plaintext and ciphertext. Then we propose an improved and enhanced algorithm based on hyperchaos. The improved

algorithm includes two rounds of encryption operation. The theoretical analyses and the experimental results indicate that the improved

algorithm can overcome these flaws and has better cryptographic performances in resisting differential attacks and speed of encryption.
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