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JÑ
�«Äu·b\��{ÚDÚ\��{�·b\�XÚ, ¿æ^ FPGA Eâ?1
M�mu. �âlÑ
zÚêizEâ, ò Henon N�Ú Logistic N��lÑz?n, æ^ Verilog HDL �óÚ FPGA Eâ�)S�S�,
(ÜDÚ\��{, Äu Xilinx � FPGA mu²�?1
M�¢�ïÄ, ¿�Ñ
TXÚÏLpé�þ¢y
©�
\�Ú)��Ï&¢�, (Jw«äk�äÏ&�A^då.
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1 Ú ó

·b�Æ�)u 20 ­V 60 c�, 90 c�·b
ÓÚ�����
â»5?Ð, JÑ
·bÓÚ�
���Nõ�{ [1−6]. �C 20 õc5, IS	Äu
·b���Ï&A^ïÄ�,�M, u�I[È4
í?
�X�·b��Ï&�­�ïÄOy, ¿�
�
�v?Ð. Cc5, �èÆ��&ES��n
ØÚ'�Eâ�·bïÄ��(Ü, {!î!æ�
³ª�Þ1�èÆÚ&ES�±9·bÏ&Æâ
¬Æ. -<'5�´, ·bÏ&�pé�9�¯�
ä&ES����', ·b��Ï&Eâ�3r�
¢^z [5−8]. ù�¡�;|êþØäO\, =·I
·bA^;|oê��� 200 õ�, Ù¥·b��
Ï&�';|Ó 1/3 ±þ.

·bXÚäkéÐ��pÝ¯a5Ú·b&
Ò�°�5�`�5, Ï
�±|^·bXÚ�)
�·bS�����S�éêâ?1\!)�, ù
«�{¡��·b\��{. &ES�´y��
¬<��~'%�¯K, �)&^k&E!�°y
Ò!h<Ï&!�<�[]�!úiÅ�&E!
Õ1ár&E��, ·b\��{ÕA�`�5
¦��'ïÄ¤�
&ES�+����­��

K [7−15]. �©ò·b\��{�DÚ\��{�
(Ü, �O
�«#�!kXA^då�·b\�
XÚ, TXÚ��ØÓ�Ï&ªàÏLpé�Ï&,
�y�«êâDÑ�S�, ã 1 �Ñ
ÏLpé�
¢y·b��Ï&�¢�«¿ã. �©ò Henon N
�Ú Logistic N�lÑz��·bS�, ¿(ÜD
Ú\��{, æ^ FPGA(Field Programmable Gate
Array) ²�?1M��OÚmu, JÑ
�«#�
·b\�XÚ. Henon N�Ú Logistic N�äkE
,�·bÄåÆ1�, êÆúª�é{ü, ´u3
>´þ¢y. FPGA ��;^8¤>´+�¥��
«�½�>´
Ñy�, Q)û
½�>´�Ø
v, q�Ñ
�k�?§ì��>´êk��"
:. ±M�£ã�ó (Verilog ½ VHDL) ¤�¤�
>´�O, �±²L{ü�nÜ�ÙÛ, ¯���
¹� FPGA mu�þ?1ÿÁ, ´y� IC �O�
y�EâÌ6. �©3�O·b\�Ú)��{�
Ä:þ, |^ Xilinx � FPGA mu²�, ?1
©
iÚ©��\!)��M�¢�.

2 \��{

�©JÑ�·b\��{�) Henon N�S
�!Feistel ��C�!Logistic N�)¤O�L
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Ú Feistel \ ()) �C�oÜ©, Ù¥ Henon N�
Ú Logistic N�)¤O�L�·b\��{, Feis-
tel ��C�Ú Feistel \ ()) �C�´DÚ\��
{.

ã 1 |^pé�?1·b\�XÚÏ&�«¿ã

2.1 Henon NNN���

Henon N�úªXe: x(n + 1) = 1 − ax2(n) + y(n),

y(n + 1) = bx(n),
(1)

Ù¥, a = 1.4, b = 0.3. � a = 1.4, b = 0.3 �,
lyapunov �ê���, d� Henon N�?u·b�.

ã 2 Henon N�ã

d Henon N�ã 2 ��, Henon � x CþÚ y

Cþ3S�L§¥, ��3 [−2, 2] �m, 
 FPGA
Ã{��?nK�Ú�ê, Ïd�½ë� Henon N
�S�� x CþÚ y Cþ ê� 36 , Ù¥1 1 �
1 32 ��ê ; 1 33 �1 35 ��ê ; 1 36

 ��KIP , �1 36 � 1 �, x CþÚ y C
þ���, �1 36 � 0 �, x CþÚ y Cþ�K
�.

ò^rÑ\ 64  Ð©�� K �c 32  �
� x Cþ�Ð� x(0), ò� 32 �� y Cþ�Ð
� y(0), ?1 100 g� Henon N�S�, ò1 97
g�1 100 gS���� x Cþ��ê  (c 32
 ) |Ü��²L Henon N�S�\��\��
� MK:

MK = [x(100), x(99), x(98), x(97)]. (2)

2.2 Feistel ������CCC���

²L Henon N�S����\��� MK
� 16 i!, ò\��� MK U^S©� 16 �i
ã, ziã��i!= MK = (K1,K2, · · ·K16). é
\��� MK = (K1,K2, · · ·K16) ?1 12 Ó Feistel
��C�, 12 Ó Feistel ��C�úªXe:

Ki,k+1 =Ki−1,k ⊕ fk−1[Ki−1,0, · · · ,

Ki−1,k−1, ci,k+1],

i = 1, · · · , 12, k = 1, · · · , 16, (3)

Ù ¥, f0 = c0, Ki,16 ≡ Ki,0, Ki,17 = Ki,1,
ci,0, · · · , ci,15 ´�ÅÀ�� 16 i!~ê.

��C��(J� 16 i! (K12,1,K12,2, · · · ,
K12,16), �âúª (4) é (K12,1,K12,2, · · · ,K12,16)
O��� (y0, y1, y2, · · · , y7), ò (y0, y1, y2, · · · , y7),
�� Logisitc ·bN��Ð©^�.

(y0, y1, y2, · · · , y7)

=RH(K12,1,K12,2, · · · ,K12,16)

⊕ LH(K12,1,K12,2, · · · ,K12,16). (4)

\�C�f���:

zi =LH(Ki) ⊕ RH(Ki) = (zi,0, zi,1, · · · zi,7),

i = 1, · · · , 12, (5)

Ù¥, LH(Ki)��� 8 i!¼ê, RH(Ki)��m 8
i!¼ê.

2.3 Logistic NNN���

Logistic N�´��N�, lêÆ/ªþ5w
´���~{ü�·bN�, � Logistic N�äk
4ÙE,�ÄåÆ1�, Ïd3��Ï&+��A
^�©2�, ÙêÆL�úªXe:

Xn+1 = µXn(1 − Xn), (6)
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Ù¥ µ ∈ [0, 4], X ∈ [0, 1]. ïÄL²� X ∈ [0, 1]
�, Logistic N�?u·bG�, �Ò´`, Ð©^
� X0 3 Logistic N��^e�)�S�´�±Ï
�!ØÂñ�.

ã 3 Logistic N��S�©� - ·bã

�©|^ Logistic ·bN��{�)·bN�
O�L g, ·bN�O�L g ^ 16 ?�ê�L«,
·bN�Ð©^�� (y0, y1, · · · , y7), dþ�Ú�
��C���.

æ^ Logistic ·bN�ò 8 i!¢ê=�� 1
i!�ê, úªXe¤«:

g(yn) = yn+1 =
yn(2128 − yn)

2126
, (7a)

g′(yn) = g(yn) ⊕ 00000000000000FF, (7b)

g(i) = g′(yn), i = 0, 1, 2, · · · , 255, (7c)

·bN�O�L g�:

fj ={F (x1 ⊕ x2 ⊕ · · · ⊕ xj ⊕ zj) → g(i)},

i = 0, · · · , 255, j = 0, · · · , F. (8)

2.4 Feistel \\\!!!)))������{{{

²©\��{¦^
 12 Ó� Festiel �{?
1\�, Festiel �{3²©\�Ü©�äN�{X
e: i�\�Ó, i = 1, · · · , 12; k�©|i!�, k =
1, · · · , 8. zg\�Ú)� 64 ²©, ò 64 ²©
©|, z| 8 i!, ²©� Bi = xi,0, xi,1, · · · , xi,7,
\��{æ^ 12 Ó Feistiel \�C�, äN�{X
e:

1�Ó:

x1,2 =x0,1 ⊕ f0[z0,0], f0[z0,0] = z0,0,

x1,3 =x0,2 ⊕ f1[x0,1, z0,1]
...

x1,9 =x0,8 ⊕ f7[x0,1, x0,2, x0,3, x0,4, x0,5, x0,6,

x0,7, z0,7],

x0,8 =x0,0,

x1,1 =x1,9,

1�Ó:

x2,2 =x1,1 ⊕ f0[z1,0], f0[z1,0] = z1,0,

x2,3 =x1,2 ⊕ f1[x1,1, z1,1],
...

x2,9 =x1,8 ⊕ f7[x1,1, x1,2, x1,3, x1,4, x1,5, x1,6,

x1,7, z1,7],

x1,8 =x1,0,

x2,1 =x2,9,

...

1��Ó:

x12,2 =x11,1 ⊕ f0[z11,0],

f0[z1,0] =z1,0,

x12,3 =x11,2 ⊕ f1[x11,1, z11,1],

x12,4 =x11,3 ⊕ f2[x11,1, x11,2, z11,2],
...

x12,9 =x11,8 ⊕ f7[x11,1, x11,2, x11,3, x11,4,

x11,5, x11,6, x11,7, z11,7]

x11,8 =x11,0,

x12,1 =x12,9,

f1, · · · , f7 ¼ê/ª�:

fj =f(x1, · · ·xj , zj)

={F (x1 ⊕ x2 ⊕ · · · ⊕ xj ⊕ zj) → g(i)},

j = 1, · · · , 7

Ù¥, → g(i) L«^·bN�O�L g ¥��
?1O�, ²L 12 Ó Festiel C�����©�:
x12,2, x12,3, x12,4, x12,5, x12,6, x12,7, x12,8, x12,9.

)�L§´\�L§�_C�:

xi−1,k =xi,k+1 ⊕ fk−1[xi−1,1, · · · ,

xi−1,k−1, zi−1,k−1],

f0 =zi,0,

x8 =x0,

x1 =x9, (9)
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3 ·b\�XÚ¢�

· b \ � X Ú � M � m u ² � æ ^ Xilinx
úi� ISE ^�?1mu, ISE ^�´¦^ Xil-
inx � FPGA ²��7���Oóä, §�±�
¤ FPGA mu��Ü6§, �)�OÑ\!�ý!
nÜ!ÙÛÙ�!)¤ BIT©�!��±93�
NÁ�, õU�~r�. ISE ^��õU��, ¦^
�B, U
Jø�Z��¨ÙÛ!�Ð�µCÚ�
SÂñN�, l
¼��p��O5U. ¦^ ISE
mu^�òþã�\��{|^ Verilog HDL �ó
?1?�!�ýÚµC, ù�O�Å�ÏL USB
��� FPGA mu�� USB ��Ï&, U
òI
�\!)��²©êâÏL FPGA mu�� USB
��DÑ�\��¡, ¢yé²©êâ�\!)�.
·�é·b\�XÚ?1
ü«¢�:

1) éI�\��©i, �)i1!êi!Çi
�?1\�, �©´ “¥u<¬�ÚI abcd1234”,

\�����©C�: “| !Å<?ô ¤“X[Z]”.
2) ��éI�\!)��©�?1\!)�,

�©�!\�©�Ú)�©�Xã 4—6 ¤«, l
ã��: ©��\!)���JéÐ, ù`²�©
JÑ��{é��CzäkpÝ¯a5, T�{
��
*Ñ!�ÏÚ· ����J, l
y²Ä
u·bÚDÚ\��(Ü����{k�5, ¿
�Ù¢�C�®²ÏLpé�ä���Á���

¤õ.

4 o (

�©JÑ�·b\�XÚ3\��{�¡ò
·b\��{ÚDÚ\��{�(Ü, ·b\��
{¥¦^
ü«·bN�?1S�, ©O´ Henon
N�Ú Logistic N�, Henon N�^u�)Ð©�
��S�, 
 Logistic N�K´^u�)��L, D
Ú\��{�¡æ^
 Feistel \!)�C�. ·b

ã 4 �©�ã

ã 5 \�©�ã

ã 6 )�©�ã
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\�XÚ�\��{E,Ý!|¡Þ»È5U�
p, ¿��{æ^ Verilog HDL �ó?1?�, �£
��Ù¦ FPGA mu�þ. ·b\�XÚ�M�æ
^�´ Xilinx úi� FPGA mu�, ·b\�XÚ
ÏL�¯ FPGA mu�� USB ��, òI�\!
)��êâÏL USB ��u \��¡, ¿�U
ò\!)�(J¢���3O�Åþ. ²Lõ�ê

â\!)�ÿÁy²,·�JÑ�·b\�XÚä
k�{|»È5r!°Ýp!?n�Ý¯!ö�
{ü!^å2��`:, �U
�â^r�I�é
·b\�XÚ��{?�Ú?1`z, ÷v^rØ
Ó�I�, éuÏLpé�ä?1·b��Ï&,
k�½�A^då.
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Abstract
In this paper, a kind of chaos encryption system is presented based on chaotic encryption algorithm and traditional encryption

algorithm, and hardware is implemented by using the FPGA technology. According to discrete and digital technologies, Henon Map
and Logistic Map are applied, and chaotic iteration sequence is generated by using Verilog HDL language and FPGA technology. By
combining the traditional iteration algorithm, the files are encrypted and decrypted. Based on Xilinx FPGA exploitation platform,
secret communication experiments on Internet are successefully. The devise has potential prospective applications in internet secrecy
communication.
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