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¿�éá&E?1\�, lØU�y&E�S�
DÑ [13]. ÏLéIS	NõÆö3&E\)�ï
Ä�nØ��ý�
), ±9éÃÅá&EÏ&X
Ú�ïÄ, ·��åu�ÖüövkkÅ�(Ü¤
�Ú��M�XÚ��", òÄu·b�\��{
Ú\éá&E�\��Y¥. ·�æ^y|�?§
�
� (FPGA) �¡�O
·b A5/1 ·Ü�{�
�\�Ø, ´ÃÅá&E\��ïÄÄ:, M�¢
y¥æ^ SIM300 �¬�ýÊÏÃÅá&EÂuõ
U, l(��©JÑ�M�XÚ¢yéÃÅá&
E�\)�Ú�~DÑ.

2 Äu·b A5/1 ·Ü\���{�O

2.1 Logistic NNN���999êêêiiizzz Logistic SSS���

Äu·b A5/1 ·Ü\��{��O, æ^·
bS���Ð©��, ÀJæ^ Logistic N�, ÙL
�ªXe [14]:

xn+1 =µxn(1 − xn),

µ ∈ (0, 4), xn ∈ (0, 1), (1)

Ù¥ xn � Logistic N��G��, � Logistic N�
ëê µ ∈ (3.57, 4), ?\·bG�. ·��±ÀJë
ê µ Ú Logistic N�S�Ð©���·b\��
{���, 3�XÚ¥æ^^rÄ�g½Â�è�
�{5��·b\��{���, ÏL^rzgÄ
�Ñ\���, \þ·bN�éÐ�¯a5�A5,

l�� “�g��” �J [15].

·���, ±þ0��´·bXÚ¥~^�
��lÑ·b�., �´dXÚ�)�E,´¢
��S�, 3òÙA^�¢SXÚ¥�, ·�¦^
� Logistic ·bS�7L�âI�?1��z?
n. 'u·bS����z?n, Nõ©zÑ�Ñ

ØÓ��{ [16−18], þ�±ò·b&Ò x(n) =
�¤��S�6 s(n), d?·�¦^�´Ú\þz
¼ê T [x(n)][19,20]. þz¼ê T [x(n)] ½ÂXe:

T [x(n)] =


0, x(n) ∈

2m−1∪
k=0

Im
2k,

1, x(n) ∈
2m−1∪
k=0

Im
2k+1,

(2)

Ù¥ m > 0 ¿�?¿�ê, Im
0 , Im

1 , Im
2 , · · · ´ [0, 1]

«m� 2m �ëY��©«m. XJ=��á3þ

z¼ê±Ûê�Ð© �«m, Kþz��� 1; e
á3±óê�Ð© «mKþz��� 0. du·
b&Ò {x(n)} äkûÐ��ÅÚOA5, ù�¤
=��� {s(n)} 3nØþäkþï� 0—1 'Úg
�'�`û�ÚOA5, ù�òl¢�?�Ú��
�y.

�©æ^kcó�¥^���O [21], ^ (2) ª
��XÚ¢yª?1=�¿�ÑäN�S�ÑÑ,

äN�OXe.

� � � X = {x(n)|n = 0, 1, 2, · · · , x(n) ∈
[0, 1]}, = z � � � S � �: S = {s(n)|n =

0, 1, 2, · · · , s(n) ∈ {0, 1}}, « m ü   m � ∆ =

1/2m, Ù¥ m �?¿��ê, ��«m� [0∆1∆)∪
[1∆2∆) ∪ [2∆3∆) ∪ · · · ∪ [(2m − 1)∆2m∆], ùp
� k = 0, 1, 2, · · · 2m − 1, K=�¼ê (2) ª�±d
±e (3) ª£ã:

T [x(n)] =

 0, x(n) ∈ [2k∆(2k + 1)∆),

1, x(n) ∈ [(2k + 1)∆(2k + 2)∆].

(3)

�
{z�OÚ´u>´¢y, ò (3) ª¥
� ∆ �5=¤ (4) ª¤«:

T [x(n)] =

 0, 2mx(n) ∈ [2k(2k + 1)),

1, 2mx(n) ∈ [(2k + 1)(2k + 2)].
(4)

ù�?n�, =#�þzü  ∆ = 1, ��=
�«m� [0 1)∪ [12)∪ [23)∪ · · · ∪ [(2m − 1)2m], ù
��±|^ 2mx(n) ¦È�ê 5(½=�«m,

�âÙ¦È�ê � �Ûó55(½S�ÑÑ
� 0 ½ö 1, ù«?n¦�M�þ�I�£ M�
ì�¤ 2mx(n) õU,  Ä�ì�¤� Ûó�ä
õU, =dÙ/£ M�ìÚ Ä�ìü�ì�Ò
�±�¤ (2) ª¥=�¼êõU, �¤·bS��
��z?n. ;�E,$�, ¦>´{z. ã 1,2 ©
O�Ñ
 Logistic ·bS�þzcÚþz��ÑÑ
Å/ [14].
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2.2 ÄÄÄuuu···bbb A5/1 ···ÜÜÜ\\\���������{{{���OOO

\��{�6u�èÆØ%nØ!S�N
X(�!�äS�Ï&�Æ�, Ù¥�è�À�
��O´'�. 3IO�6�è¥k A5 X�, E0

è!RC4, Helix, SEA è, WAKE è� [22]. ù
�è
¥, A5/1 ~^u GSM, E0 ^u7ß, RC4 ^u IEEE

802.11 b ÚÙ¦IO¥, Helix ´�«¡�i�6
è, §�±Jø�E�Oè MAC õU. du�XÚ
´æ^ GSM/GPRS �Ã�DÑ�¬ SIM300 �¬

�O¢y�, ¤±3T\�Ø¥AÀ^ A5 X�, �
�OÀJ A5/1 \��{, Ø=Ï�§�M��O
{ü, Eâ'�¤ÙÚÏL¤kÚOÿÁ, ��
�´^ FPGA ¢yd�Y, äk�Ý¯, ��(¹,

´u?UÚ^�z�`:. æ^ A5/1 ��{�Ä
�µe, Ù�{µãXã 3 ¤« [23,24], ^c©0�
�·bS�ÑÑÐ©��, U? A5/1 X�6�è
?1\�. ù«�{�O´�Ä�duþz��Ï
·bS�A^�êiÏ&XÚ¥¬¿�����

·bA5��S�5ü$ [25], ¤±òÙ(ÜD
Ú� A5/1 �è�{?1U?,  A5/1 �{´î³
êi·¶£Ä>{XÚ GSM ¥æ^�6�è\�
�{, äk2��A^, �´§3Ð©zL§¥�
3"�, =��'AÚv'AÑ´�5W¿, N´
��'ôÂ [26], d?òÙ���5ÄåXÚ=·
bXÚ�)�·b6�è(Ü, ^·b�è?1Ð
©z, �±(�S�½, ù�üö�±�pÖ¿
U?, �J�Ð.� �� ����� �		 ���������� 	����� � � � � � � � � � ��
 �
 �
  � � � � � 	 � � � � � � � �� � � � � � � � � � � � � � � 	 � � � � � �� � � �� � � � � � � � � � � � � � � 	�� � � ���

ã 3 A5/1 �{µã

��O�Y¥\/)��{�¬´±·b�
{!êi>´nØ!E,Ý�Ä�g��O�.

ã 4 ¤«�\��{�O�Y�nã, \�ØÜ
©Si�Ò´¢yéÃÅá&?1\�!)�
?n��¬, ÙSÜ�·b A5/1 ·Ü�{, du
Logistic ·bS�� A5/1 S��èJøûÐ�Ð
©��, ù�U?� A5/1 S��èkXp��
rÝ!pE,ÝÚéÐ©êâ4Ù¯a�A:,

·b A5/1 ·Ü\��nXã 5 ¤«. ò²©S
� m = {mi} ^��S� z = {zi} Å \�, ��

�©S� c = {ci} ��è, 3¢^�S��è¥, \
�C�� ci = mi ⊕ zi, )�C�� mi = ci ⊕ zi. �
�S��è�., éuz��d·bXÚ�)�Ð
©�� k, �ÏL�{(½����S� z = {zi}.

S��è�S�5Ì��ûu��S��S�
5. � z = {zi} �þ!©Ù��?��ÅS�
�, K�èXÚ��g��XÚ, Ïd´éJ�ô
»�. �æ^p5U� FPGA Eâ, ��YX
Ú,?Jø3ØUC>´��¹eé\�Ø�
O�.
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AT

CPU

A5/1

ã 4 \��{�O�nã

ã 5 ·b +A5/1 \��nã

S��èQ6�è, �XÚ$^
n��5�
"£ M�ì, ©O� 7 ?!9 ?Ú 11 ?. �5�
"£ M�ì�·ÜM��¢y, U�)�±Ï�
äkéÐ�ÚOA5Ú��Å5S�. ²Ln«�
5�"£ M�ì�Ñ�ÑÑS��ýã, Xã 6

¤«.

�©�O�XÚæ^Äu·b A5/1 �{, d
·��cïÄ�ï��� Logistic ·bXÚ�)ê

iz·bS��¬, �)Ð©�� [27], òù�Ð©
����\/)���, äk���m�, ¿���
Å5Ð�`³, äN©Û�)²ï5u�!i§©
ÛÚ�'5©Û.

²ï5u�´u�´Äaqu�ÅXÚ, 3�
�G��mÑlþ!©Ù�A:, ÏL�ØÓ�
Ý!ØÓÐ��S�, ²L¢�(JL²S�� 0

� 1 ê8A�ªu²ï.
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ã 6 �5�"£ M�ì�¬�S�ýã (a) 7 ?; (b) 9 ?; (c) 11 ?

Ø²ïÝ�O�úª�
(Q1 − Q0)

N
%, (5)

Ù¥ Q1 �¢S*ÿS�� 1 ��ê, Q0 �¢S
*ÿS�� 0 ��ê, N �¢S*ÿS�o�ê.

�â��¢S*	gê�UnØ�.¦�gê�
m�Î§Ý5u�T�.´Ä¤á. �g¢�´
±ÚOþ χ2 ©Ù��u���â, �E χ2 ÚOþ
úª�

χ2 =
k∑

i=1

|Qi − Ei|2

Ei
, (6)

dªÑlgdÝ� k − m � χ2 ©Ù. Ù¥ k ´*
ÿ�8, m �nØ�.�Cþê8. 3 0 � 1 S�
¥ k = 2, m = 1, §ÑlgdÝ� 1 � χ2 ©Ù.

��8�¢S*ÿgê� Q1, Q2, · · · , QK , ��8
�nØgê� E1, E2, · · · , EK , XJTÚOþ� χ2

��u 3.8415 ÒL²ÏLu�
, Ï�é¢�êâ
?1gdÝ� 1 � χ2 u�, �wÍ5Y² 5%, é
A� χ2 �� 3.8415, (JL²ÏLÇ� 99%[27] .

i§A5�©Û´éS�i§A5©Û, (J
L²¢Si§A5�nØi§A5�C, =S�¥
�Ý� 1 �i§�Ói§oê� 1/2, �Ý� 2 �
i§�Ói§oê� 1/22, �Ý� 3 �i§�Ó
i§oê� 1/23 · · · , �Ý� k �i§�Ói§o
ê� 1/2k, Xd4~. éu?¿�Ý 0 �i§�ê
Ú 1 �i§�êCq�� [27].

�'5©ÛùpÚ\�´�±�', du¢S
A^¥S�Ø�UÃ��, S��Ð���ûuO
�þ�Ø�ýÿ. Ï~��{´���k��O�
XÚU
«É��'S�, Ïd3÷v�½^�e,

�±�'�±���5�'�äkÊH5. éd,

�©�Ñ
y².

(Ø ®�ü�¢S� X = {x1, x2, · · · , xN1},

Y = {y1, y2, · · · , yN2}, §��:ê©O� N1, N2,

�üS�Ö"�S�:ê�u½�u (N1+N2−1)

:�, �±^üS���±�'5�O�5�'.

y² 1) Äk�Ñ�5�'úª, éuü�¢
S� X Ú Y �üS��', ±=�S���ÄO
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S�, K�5�'���":�ê�Ù:ê�Ó,

�â�5�'úª��:

rl(m) =
n=+∞∑
n=−∞

x(n)y(n − m)

=
N1−1∑
n=0

x(n)y(n − m), (7)

X ��"«m� 0 6 n 6 N1 − 1, Y ��"«
m 0 6 n−m 6 N2 − 1, rl(m) �±´ N1 ½ N2 :,

´��k^�":��êØ�L (N1 + N2 − 1) :
�k��S�.

2) 2�Ñ�±�', �:ê� L :��±�
', 2?Ø L �Û���±�'âUL«�5�
'. ½ÂÎÒ ϑ L«�±�'. r(m) = x(n)ϑy(n)

L« X Ú Y ��±�', kòüöþw¤ L :�
S�, -

x(n) =

 x(n), 0 6 n 6 N1 − 1,

0, N1 6 n 6 L − 1,

y(n) =

 y(n), 0 6 n 6 N2 − 1,

0, N2 6 n 6 L − 1,

(8)

3 X ¥Ö (L−N1) �":, 3 Y ¥Ö (L−N2) �
":.

r(m) =
[ L−1∑

n=0

x(n)y((n − m))L

]
RL(m), (9)

ò Y C¤ L :±ÏòÿS�, = ỹ(n) = y((n))L =∑+∞
P=−∞ y(n + pL). �\þª�:

r(m) =
[ L−1∑

n=0

x(n)y((n − m))L

]
RL(m)

=
[ L−1∑

n=0

x(n)
+∞∑

p=−∞
y(n + pL − m)

]
× RL(m)

=
[ +∞∑

p=−∞

L−1∑
n=0

x(n)y(n + pL − m)
]

× RL(m)

=
[ +∞∑

p=−∞
rl(m − pL)

]
RL(m), (10)

L :�±�' r(m) ´�5�' rL(m) ± L �±Ï
?1òÿ�S��Ì�S�, rL(m) �õk (N1 +

N2 − 1) �k^�"�, ¤± L > N1 +N2 − 1, ù�

�òÿ±ÏâØ¬�U, r(m) �c (N1 + N2 − 1)

���Ð´ r(m) ��Ü�"�, �´ rL(m), y..

ÏdÿÁ�'5¤I�g�'Úp�'��
�úªXe:

g�'¼ê���úª

RXX(m)

=
1
N

N−1∑
n=0

x(n)x((n + m))NRN (m), (11)

p�'¼ê���úª

RXY (m)

=
1
N

N−1∑
n=0

y(n)x((n + m))NRN (m). (12)

Ï�ØÓ�Ð��)ØÓ�·bS�, ��½
ü�Ð©��, �*ÿü�S��p�'A5, ¿
|^g�'úª�p�'úª?1�ý, ���©
¤^�·bS�g�'A5�p�'A5 [14,27].

5��Ð, g�'A53 0 �?¸�kb, Ù¦�
Cq� 0, aqu δ ¼ê; p�'A5aquþ�
� 0 �xD(, äk�Ð�p�'A5. �kS�
�±Ï5, ·�F"^5\��S�¦þv±Ï,

'uù�¡�?Ø, ·��k;��ïÄ�|?1
ïÄ [21,28].

3 Äu FPGA �ÃÅá&E·b\�
M�XÚ�ïá

3.1 MMM���XXXÚÚÚ���oooNNN���OOO���YYY

Äu·�éÃÅá&E\�DÑXÚ��O,

FPGA �¬¥Ì��)G�!���¬!á&E
?n�¬Úêâ\/)�Ø. ���¬é\�?O!
�Æ!±9��$1�S?1��. FPGA �¬¥
�\��¬éá&Eêâ?16\�, �y
Ã�
DÑ�£O. æ^�´·b� A5/1 �{·Ü�{,

31�Ù¥k¤0�. Äu FPGA Ú·b\��
{�ÃÅá&\�XÚmu���nµãXã 7

¤«. ToN�O�Y, �±3¢�NÁ¥�¤á
&E�Ö�!&E��9?n!\���\��
�!\/)�DÑÂu�õ«õU, ¢y
XÚ��
O8�.
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3.2 ÃÃÃÅÅÅááá&&&EEEÂÂÂuuu���ªªª???nnn

ÃÅuxá�EÏ~kü«�ª, TEXT �ª
Ú PDU �ª. ¦^ Text �ªÂuá&�è{ü,

¢yå5�©N´, ����":´ØUÂu¥
©á&;  PDU �ª|±¥©á&. PDU �ªÂ

uá&�±¦^ 3 «?è: 7-bit, 8-bit Ú UCS2 ?
è. 7-bit ?è^uuxÊÏ� ASCII iÎ, 8-bit

?èÏ~^uuxêâ�E, UCS2 ?è^uu
x UnicodeiÎ [29].

(1) TEXT �ªux/�Â&E�ª, ·�o(
8B�ã 8 ¤«.

� � � � � � � �
ã 7 XÚmu��oN�O�nã

2) �XÚ^� PDU �ª, �[0��e PDU

�ªuxá&:

1�Ú: at + cmgf = 0, XJ�£ ok KUY
1�Ú: ÃÅÒè?n: ^iÎG phone

a) ò Ã Å Ò è � K + Ò, w w � Ý ´ Ä
� ó ê, X J Ø ´, � � V \ F, = phone =

“8613602433649” ⇒ phone = “8613602433649F”;

b) òÃÅÒèÛê Úóê ��, ⇒ phone =

“683106423346F9”;

1nÚ: á&EÜ©?n: ^iÎG msg L«
a) = i Î G = � � Unicode �

è, ~ X “ó � � ¯!” � unicode � è
� 5DE54F5C61095FEBFF01;

b) ò msg � Ý Ø 2, � 3 ü   16

? � ê, = 5DE54F5C61095FEBFF01 =

20/2 => “0A”, 2 \ þ msg, ⇒ msg =

“0A5DE54F5C61095FEBFF01”;

1oÚ: |Ü
a) Ã Å Ò è c \ þ i Î G 11000D91(1100:

� ½, 0D: Ã Å Ò è � � Ý, Ø � ¦ Ò, � 8
? � L «, 91: u x � Ã Å � 91, u x � � (
Ï � 81), = phone = “11000D91” + phone ⇒
11000D91683106423346F9;

b) ÃÅÒè�\þ 000800 Úfâ�á&ES
N, 000800 ��\Ò�±
, = phone = phone +

“000800” + msg, = 11000D91683106423346F9 +

000800 + 0A5DE54F5C61095FEBFF01 ⇒ phone

= 11000D91683106423346F90008000A5DE54F5C

61095FEBFF01;

c) phone �ÝØ± 2, �ªz¤ 2  ��?�
ê, = 11000D91683106423346F90008000A5DE54F5C

61095FEBFF01⇒50  /2⇒25.

1 Ê Ú: AT+CMGS=k〈 £ � 〉; >

addr + phone〈Ctrl +Z ux 〉.
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Ón, �L§� PDU �ª�Âá&?n�ª,

��Oæ^ PDU �ªÂuá&, ù�ÃÅ3U

w«êiÚi1��¹e�U?6Çi.

3.3 ^̂̂���ÿÿÿÁÁÁ²²²������XXXÚÚÚMMM���¢¢¢yyy

�
BuXÚmuÿÁ, ·�3>Mþ�O

XÚ�^�ÿÁ²�.¡Xã 9 ¤«. �©M�¢

y�XÚ¢ÔãXã 10 ¤«. æ^±þ0���
O�Y�¤�XÚ¦^p5U� FPGA �¡, \/)
��{þæ^ IP Øe1� FPGA ¥, ±�?1XÚ
\��{�#��ÿØ^�U?Û>´, �I�r
ÿÁÐ� IP Øe1� FPGA �¡¥=��¤, ù
Q�^r!�¤���±¢yØÓ��{e1, �
¤æ^�Eâþ²LÿÁ, �±¢y¢�\�, )
�ÚS�@y�õU.

YES

NO

 OK
ERROR

NO

NO

NO

YES

YES

YES

TEXT 

AT+CMGS="+8
613xxxxxxxxx"

YES

< >

<Ctrl+Z >

NO

TEXT

at+cmgf=1
at+cmgf=1

at+cmgl
="all"

at+cmgl=
"rec unread"

at+cmgl=
"rec read"

ã 8 TEXT �ªux�Â&Eã«

ã 9 �XÚmu�^�ÿÁ.¡
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4 XÚÿÁ©Û�?Ø

�âXÚ�M�¢y, ÿÁ©Û�?ØXÚ5
U, �ydÃÅá&E\�DÑXÚ�mu��±
¢yéá&E�\�Ú)�DÑ, ¿�ÏLÿÁN
Á, �±�ÊÏÃÅ^r¢yÏ&, l�yá&

�S�5!��5.

ÿÁL§:

òM�XÚë�O�Å, æ^^�²�5ÿÁ
��ÃÅá&E�Âu, ¿^ÊÏÃÅ��1n�
5�yá&E���5.

^r 1 Ú^r 2 ´¦^�\� á& ED Ñ X

ã 10 XÚM�¢y¢Ôã

ã 11 XÚÿÁ�: �\�ÃÅá&EÿÁã
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ã 12 XÚÿÁ�: �ÊÏÃÅux\�á&EÿÁã

ã 13 XÚÿÁn: \�á&EÂuÿÁã
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Ú�w«.¡, ÊÏÃÅ^r��^rà 3, ·�¦
^�^r 1!^r 2 ÚÃÅ^r 3 nö�mþU?
1ÊÏ�\�á&E�Âu, Xã 11 ¤«. ^r 1

ò\�á&u�ÃÅ^r 3, w«Â��á&E´
Ïè&E, Xã 12 ¤«. ^r 1 ux\�&E, �
k3^r 2 Ñ\���Ð©z���, â¬�(�
)Ñ���&E, d�^r 2 2�^r 1 ux£�
&E, ¢yÃÅá&E�\�DÑ�)��ÂõU,

Xã 13 ¤«.

²LÿÁL², �©JÑ¿¢y�ÃÅá&E
\�XÚ�±�[ÊÏÃÅá&EÂuõU, U

�ÊÏÃÅ?1�\�á&EÚ\�á&E�
�~Ï&. ÂuV�I�^�Ó��è?1Ð©
z, âU�()�Ñá&E, l�y
ÃÅá&
E�S�5. ÏL¢�, y²
�©¤JÑ�XÚ
U
WÖòÃÅá&E\��M�¢yüökÅ
�(Ü¤�Ú��M�XÚ��", ¢y
�©
�ïÄ8I, �ïÄ�ò5ÃÅá&E\�XÚ
�2�A^Jø�½�nØ�¢��(Ü�ïÄ

Ä:.

5 ( Ø

�©JÑ
�«Äu FPGA �ÃÅá&E
\�XÚ, TXÚæ^·bS���Ð©��·
Ü A5/1 �{?1ÃÅá&E�\�, �Ñ
äN
�XÚ�O�M�¢y��Y. �[0�
·bS
�þz�����{, 9·b A5/1 ·Ü�{, ¿3
S��'5ÿÁnØ¥, y²
�±�'��5�
'�'X. ÏL SIM300 �¬�ýÊÏÃÅõU, �
yÊÏá&EÚ\�á&E��~DÑ. ��O�
mu
�@^�ÿÁ²�, �±�ýü�ÃÅ?1
á&EÂu, ¿�1n��ÊÏÃÅ?1Ï&, ¦
M�XÚ�ÿÁ(J�ß�Ðy3O�Åþ, Bu
©Û. ÿÁL², TXÚ¢y
éá&E?1�S
�\�ÚO(DÑ, 3�yÃÅá&EDÑL§¥
���5Ú��5�Ó�, Jp
S�5, ¢y

��O�8�.
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Abstract

More and more people having cell phone, they must pay more attention to message security of their personal privacy, in which

cell phone short message security is the most important. In this paper, we focus on designing an encryption hardware system of cell

phone short message with chaos and A5/1 hybrid algorithm and realizes it on field programmable gate array. In the encrypted core,

chaotic sequences of logistic map are used as initial keys of A5/1 algorithm for encrypting short messages, and in this paper we prove

the relationship between linear correlation and circle correlation in the pseudo-randomness research of chaotic sequences serving as

the initial keys. The SIM300 modules are used to realize cell phone functions, simulate short messages of common cell phone and the

encrypte short messages after processing by our system by wireless transmitting through the base station. In addition, in this paper

we design a software test platform, and it can show the results of this hardware system on computer. The test results indicate that the

proposed system and its hardware implementation can encrypt/decrypt short messages and ensure their normal transmission, which can

improve the security of short message and ensure its integrity and reliability during transmitting.

Keywords: chaos and A5/1 algorithm, circle correlation, cell phone short message hardware encryption, software
test platform
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