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1 Ú ó

�â Shannon nØ, �è�{AO´é¡�
è � { Ì � ´ Ä u & E � * Ñ Ú ·   ¢ y �.

* Ñ E â � � Ä u � 5 C �, ·   E â � � Ä
u��5C�, ~X�[ÙG� S-Ý. S-Ý3é
õ � è � { ¥ � � 
  � A ^, ~ X Advanced

Encryption Standard (AES) �è�{!û^�è�
{ (SMS4)!ZUC �{ (êÆ[yÀ�¶i� �)

�. DÚ� S-Ý��èÆ�I���)�5 �!
�©A�!�ê�¼Ý!ØÄ:�ê!È��A
� [1,2]. @o�kvkÙ¦��èÆ�IQ? �
©Äu·bnØ, }Á�Ñ S-Ý���#��è
Æ�I.

·b´�«��5ÄåÆy�, ´(½5XÚ
�)�S3�Å5. ·bnØ3 20 V 80 c�
Ú 90 c�%ÇuÐ [3−6]. Cc5, k'·bnØ
9ÙA^�ïÄ��
�5�õÆö�'5 [7−11].

�±Ï5´·bXÚ�'�A5, ·bXÚ1�é
Ð�äkpÝ¯a5. Äu·bXÚ�ûÐ� “·
 ” Ú “*Ñ” &Eá5 [12], <�JÑ
�
Äu
·bN���èXÚ [11,13].

Ä�XÚ�ïÄ�Ü©Ñ´3O�Å��
Ïe¢y�, ¤k;�3O�Åþw«Ñ´±Ï5
� [14]. �±Ï5���3uëYXÚ�¥. 3 2006

c, Kocarev � [7,8] JÑ
k�8Üþ�lÑ·b
�Vg, ¿�Ñk�8Üþ�lÑ·b�nØÄ:,

*Ð
·bXÚ�ïÄSN.

�©¥, ·�/� Kocarev � [7,8] �Ñ�k�
8Üþ�lÑ·bnØ, 3Ç²ål�Ä:þ, �
Ñ
 S-Ý� Lyapunov �ê�½Â; ¿ÏL¢~`
²
·��Ñ� S-Ý� Lyapunov �ê´äk¢S
¿Â�. �©ïÄ
 S-Ý� Lyapunov �ê�È�
�A�m�'X, ù�'X¢Sþ´·bnØ¥�
�R�A��èÆ¥�È��A�m�'X.

�©äNO�
 SMS4 � S-Ý [15]!AES � S-

Ý [16] ±9Äu·bN�¤)¤� S-Ý [17] � Lya-
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punov �ê, ¿?1
'�Ú©Û.

2 k�8Üþ�lÑ Lyapunov �ê

2.1 ������···bbbXXXÚÚÚ Lyapunov ���êêê

·b$Ä�Ä�A:´$ÄéÐ©^�4�
¯a, =¤¢��R�A, ü��C�Ð�¤�)
�;�, ¬��mí£U�ê�ª©l, Lyapunov

�êÒ´½þ£ãù�y��ëê.

½½½ÂÂÂ 1[9] ��N� xn+1 = f(xn) � Lya-

punov �ê½Â� λ(x0) = lim
T→∞

1
T

T−1∑
k=0

ln |f ′(xk)|.

Lyapunov �ê�½Â´éëYXÚþ�N�
�Ñ�, éuk�8Üþ� Lyapunov �ê�½Â
ÚïÄäk¢S¿Â. ·�|^O�Å�[·bX
Ú�, O�°Ýk�, ù���
ëYXÚþ�·
bN�=��k�8Üþ�·bN�.

3 2006 c, Kocarev � [7] JÑ
k�8Üþ�
lÑ·b�Vg, ½Â
Ù Lyapunov �ê.

2.2 kkk���888ÜÜÜþþþ���lllÑÑÑ Lyapunov ���êêê

P N ´g,ê8Ü, P S = {0, 1, · · · ,M − 1},

Ù ¥ M ∈ N, � Ä � � V � F : S → S,

K F � ¤ k ; , Ñ ´ ± Ï 5 �, P α � Ð �
� a0 ∈ S � F � � ã � � ± Ï � T � ; ,,

= α = {a0, a1 = F (a0) , · · · , aT−1 = F (aT−2) ,

a0 = F (aT−1)}, Ù¥ a0, a1, · · · , aT−1 üüØ�.

- Ui = {i − 1, i + 1}, i = 1, 2, · · · ,M − 2, - U0 =
{1}, UM−1 = {M − 2}. Ui ¡�: i ¤k���:.

½½½ÂÂÂ 2[7] é?¿ i ∈ S, ?� ci ∈ Ui, V� F

�lÑ Lyapunov �ê½Â�

λF =
1
M

M−1∑
i=0

ln d [F (ci) , F (i)]. (1)

Ù¥ d (x, y) ´: x Ú y �m�î¼ål.

·��±3 (1) ª¥�BÀJ: i Ú§��
: ci. ���3X�õ 2M−2 � Lyapunov �ê.

Ï~�¹e, ¤k�lÑ Lyapunov �ê���é
� [7]. XJ Ui ¥Ø=����, ½Â: i ��:
´ ci = i + 1. q d(x, y) = |x − y|, K (1) ªC�

λF =
1
M

M−1∑
k=0

ln |F (αk + 1) − F (αk)|. (2)

e½Â: i ���:´ ci = i + 1, q d(x, y) =
|x − y|, Kocarev ��Ñ
V� F �;� α �l
Ñ Lyapunov �ê½ÂÚV� F �¤k;�\�²
þlÑ Lyapunov �ê½Â.

½½½ÂÂÂ 3[7] P α �Ð�� a0 ∈ S � F ��ã
��±Ï� T �;,, ½ÂN� F �±Ï;� α

� Lyapunov �ê�

λ(F,α) =
1
M

T−1∑
k=0

ln |F (αk + 1) − F (αk)|.

½½½ ÂÂÂ 4[7] � V � F � ¤ k ; � �
{αj , j ∈ I}, I ´��k�8, αj ���±Ï� Tj ,

Ð�� aj0, =z�;��
{
aj0, aj1, · · · , aj(Tj−1)

}
,

K¤k;�\�²þlÑ Lyapunov �ê½Â�

λ̃F =
∑
j∈I

Tj

M
λ(F,α). (3)

N´y², (3) ª¥�\�²þlÑ Lyapunov

�êÚ (2) ª¥�lÑ Lyapunov �ê½Â�d.

½½½nnn 1 λF = λ̃F

yyy²²²

λ̃F =
∑
j∈I

Tj

M
λ(F,α)

=
∑
j∈I

Tj

M

 1
Tj

Tj−1∑
k=0

ln |F (ajk + 1) − F (ajk)|


=

1
M

M−1∑
k=0

ln |F (ajk + 1) − F (ajk)|

= λF ,

½n�y.

2.3 kkk���888ÜÜÜþþþ���lllÑÑÑ Lyapunov ���êêê���
������������NNN���

e¡�Ñ3î¼�mþU (2) ª�½Â, Lya-

punov �ê�����V� [18].

- M = 2m �óê©½Â Fmax �

Fmax(x) =

 m + k x = 2k, k = 0, 1, · · · ,m − 1

k x = 2k + 1, k = 0, 1, · · · ,m − 1
,

(4)

3þª¥� m = 2n−1.

½½½nnn 2[18] (4) ª¤«N��lÑ Lyapunov

�ê�u

λF max =
m + 1
2m

lnm +
m − 1
2m

ln (m + 1) .
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éu8Ü S �?¿V� F , λF 6 λFmax
[18].

e¡, ·�òk�8Üþ� Lyapunov �ê½
Âí2��èÆ¥� S-Ý�ïÄ¥.

3 �èÆ¥ S-Ý� Lyapunov �ê

3.1 S-ÝÝÝ��� Lyapunov ���êêê½½½ÂÂÂ

3�è�{��O¥, AO´é¡�è��
{�O¥, S-ÝkX&E· ��õU, ~X
3 AES, SMS4, ZUC � � { ¥, Ñ ^ � 
 S-Ý.

���¹e, S-Ý´��V� F : Fn
2 → Fn

2 , Ù
¥ Fn

2 = F2 × F2 × · · · × F2︸ ︷︷ ︸
n�

, F2 �=�¹�� 0

Ú 1 ����. é S-Ý�ïÄSN���) S-Ý�
�OOK!�E�{!�èÆ5�� [19]. e¡�
Ñ S-Ý���#��èÆ�I —-Lyapunov �ê.

òk�8Üþ� Lyapunov �ê½Â¥�ål
U�Ç²ål, ¿�ÑXe'u S-Ý� Lyapunov

�ê#½Â.

é S-Ý�V� F , - α = {a0, a1 = F (a0) , · · · ,

aT−1 = F (aT−2) . a0 = F (aT−1)} �����±
Ï� T �;,©Ù¥, é ∀i, j ∈ {0, 1, · · ·T − 1},

� i 6= j �, ai 6= aj .

½½½ÂÂÂ 5 V� F �±Ï� T �;� α éug
CþCz ∆ � Lyapunov �ê�

λ(F,α,∆) =
1
T

T−1∑
k=0

log2

H (F (ak ⊕ ∆) , F (ak))
W (∆)

,

(5)

Ù¥, H �Ç²ål, = Fn
2 ¥�ü��þ¥��

ØÓ��ê; W �Ç²þ, = Fn
2 ¥��þ¥�

� “1” ��ê, W (∆) 6= 0; “⊕” � Fn
2 þ��þ�

� 2 \$�.

555PPP: XJ� W (∆) = 1, K½Â 5 C�X
e/ª:

λ(F,α,∆) =
1
T

T−1∑
k=0

log2 (H (F (ak ⊕ ∆) , F (ak))).

(6)

±e'u Lyapunov �ê�O�¥þ� W (∆) = 1.

e¡�ÑV� F �éugCþCz ∆ �¤k
;�\�²þlÑ Lyapunov �ê½Â.

½½½ÂÂÂ 6 �V� F �¤k;�� {αj , j ∈ I}, I

´��k�8, αj ���±Ï� Tj , Ð�� aj0, =
z�;��

{
aj0, aj1, · · · , aj(Tj−1)

}
, KV� F �

éugCþCz ∆ �¤k;�\�²þlÑ Lya-

punov �ê½Â�

λ̃1(F,∆) =
∑
j∈I

Tj

M
λ(F,α,∆). (7)

� � ± U ¤ k ; � � � � � � Ñ Lyapunov �
ê½Â.

½½½ÂÂÂ 7 V� F �éugCþCz ∆ � Lya-

punov �ê½Â� (5) ªé�Ý� Tj �±Ï;��
���:

λ̃2(F,∆) = min
Tj

λ(F,α,∆). (8)

�â (2) ª, ��±�Ñ'uV� F �éug
CþCz ∆ ��±Ï;�Ã'� Lyapunov �ê½
Â.

½½½ÂÂÂ 8 V� F �éugCþCz ∆ � Lya-

punov �ê½Â�

λ(F,∆) =
1
M

∑
i∈F n

2

log2

H (F (i ⊕ ∆) , F (i))
W (∆)

, (9)

Ù¥ M = 2n.

½½½nnn 3 ½Â 6 �½Â 8 �d, = λ̃1(F,∆) =
λ(F,∆).

yyy²²² d (7) ªÚ (9) ªk

λ̃1(F,∆)

=
∑

j

Tj

M
λ(F,α,∆)

=
∑

j

Tj

M

 1
Tj

Tj−1∑
k=0

log2

H (F (αk ⊕ ∆) , F (αk))
W (∆)


=

1
M

∑
i∈F n

2

log2

H (F (i ⊕ ∆) , F (i))
W (∆)

= λ(F,∆),

½n�y.

��, �ÑV� F � Lyapunov �ê½Â.

½½½ÂÂÂ 9 éV� F � Lyapunov �ê½Â�

λF = min
∆

λ(F,∆). (10)

éV� F , F �lÑ Lyapunov �êU
�xTV
�¥�gCþUC 1 � bit �, Ù¼ê� ê�C
z�¹.

½½½nnn 4 Uì½Â 8 Ú½Â 9, (4) ª¤«V
� Fmax � Lyapunov �ê� 0.

yyy²²² ��y²é ∀x ∈ Fn
2 , ∀∆, e W (∆) =

1, þk H (F (i ⊕ ∆) , F (i)) = 1 =�.
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���ê��?�Ðm/ª� x =
n−1∑
i=0

xi2i,

P
x = (xn−1, xn−2, xn−3, · · · , x1, x0),

Ù¥ xi �Ù�C�, xi ∈ F2 = {0, 1}.

1) � ∆ = (0, 0, 0, · · · , 1) �
(1) � x = 2k �, Ù¥ k = 0, 1, 2, · · · ,m − 1,

k x0 = 0, =

x = (xn−1, xn−2, xn−3, · · · , x1, 0),

d�

k = (0, xn−1, xn−2, xn−3, · · · , x1),

K

Fmax(x) = m + k = 2n−1 + k

= (1, xn−1, xn−2, xn−3, · · · , x1),

x ⊕ ∆ = (xn−1, xn−2, xn−3, · · · , x1, 1);

d�

k = (0, xn−1, xn−2, xn−3, · · · , x1),

Fmax(x ⊕ ∆) = k

= (0, xn−1, xn−2, xn−3, · · · , x1),

K

H (Fmax(x ⊕ ∆), Fmax(x))

= W (Fmax(x ⊕ ∆) ⊕ Fmax(x))

= W ((0, xn−1, xn−2, xn−3, · · · , x1)

⊕(1, xn−1, xn−2, xn−3, · · · , x1))

= W ((1, 0, 0, · · · , 0, · · · , 0)) = 1.

(2) � x = 2k + 1 �, k = 0, 1, 2, · · · ,m − 1,

k x0 = 1, =

x = (xn−1, xn−2, xn−3, · · · , x1, 1),

d�

k = (0, xn−1, xn−2, xn−3, · · · , x1),

K

Fmax(x) = k

= (0, xn−1, xn−2, xn−3, · · · , x1),

x ⊕ ∆ = (xn−1, xn−2, xn−3, · · · , x1, 0);

d�

k = (0, xn−1, xn−2, xn−3, · · · , x1),

Fmax(x ⊕ ∆) = m + k = 2n−1 + k

= (1, xn−1, xn−2, xn−3, · · · , x1),

K

H (Fmax(x ⊕ ∆), Fmax(x))

= W (Fmax(x ⊕ ∆) ⊕ Fmax(x))

= W ((1, xn−1, xn−2, xn−3, · · · , x1)

⊕(0, xn−1, xn−2, xn−3, · · · , x1))

= W ((1, 0, 0, · · · , 0, · · · , 0)) = 1.

2) � ∆ 6= (0, 0, 0, · · · , 0, 1), �÷v W (∆) = 1
�

(1) � x = 2k �, k = 0, 1, 2, · · · ,m − 1,

k x0 = 0, =

x = (xn−1, xn−2, xn−3, · · · , x1, 0),

d�

k = (0, xn−1, xn−2, xn−3, · · · , x1),

K

Fmax(x) = m + k = 2n−1 + k

= (1, xn−1, xn−2, xn−3, · · · , x1);

d� x ⊕ ∆ =� x = (xn−1, xn−2, xn−3, · · · , x1, 0)
¥ Ø � ) � � �   � , �   � � � $ �, Ø �
� x ⊕ ∆ � x ¥� xi ��$�, Ù¦��ØC,

xi ��$�P� x̄i, =

x̄i =

 0 xi = 1

1 xi = 0
,

K

x ⊕ ∆i = (xn−1, xn−2, xn−3, · · · , x̄i, · · · , x1, 0);

d�

k = (0, xn−1, xn−2, xn−3, · · · , x̄i, · · · , x1),

Fmax(x ⊕ ∆i)

= (1, xn−1, xn−2, xn−3, · · · , x̄i, · · · , x1),

K

H (Fmax(x ⊕ ∆i), Fmax(x))

= W (Fmax(x ⊕ ∆i) ⊕ Fmax(x))

= W ((1, xn−1, xn−2, xn−3, · · · x̄i, · · · , x1)

⊕(1, xn−1, xn−2, xn−3, · · · , xi, · · · , x1))

= W ((0, 0, 0, · · · 1, · · · , 0)) = 1.
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(2) � x = 2k + 1 �, k = 0, 1, 2, · · · ,m − 1,

k x0 = 1, =

x = (xn−1, xn−2, xn−3, · · · , x1, 1),

d�

k = (0, xn−1, xn−2, xn−3, · · · , x1),

K

Fmax(x) = k = (0, xn−1, xn−2, xn−3, · · · , x1);

d� x ⊕ ∆ =� x = (xn−1, xn−2, xn−3, · · · , x1, 1)
¥ Ø � ) � � �   � , �   � � � $ �, Ø �
� x ⊕ ∆ � x ¥� xi ��$�, Ù¦��ØC,

xi ��$�P� x̄i, K

x ⊕ ∆i = (xn−1, xn−2, xn−3, · · · , x̄i, · · · , x1, 1),

d�

k = (0, xn−1, xn−2, xn−3, · · · ,

x̄i · · · , x1),

Fmax(x ⊕ ∆i) = (0, xn−1, xn−2, xn−3, · · · ,

x̄i, · · · , x1),

K

H (Fmax(x ⊕ ∆i), Fmax(x))

= W (Fmax(x ⊕ ∆i) ⊕ Fmax(x))

= W ((0, xn−1, xn−2, xn−3, · · · , x̄i, · · · , x1)

⊕(0, xn−1, xn−2, xn−3, · · · , xi, · · · , x1))

= W ((0, 0, 0, · · · , 1, · · · , 0)) = 1.

½n�y.

Uì©z [7] ½Â� Lyapunov �ê, TV�
� Lyapunov �ê���. �´þãV����è
Æ¥� S-Ý¦^, §��èÆ5�w,´é��.

Uì·��Ñ�½Â 8 Ú½Â 9, TV�� Lya-

punov �ê� 0, dd��·�#½Â� Lyapunov

�ê´k¢S¿Â�.

3.2 S-ÝÝÝÈÈÈ������AAA��� S-ÝÝÝ��� Lyapunov ���
êêê���mmm���'''XXX

e¡, é S-ÝÈ��A� S-Ý� Lyapunov �
ê�m�'X?1?Ø.

½½½ ÂÂÂ 10[19] é u S-Ý � V � F (x) =
(f1(x), f2(x), · · · , fn(x)): Fn

2 → Fn
2 ÷vÈ��

A, ´�UCÑ\��� bit, ��k��ÑÑ bit U
C. =ÑÑ��k

n

2
bit UC.

d½Â 10 ��, T½Â¿Ø´��î��
þz½Â. e¡, �ÑÙþz½Â, �Ñ ε-È��
A½Â.

½½½ÂÂÂ 11 ε-È��A: éu S-Ý�V�

F (x) = (f1(x), f2(x), · · · , fn(x)) : Fn
2 → Fn

2 ,

e

sup
w(∆)=1,x∈F n

2

∣∣∣H (F (x ⊕ ∆), F (x)) − n

2

∣∣∣ = ε,

K¡ S-Ý÷v ε-È��A.

S-Ý� Lyapunov �ê� ε-È��A�m�'
X÷vXe½n.

½½½nnn 5 é ∀∆,W (∆) = 1, ÷v
n

2
− ε 6 2λ(F,∆) 6 n

2
+ ε.

yyy²²² é ∀x ∈ Fn
2 ,

∣∣∣H (F (x ⊕ ∆), F (x)) − n

2

∣∣∣ 6
ε, =k

n

2
− ε 6 H (F (x ⊕ ∆), F (x)) 6 n

2
+ ε,

Kk

λ(F,∆) =
1
2n

∑
i∈F n

2

log2

H (F (i ⊕ ∆) , F (i))
W (∆)

6 1
2n

∑
i∈F n

2

log2

(n/2 + ε)
1

=
1
2n

log2

(n

2
+ ε

)
2n

= log2

(n

2
+ ε

)
.

λ(F,∆) =
1
2n

∑
i∈F n

2

log2

H (F (i ⊕ ∆) , F (i))
W (∆)

> 1
2n

∑
i∈F n

2

log2

(n/2 − ε)
1

=
1
2n

log2

(n

2
− ε

)
2n

= log2

(n

2
− ε

)
,

=

log2

(n

2
− ε

)
6 λ(F,∆) 6 log2

(n

2
+ ε

)
.

lk
n

2
− ε 6 2λ(F,∆) 6 n

2
+ ε.

½n�y.
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T½n�Ñ
 S-Ý� Lyapunov �ê�È��
A�m�'X, ¢Sþù´·bÆ¥��R�A�
�èÆ¥�È��A�m�'X.

4 n� 8×8 S-Ý� Lyapunov �ê

Äu±þ S-Ý��OOK, <�JÑ
Nõ�
E S-Ý��{, ù
 S-Ýé?�Ú�O�è�{J
ø
��5]. �©©O�én«ØÓ�{)¤
� S-Ý, Uì�©JÑ� Lyapunov �ê�½ÂO
�
Ù Lyapunov �ê.

U (7) ªÚ (10) ªO�� Lyapunov �ê�P
� λ1, U (8) ªÚ (10) ªO�� Lyapunov �ê�P
� λ2, é SMS4 �{)¤� S-Ý [15] (SMS4-S-Ý),

AES �{)¤� S-Ý [16](AES-S-Ý) ±9Äu·
bN�¤)¤� S-Ý [17] (·b S-Ý) O�� Lya-

punov �ê��L 1.

L 1 n«�{)¤� S-Ý� Lyapunov �ê

S-Ý λ1 λ2

SMS4-S-Ý 1.8519 0.7925

AES-S-Ý 1.8432 1.1073

·b S-Ý 1.8564 0.5000

��� Lyapunov �ê¿�XgCþUC 1 bit

Úå�¼ê��Cz��, lL 1 �(Jw, Uì
ØÓ±Ï;��\�²þ5O� Lyapunov �ê,

·bXÚ)¤� S-Ý� Lyapunov �ê��, �´
UìØÓ±Ï;�����5O� Lyapunov �ê,

·bXÚ)¤� S-Ý� Lyapunov �ê%��, ù
L²·bXÚ¤)¤� S-Ýé,
±Ï���;
� Lyapunov �êé�.

5 ( Ø

�©/�k�8Üþ�lÑ·bnØ, 3Ç²
ål�Ä:þ, �Ñ
 S-Ý� Lyapunov �ê�½
Â, ÏL¢~`²
 S-Ý� Lyapunov �êäk¢
S¿Â.

'uN� F �éugCþCz ∆ � Lyapunov

�ê, �©JÑ
ü«½Â�ª, � (7) ªÚ (8) ª,

é SMS4 �{)¤� S-Ý (SMS4-S-Ý), AES �{
)¤� S-Ý (AES-S-Ý) ±9Äu·bN�¤)¤
� S-Ý (·b S-Ý) ©OO�
Ù Lyapunov �ê
�. UìØÓ±Ï;��\�²þ5O� Lyapunov

�ê, ·bXÚ)¤� S-Ý� Lyapunov �ê��,

�´UìØÓ±Ï;�����5O� Lyapunov

�ê, ·bXÚ)¤� S-Ý� Lyapunov �ê%�
�, ùL²·bXÚ¤)¤� S-Ýé,
±Ï��
�;� Lyapunov �êé�. éu (4) ª¤«�V
�, 3©z [7] ¥Ù Lyapunov �ê��, U�©J
Ñ� Lyapunov �ê�½ÂO�TV�� Lyapunov

�ê� 0, l�èÆ��Ýw, TV��¿���Ð
�V�.

S-Ý� Lyapunov �ê´éDÚ� S-Ý��è
Æ�I�Ö¿. �©�Ñ
 S-Ý� Lyapunov �ê
�È��A�m�'X, ù�'X¢Sþ´�R�
A�È��A�m�'X.
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Abstract

In the design of cryptographic algorithms, S-boxes provide the cryptosystems with the information confusion function. The

traditional cryptography indexes of the S-boxes generally include linear deviation, differential characteristics, algebraic immunity,

fixed point mumber, snowslide effect, and so on. In 2006, Kocarev et al. (Kocarev L, Szczepanski J, Amigo J M and Tomovski I

2006 IEEE Transactions on Circuits and Systems-I: regular papers 53 6 1300) set up a discrete chaos theory based on the finite set. In

light of the theory in this paper, we introduce the definition of the Lyapunov exponent with Hamming distance, calculate and compare

the Lyapunov exponent values of the S-boxes in several cryptographic algorithms. In this paper we prove that a map defined on the

Euclidean distance has a maximal Lyapunov exponent value of 0. In this paper it is shown that the relationship between the Lyapunov

exponent and the snowslide effect of the S-box is the relationship between the butterfly effect in chaos theory and the snowslide effect in

cryptography. The definition of the Lyapunov exponent of the proposed S-boxes may be complementary to the traditional cryptography

indexes of the S-box.

Keywords: finite set, discrete chaos theory, S-boxes, Lyapunov exponent
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