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�éÃ�Daì�ä (WSNS) ¥!:���U
�!!:O�Uå$!�;]
k�±9DÚ�\��{Ø
·^u WSNS ¥�¯K,JÑ
�«#�ÄuÄ�S��·Ü·b�§9Ù�.ê�z�{, ¿(Ü Feistel �ä(
��O
�«¯�!S��]
�Ñ$�·^u WSNS !:�©|\��{. ÏLé·Ü·b©|\��{?1

�þ�¢�ÿÁ��, uyT�{äk���m�!î��È��A!*Ñ96Ï5p±9þ��ÚO²ï5
�`:,Ó�T�{�¤õ/ÏL
 SP800-22 �î�ÿÁ; �{²L�ýì²�þ$1��Ý!�m9¤Ó�;�
m�ÿÁ©Û, (JL²�O�·Ü·b©|\��{´��U
·^u WSNS !:�êâ\�.

'�c: Ã�Daì�ä, ·Ü·b, ©|�{, êâ\�

PACS: 05.45.Gg

1 Ú ó

Ã � D a ì �ä (WSNS) ´ d � | D a ì
± Ad Hoc �ª�¤�Ã��ä, Ù8�´��
/a�!æ8Ú?n�äCX�/n«�¥a�
é��&E, ¿uÙ�*	ö [1]. Daì!:�±
ëYØä/?1êâ�æ8!¯�uÿÚI£!
 �iÿ±9!:���, Daì!:�ù
A5
ÚÃ�ÏÕ�ë��ª¦�Ã�Daì�ä�A
^cµ�~2,, ®�2�A^u�¯�&!�¸
iÿÚý�!��¥)!�U[Ø!ó�)�!
E,Å�i�!¢½�Ï!�m&¢!�.�m
Úó¥+n, ±9Å|!�.ó�	«�S�i
ÿ�+�. WSNS 2��A^9ÙÛõ�ã��d
3A^d�, r¦§¤�e���ä�ïÄÚuÐ
��. �,�I®²m©
 WSNS �ïÄ, �8c
é WSNS �@£�?uÐÚuyÚïÄ��ã, �
«Eâ�Ø
¤Ù, ¤±k7�é�«'�Eâ?
1?�Ú�ïÄ [2,3].

duDaì�ä����3���¸!Ã<
«�½'�
/¥, \�Ã��ä���k�yf

5, Ï
¦� WSNS �S�¯K'�âÑ, ¤±�
�3y¢­.¥�5�/A^ WSNS, &ES�¯
K7L��)û. ,
y�ã�éDaì�ä�ï
Äó�Ì�8¥3M�!Ã��äEâÚÏ&´
d�Æ��¡, 
éêâS��¡�ïÄ3ISþ
�?3åÚ�ã;,��¡duôÂö»�Eâ�
uÐ, L�@�S��EâÃã, �X�m�í£
®²J±�yS�, ¿��DÚ� Ad-hoc �ä�
', WSNS !:���U
�, !:�O�Uå$
±9�;]
k�, l
��·^u WSNS !:�
\��{'��; 
DÚ�\��{X DES (p?
\�IO), AES (êâ\�IO), RSA �ÏÙ¤I
�M�]
�õ
Ø·^u WSNS !:�êâ\
�¥, Ó�duyk� WSNS S�Å�ïÄØv,
Ï
ïÄU
·^uÃ�Daì�ä#�S�n
Ø�\)�EâÒw�ék7�
 [4]. �X&E\
)�Eâ�uÐ, WSNS !:�\)�nØÚEâ
Ò½�I����õ�ïÄÚuÐ;Ó��X·b
�DÚ�èÆ��p�^!�p/�±9�pu
Ð, ·bÅì�2�/A^u\�+�, ù�·b
3 WSNS !:�êâ\�A^¥Jø
��#�

* I [ g , � Æ Ä 7 (1 O Ò: 60973162)! ì À � g , � Æ Ä 7 (1 O Ò: ZR2009RM037)! ì À � � E ô ' � 8 (1 O
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HITWHZB200909)!ìÀ�%°½p#Eâmu«�EuÐOy (1OÒ: 201025) ÚìÀ�%°½�EuÐOy (1OÒ: 2008011) ]
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uÐ�� [5].
·by�´�3(½5���5XÚ¥Ñy

��«mqÃ5K!aq�Å�y�, ´g,.Ê
H�3�E,$Ä/ª; ·bØ´{ü�ÃS
´
vk²w�±ÏÚé¡, §´äk´L�SÜ�g
�kS(� [6]. ·b�;�·ÜA5Ú·b&Ò
�a�ÅA5±9éXÚëê�¯a5�A:, ¦
�·b�ÊHA^u�èÆ [7−11] �Ï&��+
�¥ [12−15]. �X·bnØ�ØäuÐ, ·b�è
Æ�ïÄÚA^+����
Øä�ò�;Ó�y
k� WSNS S�Å�ïÄØv±9 WSNS ã��
d3A^d�, ¦�ò·bA^u WSNS !:�ê
â\�¤��U. 3©z [16] ¥, �ö�éÃ�D
aì!:]
k��A:, 3Ä�� Logistic N�
�Ä:þ, JÑ
�«·^u WSNS !:��ê
·b\�XÚ (T\�XÚ{P� LCS), ,
3©
z [17] ¥�ö�éT�{?1©Û?Ø�, �ÑT
�{éØ�õ, S�5�$, |^�©©Û{Ò�
òÙ»È.

�©�é±þ�¹, �â WSNS ¥Daì!
:�A:, JÑ
�«Äu Devaney ·bnØ�
·Ü�.ê�z©|\��{ ({¡� MCS), T
�{U
3Daì!:k��]
e¢y¿÷
v\�êâ��«S�5±9�m!�ÝÚ�;
�m��¦.

�©�Ì�SNSüXe: 1�Ü©, Ì�
ïÄ
~A^u WSNS ¥�A«­��DÚ\
� � {, Ù ¥ � ) RC5§RC6§AES-Rijindael ±
9 SKIPJACK � � { � ï Ä; 1 n Ü © ´ · ^
u WSNS �·b�§9Ù�.ê�zïÄ; 1o
Ü©´ WSNS ¥ÄuÄ�S��·Ü·b\��
{�O, Ì�´ÄuÄ�S��·Ü·b©|\�
�)��{�XÚ�O; 1ÊÜ©´¢��yÚ
©Û�ã, T�ãÌ�´é¢�êâ?1S�5
±9·^5��©Û; 18Ü©o(�©¤�O
�\�XÚ.

2 DÚ\��{ïÄ

2.1 RC5 ���{{{

RC5 ´ëê�C�©|�è�{, �±L«
� RC5-W/R/b, Ù¥ W L«�\��i�'A�
Ý,Ï~�±� 16 bits, 32 bits, 64 bits; R ���\
�L§��1�Óê; b L«\����i!�Ý,
��� 128 bits, ���ØU�L 255 bits. §´ Ron

Rivest u²�, d RSA ¢�¿©Û [18,19]. RC5 �
{´�«é{'��{, §éêâ�?n=æ^

�~·^u���?nìþ$1�~�$�X�
\!U \!É½ÚÌ�£ �; lÙ�{��O
��, RC5ÏLæ^Ì�£ gê�6uÑ\êâ
�Eâ, ¢y
Ì�£ gêØU�ýÿ�Uå;
¿��äk¤Ó�;�m�!$1�Ý¯�Óê
Ú���Ý�C�A:. RC5 duÙ¤äk�A
:÷v
WSNS !:�\�I¦, l
�2�A^
u WSNS ¥. nØïÄ©ÛL² RC5 duÙ*Ñ
5Øv, �3�½S�Û� [20]. �{Ì�g��©
z [21].

2.2 RC6 ���{{{

RC6 ´�� AES(advanced encryption standard)
�ÿÀ�{JC� NIST ��«#�©|�è�
{. �
U�Ð/÷v AES �S��¦, §3 RC5
�Ä:þO\
éS�5��Ä. RC6 U«
 RC5
�O{ü!2�¦^êâ�'�Ì�£ g�;Ó
��
OrÙ-|ôÂ�Uå, RC6 U?
 RC5
¥Ì�£ � êØ�6uM�ì¥¤k �Ø
v [22]. RC6 ´é RC5 ?�Ú�uÐ, \\
�g
¼ê f(x) = x∗(2x + 1), l
Jp
�è*Ñ�
Ý, ¤±�éu RC5 
ó, RC6 �^���Ì�5
OrÙS�5. Ó�du RC6 �?n¬� 128 bits,
���Ý�C, ´��ëêz��{, �±L«
� RC6-W/R/b, Ù¥ W L«��i�'A�Ý,
Ï~´ 32 bits, R �L\��{¤��1�\�Ó
ê, b L«����Ý (±i!�ü ). ¤±^r�
±�âI�(¹/�½ W , R, b ±÷v�5�uÐ
Ú½|�I¦. ©z [23]JÑ
T�{�Ì��O
g�.

2.3 AES-Rijndael ���{{{

AES ´{II[IO�EâïÄ� (NIST) �

Ïé�«U
^5O� DES 
d Joan Daeman
Ú Vincent Rijmen ü '|��Æ[ïÄ�Om
u��{. duT�{æ^
 Rijndael �{, �q
¡ AES-Rijndael �{. AES �{æ^�´ SP (�
�O���ä(�; ©|��Ý� 128 bits, kn«
�À����Ý©O� 128 bits, 192 bits, 256 bits,
Óê r �6u���Ý. e���Ý� 128 bits,
K r = 10; e���Ý� 192 bits, K r = 12; e�
��Ý� 256 bits, K r = 14[24]. z�Ód�5·Ü
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�!��5�Ú��\�|¤, �5·Ü�å*Ñ
�^, ��5�d S Ý�¤å· ��^, ��\
�´{ü�f��ë��É½$�, \)�L§©
OI� r+1 �f�� [25]. ©z [26]JÑ
T�{
�Ì��Og�.

2.4 Skipjack ���{{{

Skipjack ´{I�?3 Clipper �¡Ú Fortezza
PC k¥¦^���\��{. §´�����
Ý� 80 bits!²©Ú�©�Ýþ� 64 bits!Óê
� 32 �©|�è�{, )�����Ñ\�\�
�Ñ\^S´���.

Skipjack �{�\�L§�) A, B 5K, \�
�{kò 64 bits �²©©|¬©¤ 4 � 16 bits �
²©f¬ w0

i , 0 6 i 6 4, �1 A 5K 8Ó, ,�=
\�1 B 5K 8Ó, 2�1 A 5K 8Ó, 2�1 B

5K 8Ó, ���©: w32
i , 0 6 i 6 4; )��òÑ\

� 64 bits ��©©|¬©¤ 4 � 16 bits ��©f
¬ w32

i , 0 6 i 6 4, k�1 B−1 5K$� 8Ó, 2�
1 A−1 5K 8Ó, ,�2�1 B−1 5K$� 8Ó,
2�1 A−1 5K 8Ó, ��²© w32

i , 0 6 i 6 4, ©
z [27]JÑ
T�{�[��Og�.

3 ·^u WSNS �·b�§9Ù�.
ê�zïÄ

·bÆ�uÐlØméäN·bXÚ�ïÄ,
Ó�, ·b�A^ïÄ�lØmäN�·bXÚ,
Ù¥á(N�Ú Arnold N� (cN�) Ò´ü«;
.�¢ê�S�·bXÚ. ,
du WSNS !:�
i\XÚØò�?n2:!õi!Ø{�$�, Ï

ïÄ��ÚÌÝÑlÑz�·b�§, òkÏu
·b\�3 WSNS ¥�A^. e¡äN0�á(N
�Ú Arnold N� (cN�) 9Ù�.ê�z�{.

3.1 ááá(((NNN���999ÙÙÙ���...êêê���zzzïïïÄÄÄ

á(N����½Â�

xn+1 =


xn

a
, 0 6 xn < 0.5,

(1 − xn)
(1 − a)

, 0.5 6 xn < 1.
(1)

TN�´ÏLÚ\�Cëê a ��¤¢��á(
N�, a ���û½
á(º:� �, � a = 0.5
�º:3¥m, d�ÒC¤
IO�á(N�. Ï

L?�Úí2, �±���a©ã�5N�, Ù�
§�

xn+1 =



xn

p
, 0 6 xn < p,

(xn − p)
(0.5 − p)

, p 6 xn < 0.5,

(1 − xn − p)
(0.5 − p)

, 0.5 6 xn < 1 − p,

(1 − xn)
p

, 1 − p 6 xn 6 1,

(2)

Ù¥: xn L«1 n gS���, xn+1 L«1 n + 1
gS���, a � p �ëê.

á(N��`ÉA5��´Ùäkþ!�©
Ù¼ê, 3¢ê�SÙ5�´·b�, äk��Ú
òUA5. Ù��A5�ª����:��ê©l,
=¯a�Ð©^�; ÙòUA5K¦Ù�±)¤S
��k.5, �¦N�Ø�_. XJòÙd¢ê�
þ?1�$��d/=z��ê�þ��ê$�,
¦Ù¤��ê�þ�á(N�, KÓ��¬�±á
(N�¤äk���ÚòUA5.

éu/X (2) ª�©ã�5N�, é (2) ª
ü >Ó� ¦ ± a, - p = 1/4, Zn = axn, K
k Zn+1 = axn+1, òÙ�\ (2) ªz{� (3) ª

Zn+1 =



4Zn, 0 6 Zn <
1
4
a,

4Zn − a,
1
4
a 6 Zn <

1
2
a,

3a − 4Zn,
1
2
a 6 Zn <

3
4
a,

4a − 4Zn,
3
4
a 6 Zn 6 a.

(3)

- (3) ª¥�½Â���ê�, XJ� a = 2w, w
�O�Åi�, K Zn ������Ð´O�Å
i�UL«�ÃÎÒ�ê�� (Ø� 2w ä:), @
o (3) ªÒ´3O�Åi�L«�ÃÎÒ�ê�
�S��.S�$�. ù�éu (3) ª��êO�
�I�?1£ !¦{!\{ (¦Ö) =��¤.
Ïd, æ^ (3) ª�·b�.S�$�´�~·Ü
u WSNS !:�i\XÚ�?n.

éu (3) ª����Ü�êS�)
ó, �±
��ü�­½�"), ©O� 0 Ú a; ,
3k�
��?� lÑêiO�¥, duþzØ���3,
=¦Ð©�Ø�", Kd (3) ª²Lõg�S�O
�, ���� a �, K±�2S���Ò�±�"
�. �
�Øù«y�, ��U?�.©ã�5N
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��5�, 7Lé (3) ªN��

Zn+1 =



4Zn + 1, 0 6 Zn <
1
4
a�Zn�Ûê,

4Zn − 1, 0 6 Zn <
1
4
a�Zn�óê,

4Zn − a,
1
4
a 6 Zn <

1
2
a,

3a − 4Zn − 1,
1
2
a 6 Zn <

3
4
a,

4a − 4Zn + 1,
3
4
a 6 Zn < a�Zn�Ûê,

4a − 4Zn − 1,
3
4
a 6 Zn < a�Zn�óê.

(4)
l (4) ª¥�±wÑ, 4a − 4Zn + 1 Ø¬Ñy�u
�u a ��¹ (a = 2w, w ��´ 8 ��ê�), Ï
� Zn �Ûê, ¤± 4a − 4Zn + 1 �.S�)�
��� [5, a − 3]. Ón��, ��3 (4) ª5½�
��S?1�.S�ö�, @oÙS�)���
� Zn ∈ [0, a − 1], �Ø¬Ñy­½�"). 3 (4)
ª¥ÏL�� Zn �Ûó55�Ø��� −1 Ú�
u�u a �AÏ�¹. Ó�du (4) ª´©ã��
5N�, ¤±3 Zn ∈ [0, a − 1] ��S�½´÷v
µ45½n.

¤±Äu±þ©Û?Ø��, Äu©ã�5
N�U?��.·bO� (4) ªéu3�ê�
� [0, a − 1] S�¤
���ê�êXÚ.

3.2 Arnold NNN��� (cccNNN���) 999ÙÙÙ���...êêê���zzz
ïïïÄÄÄ

Arnold N���§½Â� xn+1 = xn + yn, (mod1)

yn+1 = xn + 2yn, (mod1)
(5)

�
�BA^, �S.ur§�¤Ý
/ª� xn+1

yn+1

 =

 1 1

2 1

  xn

yn

 mod1, (6)

Ù¥: xn, yn L«1 n g�S��, xn+1, yn+1 L
«1 n + 1 g�S��, ÙC�XêÝ
� C = 1 1

1 2

, ¿�7L÷vÙXêÝ
1�ª�u 1,

ÏdcN�´�����¡È!�_N�!vk
áÚf�N�. cN��).�ÚòUü�L§,
¦±Ý
 C, ¦ x, y C�, ��u.�; ��¦ x,
y qò£ü Ý
S, ��uòU. cN�´��
·bN�, Ó��´����N�, ü Ý
S�
z�:ÏLC�ò��/C��Ý
S�,�:.

cN�Ï~^uã���: ���Ï, �´ÏL
*ÿ�uy, ��±é�B/ÏLòcN��.
ê�z
^u·b�.\�XÚ¥, �.ê�z�
�cN��,�±X�kûÐ�.�ÚòUA5.
- (5) ½ (6) ª¥�Cþ�½Â���ê�, 2éÙ
?1¦�=�, �.ê�z���§� xn+1

yn+1

 =

 1 1

1 2

  xn

yn

 mod2w (7)

Ù¥ w �O�Åi�, ducN��.�ÚòU¦
� xk, yk ∈ [0, 2w − 1], ùL«cN�S�����
�Ðá3O�Åi�¤UL«�ÃÎÒ�ê��
S (Ø� 2w ä:), ¤± (7) ªÒ´3O�Åi�¤
UL«�ÃÎÒ�ê��S (Ø� 2w ä:) �S�
$�, ù«$��´·Üu WSNS !:i\XÚ�
?n.

éu (7) ª����Ü�êS�)
ó, �k
� xk, yk Ó��"�âU����­½�"). �

�ØÑy�­½"), ��U?�.cN��5
�, nØþ��4S�Ñ\� xk, yk ØÓ��"�
=�, ¤±3¢SA^¥�±ÏLuÿe�g�Ñ
\�´ÄÓ��", X�", K�±òÙÑ\�?
��Ù¦��=�.Ó�du�.ê�zcN��
.�ÚòUA5¦� (7) ª3 [0, 2w − 1] ��S�
½´÷vµ45½n.

¤±Äu±þ©Û��, ÄucN�U?��
.·bO� (7) ª3�ê�� [0, 2w − 1] S�¤

���ê�êXÚ.

4 WSNS ¥ÄuÄ�S��·Ü·b
\��{�O

·���, 3�O\�NX�kAa�ä(
��²~¦^, §�©O´ Feistel �ä (X DES,
FEAL, TWOFISH, LOKl97, GOST), C . Feistel
�ä (X RC5, MISTY2, CAST-256) ± 9 SP �
ä (X IDEA, Rijndael, SAFER)[28]. �©KJÑ
�
«Äu·Ü·bN� (©ã�5N��cN�) ¿
æ^ Feistel �ä(��#�©|\��{. T�{
¦^
 CBC �\)��ª (Ð©�þ�� 32 bits),
©|�Ý� 32 bits, ���Ý� 128 bits, \�Óê
� 13. du��� WSNS !: CPU �Åìi�
� 8 bits, �
¦�{U
�Ð�¯/�!:�M
�¤�1, ��¦¤�O�\��{U± 8 bits �
ü�5éêâ?1?n, ¿�3?1O��L§
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¥�U^�£ !¦{ (õê¦{´ÏL£ ?
1)!~{ (¦Ö) Ú\{��~·Ü WSNS !:i
\XÚ?n��.$�ö�.

4.1 ···ÜÜÜ···bbb\\\������{{{

{�/`, �©¤æ^� Feistel �ä(�\�
�{Ò´3��Ó¼ê F �õg�^�e, ò�A
�²©©|=�¤éA��©©|. ��� R Ó
� Feistel �ä(�\��{, Ù©|�Ý� 2n bits,
@ o zÓ� ö � � / ª / ½ Â X e: Roundi :
Li−1 ‖ Ri−1 7→ Ri−1 ‖ F (Ki, Ri−1) ⊕ Li−1, Ù
¥ i = 1, 2, · · · , r, Li Ú Ri ©O�©|��mü�
Ü© (üÜ©��Ýþ� n bits), Ki �1 iÓ¦^
�\�f��, dÌ�� K ÏL,«�{�); Ù
¥ F ¼ê´��\�NX�Ø%Ü�, 3 Feistel �
ä(�¥, ù�¼ê�±Ø7�¦Ù´�_�, �
Ï~7L´U
å�· �^���5¼ê.

��{´3¼ê F ¥\\
ÄuÄ�S��
·Ü·bÅ�, du3T�{¼ê F ��O¥¢y

·b�§Ä�ÀJS�gê�Eâ, ±9·bä
k�ûÐ�èÆA5, l
��¼ê F ���51
�ò�\E,ÚJ±ýÿ. ã 1 �Ñ
�©�O�
ÄuÄ�S��·Ü·b\��{��N£ã, T
�{�gU?n 32 bits êâ, 
�éù 32 bits êâ
�?nÑ´± 8 bits �ü 5?1�;Úö��,
ù�Ò�±��N^!: CPU S��Ä��üi
! (8 bits) $��-5�¤$�Ú�;�ö�, ¿�
\��{3�1ö��L§¥�^�
£ !¦
{ (õê¦{´ÏL£ ?1)!~{ (¦Ö) Ú\
{��~·Ü WSNS !:i\XÚ?n��.$
�ö�, Ó�ù
Ñ´!: CPU S��Ä�$�
�-, �±��N^, ùÒ¦�\��{äk
Ñ
U�!S�5p!Ñ��±9$1¯�`:. �{
U|± 128 bits �Ý���, Ó�3�mÚ�mE
,Ý#N��¹e�IUÄ�{�����ëê
Ò�¢yÄ�/*Ð����Ý
¦��{÷v
#�S�5�¦.

��\��{��1
 13 Ó (ÏL¢��y
uyÀJ�1 13Ó´Äu±eü:: �´Daì
!:��;�m±9\��1�Ý½�m; �´�
Ä�
�{�S�5), Ù¥zÓÑ¦^
��\�
f�� Ki, 
z�\�f��Ó�q�¹
 4 �
f��©þ©O� Ki(1),Ki(2),Ki(3),Ki(4), ù

f�� Ki(i = 1, 2, · · · , 13) Ñ´Ì��ÏL�
½���*Ð�{�)Ñ5�. Ó��
Or�{

�S�5, zÓ� F ¼ê¥�ü��.ê�z·b
�§�1�Óê�´�â§��Ð©Ñ\�
Ä
�/ÀJ. Ø1�ÓÚ���Óvk��	, Ù{
�ÓÑ��Ó�¼ê F $�. �dÓ�3�{�m
©�(�?�O\
�� 32 bits ��ö�, ±d�
�Or�{�*Ñ5.

ã 1 Äu Feistel �ä�·b\��.

ã 2 ÄuÄ�S��·Ü·b� F ¼ê

4.2 ÄÄÄ���···ÜÜÜ···bbb��� F (((���

¼ê F �SÜ(�Xã 2 ¤«, Ù¥ ⊕ L
«U É½, ¢ L«� 28 \{$�, ¼ê f1, f2

©OL«�.ê�z�cN��§ (7) ªÚ©
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ãN��§ (4) ª, Kr(t), (t = 1, 2, 3, 4) �L1 r

Ó\�f��� 4 �\�f��©þ, T¼ê F

�¢yÌ�´�6u f1, f2 ¼ê�=�§ (7) ª
Ú (4) ª, Ù¥ f1, f2 ü��.ê�z·b¼ê�
1�S�ÓêÄ�/�6u§��Ð©Ñ\�,
�=3�{�1�z�Ó¥, f1, f2 ùü��.ê
�z·b¼ê�S�ÓêÑ´�â§��Ð©
Ñ\�5Ä�ÀJ�, 8�Ò´O\6ÏÚ*Ñ
�J. ¼ê F ò 2 � 8 bits �Ñ\f©|3\�
f�� Kr(t), (t = 1, 2, 3, 4) ���e²LÉ½,
� 28 \{9�§ (7) ªÚ (4) ª��^
=�� 2
� 8 bits �ÑÑf©|, Ù¥1 iÓ\�f�� Ki

dÌ�� K = K1K1 · · ·K16 Uì 4.3. !¤«��
�*Ð�{)¤.

4.3 ������ Kr(t) ***ÐÐÐ���{{{

��´�è�{�O¥��Ä���­�Ï
ê, 3�Ä���O�AT¦�U/¦\�f��
�Ì���m�'XE,z, 8�Ò´O\d\�
f��íÑÌ���JÝ, �y\�NX±9��
�S�5.

Ron Rivest 3 1994 c�O� RC5 ©|\��
{¥æ^���*Ð�{´ÏLæ^Ð©Ì��
����*Ðëê��{5��\�f����
), ù«��*Ð�{�`:Ò3u§U¿©/ò
Ð©Ì��z�'A �K�*Ð�\�f��
¥�, ùÒ¦�ôÂö=¦3¼�f����¹e
�Ã{©ÛÑÐ©Ì��, l
Jp
 RC5 ��*
Ð�{�S�5U, ¿���*Ð���{�$�
þØE,�N´3Daì!:þ¢y. Äu±þ�
â, �©���*Ð�{ò3 RC5 ��*Ð�{�
Ä:þ?1�'?U±÷v WSNS !:$���
¦. äN�YXe.

1) Ð©z���þ S

ÄkÏL RC5 � Pw, Qw � w �'X, ±9
�k� Pw, Qw O�ª��� w = 8 �� P8, Q8

� [29,30], ,�2ÏL±e��èÐ©zÌ���
þ S (Ù¥ t = 16, �\�¤IÐ©Ì���i!
ê):

S[0] = P8;

for(i = 1; i < t − 1; i + +)

S[i] = S[i − 1] + Q8.

duzÓ�ö�Ñ�¦^��\�f��,

z�\�f��¥q�¹
 4 �f��©þ,

@o 13 ÓS�ÒI� 13 �\�f��, 
z�
\�f��¹ 32  , nØþ�±@� S Ò´�
� 13 × 32 bits �Ý
 (�þ), ¤± S �þÒ�Ó
^ 52 bytes ��;�m. �,���Ý��S�
5Ò�p, ¤I��;�m�Ò��, ¤±3�Ä
� WSNS !:�mk�±9�{�1¤I�S�
5!UÑ!�Ý½�m�¯K�, �©æ�
�«
Ün¿�k��ò¥�{, =ÏL S[i] → S[i%16],
(i = 0, 1, · · · , 51) é S �þeI?1ù�{ü�?
n�Q÷vS�5q!��m.

2) )¤ Kr \�f��
ò¹k 16 �i!�Ð©Ì�� K[0 · · · 15] E

��¹k 16 �i!��þ L[0 · · · 15], ,�2ÏL
±e��è��\����þ S (Ù¥ t = 16):

A = B = 0; i = j = 0; k = 3 ∗ t;

for(; k > 0; k −−){

A = ROTL(S[i] + A + B, 3);S[i] = A;

B = ROTL(L[j] + A + B,A + B);L[j] = B;

i = (i + 1)%t; j = (j + 1)%t; }

Ù¥ ROTL(X,n) �L�Ì�£ : ò X Ì��
£ n  .

4.4 )))������{{{

Feistel �ä(��è����~Ð�A�´
äk�Ó�\�Ú)�(�, ù�¿�X)�Ò´
\��_$�
®, ¤±)��I¦^�\���
^S�\�f��=�. ¿�¼ê F �±�O��
~E,
�±Ø�¦§��_5, Ï� Feistel �ä
(��A:�y
©|\��{ÃØ¼ê F ´Ä
�_Ñ�±�y�{��_5, = Ri⊕F (Li,Ki) =
(Li−1 ⊕ F (Ri−1,Ki)) ⊕ F (Li = Ri−1,Ki) = Li−1.

5 ¢��y9�«5U©Û

5.1 ***ÑÑÑÚÚÚ···ÏÏÏAAA555©©©ÛÛÛ

Shannon[31] 3Ù²;©Ù¥JÑ
�O©|
�èNX�ü^Ä����K, =*Ñ (diffusion)
Ú·Ï (confusion) �K. *Ñ´òz� ²©�K
�¦�U/�^��õ��© ¥�, Ó�, ��
¦þ¦z� ���K��¦�U¯/*Ñ��
õ��© ¥�, F"�©¥�?�'AÑ�¦�
U�²©!���'é, ±Bk�/Ûõ²©�Ú
OA5. ·ÏK´^uùX��½²©��©�m
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�'X, ¦��½²©��©�m�ÚO'X¦�
U/E,z, ±;�ék5Æ��5'X�Ñy.

3©|�è�{N�¥, �{�·Ï*Ñ§Ý
�±ÏL��5*ÑA5�ÚOuÿ�Ñ, \�
�{���5*Ñ§Ý©ÛÏ~�)�{���
5!È��A!î�È�OK�n��¡. ��
5ÚÈ��AÄkd Kam Davida Ú Feistel ©O0
�, 
 Webster Ú Tavares K?�ÚJÑ
î�È�
OK�Vg.

¤¢��5´�\�¼êÑÑ�z�'AÑ
�Ñ\�¤k'A (�)²©���) k'; ¤¢È
��A´�Ñ\?�'A (�)²©���) �U
CÑAE¤ÑÑ²þ�ê'A�UC; ¤¢î�È
�OK´�Ñ\?�'A (�)²©���) �U
CÑAE¤ÑÑz�'A± 1/2 �VÇu)UC.

XJ� F ´�� n 'AÑ\, m 'AÑÑ�
C�¼ê, PÑ\�þ� X = (x1, x2, · · · , xn) Ù
¥ xk ∈ {0, 1} , k = 1, 2, · · · . =UC x �1 i 'A
��Ñ\�þ� X(i), i = 1, 2, · · · , n. K§�éA
�ÑÑ�þ�©OP��?��þ F (X), F (X(i)).

�¼ê F �Ñ\Cþ�g��f8 T ⊂ Zn
2 ,

Ù¥ Zn
2 L«¤k� n 'A��?�8Ü, P #T

�LÑ\�þ�ê. P aij = #{X ∈ T |(F (X))j 6=
(F (X(i)))j}(Ù¥ i = 1, 2, · · · , n; j = 1, 2, · · · ,m)
L « T ¥ � Ñ \ � þ X Ú X(i) é A � Ñ Ñ
�þ�m1 j 'AØÓ��ê; bij = #{X ∈
T |WH(F (X)⊕ F (X(i))) = j}(Ù¥ i = 1, 2, · · · , n;
j = 0, 1, ...,m) L« T ¥�Ñ\�þ X Ú X(i) é
A�ÑÑ�þ�m��©Ç²­þ� j ��ê. Ï
L±þ`²·��±©O^ d1, d2, d3, d4 5L«�
{��5*Ñ§Ý�Ýþ [32]

d1 =
1

#T ∗ nm

×
n∑

i=1

( ∑
X∈T

WH(F (X) ⊕ F (X(i)))
)
, (8)

d2 = 1 − 1
nm

#{(i, j)|aij = 0}, i = 1, · · · , n

j = 1, · · · ,m

 , (9)

d3 = 1 − 2
#T ∗ nm

n∑
i=1

∣∣∣∣∣∣
m∑

j=1

jbij −
m

2
#T

∣∣∣∣∣∣, (10)

d4 = 1 − 2
#T ∗ nm

n∑
i=1

m∑
j=1

∣∣∣∣aij −
1
2
#T

∣∣∣∣, (11)

Ù¥ d1 �È��A§Ý�Ýþ; d2 ���5§Ý
�Ýþ; d3 �È��A§Ý�,�«Ýþ; d4 �
î�È�§Ý�Ýþ. e d1 ≈ 0.5, d2 = 1, d3 ≈
1, d4 ≈ 1, K`²�{÷v��5*Ñ�Ä��¦,
=�±@�\�¼êäkéÐ���5ÚÈ��
A,÷vî�È�OK, äkéÐ�· *ÑA5,
U
-|�©�è©Û [33].

� © é RC5, RC6, · Ü · b © | \ � �
{ (MCS), AES-Rijndael, SKIPJACK ±9 Logistic
·b©|\��{ (= LCS; LCS �{´ÏLü�
� Logistic �§5¢y, 
 MCS K´ÏL©ã�
5N�ÚcN�ü�·b�§5¢y�, Ød�
	 LCS � MCS ��O�NÑ´�Ó�)8«\�
�{?1��5*Ñ5ÿÁ'�, ÿÁÑ\�þÏ
L Matlab 5�) 360000 | 32 bits �ÃÎÒ�Å�
ê [28], �âØÓ��{�)�ÑÑ�þk 32 bits,
64 bits ±9 128 bits n«, P #T = 360000, Ù
¥ RC5 ©|�{�Ñ\ÑÑëê©O� n = m =
64 bits, Ð©Ì����Å�)� 256 bits, S�Ó
ê� 20(í��); RC6 ©|�{�Ñ\ÑÑëê
©O� n = m = 128 bits, Ð©Ì����Å�
)� 256 bits, S�Óê� 20 (í��); MCS �Ñ
\ÑÑëê©O� n = m = 32 bits, Ð©Ì�
���Å�)� 128 bits, S�Óê� 13 (í��)
; LCS �Ñ\ÑÑëê©O� n = m = 32 bits,
Ð © Ì � � � � Å � ) � 128 bits, S �Óê
� MCS �Ó; AES-Rijndael �{�Ñ\ÑÑëê
©O� n = m = 128 bits, Ð©Ì����Å�)
� 256 bits, S�Óê� 14 (���); Skipjack �{
�Ñ\ÑÑëê©O� n = m = 64 bits, Ð©Ì�
���Å�)� 80 bits, S�Óê� 32 (í��).

L 1 �Ñ
8«\��{�²©é�©��
�5*Ñ¢�(J; L 2 �Ñ
8«\��{��
�é�©���5*Ñ¢�(J. L 1 �L 2 ´3
Ø�Ä\��{�\��ª
��é�{��

�Ñ�¢�ÿÁ(J, ùÒ�UNy\��{��
¤äk�S3S�5U.

lL 1 ÚL 2 ¥�±wÑ, LCS �Nþ´Ø÷
v��5*Ñ�Ä��¦�, 
 MCS ´��÷v
��5*Ñ�Ä��¦, äkéÐ���5ÚÈ�
�A, ÷vî�È�OK, �=kéÐ�· *Ñ
A5, U
-|�©�è©ÛôÂ, ¿� MCS ��
�5*ÑÝþ�ÊH'Ù¦�{�Ð. ùÒ`²

·Ü·b'ü�� Logistic ·b3S�5þ�äk
`³,Ó��L²·b^u�èÆ�ã�dU.

030502-7



Ô n Æ � Acta Phys. Sin. Vol. 61, No. 3 (2012) 030502

L 1 8«�{�²©é�©���5*Ñ¢�(J

ÿÁ�{ ²©é�©���5*ÑÝþ�

d1 d2 d3 d4

RC5 0.500018 1.000000 0.999786 0.999786

RC6 0.499991 1.000000 0. 999779 0.999779

MCS 0.500000 1.000000 0.999809 0. 999809

AES-Rijndael 0.499977 1.000000 0.999781 0.999781

Skipjack 0. 499975 1.000000 0. 999761 0. 999761

LCS 0.470363 0.939453 0.940405 0. 940405

L 2 8«�{�²©é�©���5*Ñ¢�(J

ÿÁ�{ ²©é�©���5*ÑÝþ�

d1 d2 d3 d4

RC5 0.500003 1.000000 0.999770 0.999770

RC6 0.500004 1.000000 0. 999799 0.999799

MCS 0.500008 1.000000 0. 999779 0. 999779

AES-Rijndael 0.499997 1.000000 0.999763 0.999763

Skipjack 0.500013 1.000000 0.999765 0.999765

LCS 0.499910 1.000000 0.999626 0.999626

5.2 ²²²©©©������©©©iiiÎÎÎêêêâââ���²²²ïïï555©©©ÛÛÛ

�
�y�©�O�·Ü·b\��{3²
©��©iÎ� ASCII �±9�©� 0-1 ��S
�êâ²ï5�¡�5U, ·�ò©O��²©�
�©iÎ� ASCII ��²ï5©Ù (ã 3 Úã 4)
±9�©� 0-1 ��S�êâ²ï5©Ù (ã 5) ü
��¡.

ã 3 ²©êâ¥�iÎ� ASCII �Ó'�¹

�
¦�UO(/�N\��{�ý¢5U,
�©AÀ�
��Nþ��� 14.6 MB �©�©
�5?1\� (CBC �\��ª), Ù¥\�Ð©
Ì�� (o� 16 bytes) �ÅÀ�, Ó��½��
��� 4 bytes �Ð©\��þ±9�½\��

Óê� 13.

ã 4 �©êâ¥�iÎ� ASCII �Ó'�¹

ã 5 �© 0-1 ��S�êâ²ï5Ó'�¹
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lã 3 Úã 4 ¥�±²w/wÑ, �©êâ
�²©êâ¥�iÎ� ASCII �Ó'�¹ké
��ØÓ: ã 3 ¥�©²©êâ� ASCII ©Ùã
L²
²©iÎ� ASCII �äkér�ÚOÆ
A5, �=ª�Ñy3²©iÎ¥��´é��
�Ü©iÎ, Ù{�Ü©iÎÑy�gêK�~
�. ,
nØþ���¢�êâ¥�iÎ� ASCII
�Ó'ATÑ8¥3 0.00390625 þe��S, 

ã 4 ¥��©êâ�iÎ� ASCII �Ó'�¹
L²
\���êâ¥�iÎ�Ó'©Ù'�
þ!, �ÙÓ'Ñ8¥3 0.00390625 NC���
S, ù�ÒUéÐ/ÛõC�c�ÚO©Ù5Æ.
3ã 4 ¥�Ñ
 MCS � LCS ü«\��{�
¢�é'(J, l¥�±wÑ�Ü©�:Ñ8¥
á3 0.00388—0.00393 ��S, �´ MCS þ�:
á3d��S�:�' LCS �õ, LCS þ�:á
3 0.00385—0.00388 � 0.00393—0.00395 ü���
S�:�' MCS õ, ù�`²
MCS �' LCS �
äk�èÆþ�`³.

ã 5 ´éù8«\��{ÑÑ��©?1

ÚO5©Û��� 0-1 ��S�êâ²ï5Ó
'�¹ã, Ù¥p�I� 0-1 ��'´ÏLúª:

1 − |��0 − 1�ê��|
�©ÿÁS��Ý

O��Ñ; lã 5 ¥�±

wÑ, oNþù8«�{� 0-1 ��S�êâ²ï
5Ó'Ñ�C 1, ��XÿÁS��Ý�O�, MCS
�²ï5ÅÄ'��.

5.3 &&&EEE���ÿÿÿÁÁÁ©©©ÛÛÛ

&E��úªX (12) ª¤«

H(S) =
∑
S

P (si) log2

1
P (si)

, (12)

P (si) �LX3��ÿÁ&E
 S ¥z�iÎ si

Ñy�ªÇ, z�iÎÓ
 8 bits, XJ��&E

ÎÜÚ�þ!©Ù, KnØþz�iÎÑy�
VÇ� 1/8, ¤±�â (12) ª\O�����AT
� 8, ¤±��Ð�\��{���AT¦�U/
�C 8. lL 3 �Ñ��«�{\�������
�±wÑ, MCS ������puÙ¦o«�{,
ù`²
MCS äkéÐ��ÿÁ5U.

L 3 8«�{\�¤éA���

�� RC5 RC6 MCS AES-Rijndael Skipjack LCS

H(S) 7.999982 7.999989 7.999990 7.999987 7.999991 7.999989

5.4 ������999���������mmm©©©ÛÛÛ

��Ð�\��{Ø=�ké���¯a
5 (XL 2 ¤«),Ó���¦T\��{�SÜ[
!�±úm, �ÙS�5���ûu���S�5,
Ó����S�5�´����m���k;�
�éX: Ù¦^��½��¹e, ���m��, Ù
S�5�Ò�p, ¤±���mAT���v±-
|¡ÞôÂ�§Ý. �©�O�·Ü·b\��{
���k 128 bits,Ó��{æ^ CBC �\��ª,
¤±§� 32 bits �Ð©�þ�±����9Ï�
�, ���|Ü�� 2160 ≈ 1.46 × 1048 «�U, Ï
d±�c�O�Uå�6�Ã{éT�{¤õ¢
�ÃX��¡ÞôÂ!i;ôÂÚ�����a
.�råôÂ;Ó�·Ü·b�{ÏL
éÐ��
�*Ð, l
¦����m¥Ø�3²w�f��
±9�f��, ù�3�½§ÝþOr
T�{�
S�5.

5.5 SP 800-22 ÿÿÿÁÁÁ���yyy

3?1 SP800-22 ÿÁ�, é 122774400 bits �
© ê â ? 1
© Û, Ù ¥ é ù 
   � ê â © ¤

 100 |?1ÿÁ. MCS Ú LCS �©ÿÁ�n
Ü(J©OXL 4, L 5 ¤«.

SP800-22 IO�¦3éz��?1� 100 �
ÿÁ|¥���k 96 |ÏLâU(½ÏLù�
ÿÁ; 
3�Å¤£Ú�Å¤£Cþü�ÿÁ¥�
Uuy3�½� 100 ��ÿÁ|¥�UçÀÑ 66
(½ 70) |?1ÿÁ, ÓnIO3éçÀÑ�U

?1ÿÁ� 66 (½ 70) �ÿÁ|?1ÿÁ�, �¦
���k 62 (½ 66) |ÏLâUÏLù�ÿÁ. l
L 4 ÚL 5 �Ñ�(J©Û��, MCS � LCS Ñ
UÏL SP800-22 IO���ÿÁ, ,
3� RC5
� SP800-22 ÿÁ(J'��±uy (RC5 �ÿÁ
(J��Ñ), RC5ÏØL Overlapping Template �
ÿÁ, ù�3�½§Ýþ`²
·b3�èÆ+�
¤äk�`³.
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L 4 MCS �©� SP800-22 ÿÁ

ÚOÿÁ '~ P - � (J

ªÇ 98/100 0.494392 ¤õ

¬ªÇ (m = 12280) 99/100 0.595549 ¤õ

\Ooê
Forward 98/100 0.071177 ¤õ

Reverse 98/100 0.759756 ¤õ

i§ 99/100 0.304126 ¤õ

�i§ (M = 10000,N = 100) 100/100 0.437274 ¤õ

� 100/100 0.055361 ¤õ

lÑ Fourier C� 100/100 0.304126 ¤õ

Ø­U���� (m = 9,B = 000010011) 100/100 0.946308 ¤õ

­U���� (m = 9, M = 1032, N = 968) 100/100 0.028817 ¤õ

Ï^ÚO (L = 7, Q = 1280, K = 141577) 100/100 0.554420 ¤õ

Cq� (m = 10) 97/100 0.851383 ¤õ

�Å¤£ (x = −3) 66/66 0.378138 ¤õ

�Å¤£Cþ (x = 5) 65/66 0.964295 ¤õ

G1 (m = 16)
P - � 1 98/100 0.534146 ¤õ

P - � 2 99/100 0.678686 ¤õ

�5E,Ý (M = 1000) 100/100 0.574903 ¤õ

L 5 LCS �©� SP800-22 ÿÁ

ÚOÿÁ '~ P - � (J

ªÇ 99/100 0.304126 ¤õ

¬ªÇ (m = 12280) 99/100 0.911413 ¤õ

\Ooê
Forward 99/100 0.924076 ¤õ

Reverse 99/100 0.595549 ¤õ

i§ 98/100 0.657933 ¤õ

�i§ (M = 10000,N = 100) 99/100 0.262249 ¤õ

� 99/100 0.534146 ¤õ

lÑ Fourier C� 96/100 0.162606 ¤õ

Ø­U���� (m = 9,B = 000010011) 99/100 0.779188 ¤õ

­U���� (m = 9, M = 1032, N = 968) 100/100 0.191687 ¤õ

Ï^ÚO (L = 7, Q = 1280, K = 141577) 97/100 0.759756 ¤õ

Cq� (m = 10) 100/100 0.153763 ¤õ

�Å¤£ (x = −3) 70/70 0.051001 ¤õ

�Å¤£Cþ (x = 5) 70/70 0.061150 ¤õ

G1 (m = 16)
P - � 1 99/100 0.678686 ¤õ

P - � 2 99/100 0.719747 ¤õ

�5E,Ý (M = 1000) 98/100 0.994250 ¤õ

5.6 ���{{{���111������ÝÝÝ!!!���mmm999���;;;���mmm©©©ÛÛÛ
�¦·b\��{U
^u WSNS ¥, Ø
±

þS�5��Ä�	, �7L�Ä�Ù¦�
¢S
�A^5U¯K, ù�)�1\���Ý½�m!
\�¤Ó��;�m±9¤Ñ�Uþ�¢S¯K.
�`²�´, Ù¥�{�ÑU¯K3�©¥´Ï
L\�§S$1��mÚ�Ý5�N�, Ï�!:
ÑU¯KÌ�Ny3.�ÏÕ!´dÚ�Âuê
â��¡. Ï�!:]
���, ¦� RC6, AES-

Rijndael ±9 Skipjack ��{Ã{3]
k���
ýìþ��$1, ¤±L 6 =�Ñ
 MCS, RC5 ±
9 LCS n«�{3�ýìþ$1���ÿÁ(J,
Ù¥¦^ÿÁ�!:�ýì²�´ TI úi��ª
¡þXÚ CC2430, §äk±eëê: ��ó�IO
Or.� 8051 ü¡Å, 128 K � flash, 8 K � RAM,
¿�Ù©ªªÇ� 32 MHz. lL 6 ¥�±²w/
wÑ, �©�O� MCS ÃØ´3�m!�Ý�´
§SCþ¤Ó��mþÑ���Ðu RC5 � LCS.
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L 6 n«�{3!:�ýìþ�ÿÁ(JXXXXXXXXXX
�{ ÿÁ� �m (µs/byte) �Ý(KB/S) �ÛCþ¤Ó�m (byte) ÛÜCþ¤Ó�m (byte)

MCS 725 1.347 16 18—20

RC5 876 1.115 168 88—102

LCS 790 1.236 26 25—41

6 ( Ø

DÚ�\��{X DES, AES, RSA �ÏÙ¤
I�]
õ!UÑ�Ú�Ýú
Ø·^u WSNS
!:�êâ\�, l
��U
^u WSNS !:�
\��{�. �éù«�¹, �©�Ñ
�«òü
�;.�·b�§ (©ã�5N�ÚcN�) ©O
?1êiz��{, ¿�ÏL(Ü Feistel �ä(�
�O
�«#�©|\��{ MCS. ÏLéÙ?
1�þ�¢�ÿÁ, (JL²T�{äk���m
�!î��È��A!�~Ð�*ÑÚ6Ï5U
±9þ!�ÚO²ï5, ¿ÏL SP 800-22 ÿÁ�
y
T�{;Ó�3�ýì²�þ?1��Ý!�
m9�;�m©Û�ÿÁL²
T�{U
éÐ
/^u WSNS ¥!:�êâ\�.

ù « # � © | \ � � {ÏL � RC5, RC6,
AES-Rijindael ±9 SKIPJACK �~^u WSNS ¥
�A«�{?1
'���, uyÙ3S�5!�
�5!ÑU5!Ó^]
±9�Ý½�m��¡
Ñ'Ù¦A«\��{�ä`³, �Ï´du·b
äk
�èÆ¤�¦�A5, ¿�ù«#�©|\
��{æ^
 Feistel (�!Äu\�Óê�Ä�
S�Eâ±9U?���*Ð�{;,	3� LCS
�{?1'��uy, du#�©|\��{¦^

·Ü·b\�Eâ, l
¦�Ù3S�5�¡�
��pu LCS �{.

� © � O � # © | \ � � { ´ � « � Ý
¯!S�5p!��5r�]
�Ñ$!·^
u WSNS !:��{, §�\¯ WSNS S�Å�
�ïÄJø
nØÄ:.
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The novel block encryption scheme based on hybrid
chaotic maps for the wireless sensor networks∗

Tong Xiao-Jun† Zuo Ke Wang Zhu
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Abstract
Traditional encryption schemes are not suitable for the Wireless sensor networks (WSNS) due to some intrinsic features of nodes

in WSNS such as low energy, limited computation ability and storage resources. In this paper, we present a novel block encryption
scheme based on hybrid chaotic maps dynamically and propose an integer digital random method, and the Feistel network structure,
which is a kind of fast, secure, low resource consumption and suited for WSNS nodes encryption scheme. The experimental tests show
the new encryption scheme has the following prefect performances: large key space, very good diffusion and disrupt performance,
strict avalanche effect, excellent statistical balance and fast encryption speed of the new scheme, and the encryption scheme passes the
SP800-22 test; meanwhile, the analysis and the testing of speed, time and storage space on the simulator platform show that this new
encryption scheme is well able to hide the data information about the node in WSNS.

Keywords: WSNS, hybrid chaos, block algorithm, data encryption
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