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3) A5 2 R (1) SPIHT 2 ith 5595 Hs 45 hn %
S /N R i kB m R, mo
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54 x K + 20 bit. 4 K = 6 I, % ¥ ik
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BUBRIF). 3) %5 SO0 B P& R FE UK. X R %
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h T AR R R, S e AN T T
ANCSAR, BRI ES R TSR L AN T B 1,
SR S FH B 1 s B ke s A s 46 TR — AN B A%
BATE L, A7 DRI EDH, UL — D 2,
M 0.394857698348593 4%y 0.394857698348594. 4K
Jid, BN SO AT A L, RS I bit 2484k
M b, g5 Bt 4 Fk 2. 45 1R W, A I
JEZE L AR, A7 ARk T 4 EL #3200 50%, X 3%

UEAEIE R T TV Rr i BURA I S L S (1 VA

1 HREAT 40 5 N E L 4 IR K PSNR

W) s SN S P AT A UK

R I 4 ()
CR(bpp) 1 32 128 256 512
Lena (512x512)

0.25 33.679 29.554 30.551 31.224 31.379 31.988

0.500 36.824 31.13 32.702 33.45 33.795 34.891

0.75 38.418 31.731 33.943 34.763 35.199 36.829

1.000 39.951 32.022 34.542 35.499 36.019 38.085
Babala (512x512)

0.25 27.086 24.519 24.412 25.084 25.393 25.508

0.500 30.847 26.605 26.995 27.831 27.993 28.153

0.75 33.542 28.36 29.326 30.157 30.481 30.752

1.000 35.82 29.147 30.443 31.57 32.026 32.418
Baboon (512%x512)

0.25 22.804 21.599 21.602 21.773 21.987 22.001

0.500 25.041 23.393 23.464 23.887 23.946 23.959

0.75 27.081 24.497 24.63 25.285 25.367 25.385

1.000 28.550 26.256 26.506 27.016 27.152 27.172
Pepper (512x512)

0.25 33.037 28.568 29.649 30.365 30.674 30.104

0.500 35.554 30.446 31.837 32.828 33.385 32.297

0.75 36.678 31.671 33.107 34.297 35.181 33.569

1.000 37.638 31.908 33.554 34.896 35.926 34.069

Boat (512x512)

0.25 30.34 27.368 27.946 28.443 28.585 28.684

0.500 33.738 29.138 30.609 31.34 31.673 31.838

0.75 36.349 29.964 31.96 33.024 33.524 33.779

1.000 38.271 30.974 33.484 34.615 35.37 35.772
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2) WA SCRBUEAE IR

Sh T IR RE SCRBUR M, W ST B R AS TR A E
— MG E W Lk, RGBT R EE L XA
P& U 1 B Bt TR RE 1 28 40 I 5 R 40, AN
WL A BT LR, THE bit ARk T 4y He. FEFRAT
frsca b, Bk $E T 22 B AR A ABEHLAL
B (197, 339) = /MG . bit AL 1 4 BB AE
3 FES th. fEPTA R4 LA R, EATH
(B HBFZIT 50%. IX 3 W8 SO W S A Ao BURK ).

% 2 Lena B (512x512) HI I BUBPENA

CR\¢ 1 32 128 256 512

0.25 50.092 50.015 50246 49910 49.646
0.375 50.047 49877 50323 49.994 49.727
0.500 50.054 49976 50.258 49.939 49.756
0.625 50.032 49986 50.159 50.102 49.743
0.75 50.030 50.014 50.112 50.128 49.838
0.875 49.987 50.050 50.101 50.146 49.846
1.000  50.019 50.068 50.072 50.122 49.843

—+ — =1 —*F —§=32 —* — =128

0=256 —* — =512

HAs s

4 Babala [ (512x512) HI25PIRURMEINR

TR IR W, 8 SC Py 310 DA [ # 2
FEH AU, W Sl AR AL, Xk PR
e AU R BEMS AR A AR DT 22 70 Bl A Z MR A0

44 MEEMRZRE

TEARSCRH L, P /NI R B e
BL— %, T A IR R T 45 T4 BIME 6 19 Rk
AR — R SIS T oG T TR R e Y LR AR 5 R A1 A
L4, Rrpgs T EIEAEA R BAE (6) RS
EE (CR) NI 5 He 4 OCIG sk I [ (Total, & A3 /)
T3 FFEFTR] 0 B ) DL B R 4 G R 1) TR s
i) (Encryption) LA A i iy ) by 38 AN S 1 0] 1)
43 L (Encry/Total). 556 24 1

1) R4 W BE T, BEAE 46 bt CR 35K, &
RGN 328 35T 15 v n 5 B 1] J L7 AR 3K DR A,
R4 L3 RIS, 46 SR bR IR AME 5 (5 B

it [ it ZCR G I T, DAk s 4 2 A1) P I 1) B 22 4
T i o s I TR AN DA DA, n 8 A A s 4 T
IE N R B LB 0 172K

2) FELE E WIS EL T, BEE B 0 RIS R, &
(3 FE I AT IS T A A IR /D> I DR, 745 5E 1)
Fe g bE 22, Hs 26 2 A% (A I 1) LT ANAZ i B 5 1
(BRI (R 2R H Hdib, DAL s i ] g b,
AT 5 RS 4 PR I 1] F 2>

% 3 Babala & (512 x 512) ) SC AU,

CR\$ 1 32 128 256 512

0.25 50.065 50.160 49.976 49.897 49.772
0.375 50.066 50.084 49.940 49.892 49.860
0.500 50.095 50.101 49.979 49.955 49.951
0.625 50.100 50.020 49.935 50.001 49.939
0.75 50.110 50.006 49.905 50.038 49.978
0.875 50.133 50.012 49909 50.017 49.964
1.000 50.146 49.986 49.934 50.007 49.978

B =32 —* — =128 6256 —* —6=512

2
#

WA

5 Lena & (512x512) f B SCRURE I

3) 0 R[] o #E AN B I 6 R AH 6 4 by
INTF 50%, IX FERAG N I ) AN 268 3k He 4 s [a).

SPIHT Ji 4 5 v (¥ 38 & 4F 5 fhe 10200 5%
R AA AN EEARR, T LA RS
BTN . R, AR T SPIHT
R B # Amir Said, Pearlman 2 A £ W
¥l http://www.cipr.rpi.edu/research/SPIHT |- $& it
1) MATLAB A, 4% 65250 & & MATLAB 55
NI, A AT R AR A AR L. R,
2R 4 TR A5 TOURS TR) W R, ELZE G AR SR AR RS BEAT AR
b, x> 512x512 [ 8 bit K JE K%, H SPIHT
T 47 1 1) d5c K RE IR Bf 455 46 %1 0.64 s[20.Table 1] - gk
H AR 4 1 F) Encry/Total, A 3 1) ¢ Bt & vk
BIAEZE CR=1, § = 1 I 358 Bl i [R) B 4 32 A%
F 15(0.64/(1 — 0.2135) ~ 0.84 5). M4, T 5
M BT B, A SC KA T Lena P K 9256 45 5. 4R,
X1 2eAth B T AR A AHABL) 45
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4 NI AR L Mg SR R R A IR T AR P 20 BE (%)

FE4ii Lt CR/bpp

H1E & it i)
0.250 0.375 0.500 0.625 0.750 0.875 1.000
Total/s 5.657 6.308 8.089 9.879 8.287 10.013 12.294
1 Encryption/s 2.593 2.578 2.546 2.875 2.453 2.484 2.625
Encry/Total/% 45837 40867 31476  29.103  29.601 24807 21352
Total/s 3.491 4.068 6.175 6.439 7.091 9.152 8.838
32 Encryption/s 0.642 0.643 0.655 0.658 0.659 0.659 0.69
Encry/Total/% 18.392 15.806 10.607 10.219 9.293 7.201 7.807
Total/s 2518 3.095 3.547 4.446 5.407 5.789 7.806
128 Encryption/s 0.391 0.39 0.375 0.391 0.406 0.393 0.406
Encry/Total/% 15.531 12.601 10.572 8.794 7.509 6.789 5.201
Total/s 2.250 2.689 3.500 4424 5.122 5.170 6.473
256 Encryption(s) 0.328 0.312 0.343 0.327 0.343 0.326 0.343
Encry/Total/% 14.579 11.601 9.801 7392 6.696 6.305 5.299
Total/s 2.078 2.648 3.641 4.159 4614 4.834 6.195
512 Encryption/s 0.296 0.294 0.295 0.296 0.312 0.295 0.312
Encry/Total/% 14.244 11.103 8.103 7.117 6.762 6.103 5.036
K5 RILEES Y BAEE
CR PSNR/dB JIVES I I o7 A B B 1] B/ 9%
A (6 =512)  JPEG+AES  JPEG+[20] | AU (6 =512)  AES/JPEG+AES)  [20]/(JPEG+[20])
0.250 31.988 29.059 29.059 14.244 13.017 22.011
0.500 34.891 31276 31276 8.103 8.207 18.094
1.000 38.085 38.062 38.062 5.036 10.237 20.374

4.5 S5EGHEHZMEZEELILE

h T S ARG R 46 5 0 oy B R L AR
KHIFRUER 512x512 143 8 bit KJZ K% (Lena &),
S T AR SO I OGRS AL SE 1) R 4 (JPEG)
5in# (AES) 43 &5k (3R 5 #id i JPEG+AES),
DL K JPEG BnSCHR [217 H @) #s 592 (€ 5 had
3 JPEG+[20]) [SEL 4553, i3k 5 .

SG SE R, MRS L I, AR SO VA R
4 G FCRAR T 40 2 5232 JPEG+AES, JPEG+[20]).
X EFIEH T JPEG W4 (1) 25 HUA 72 AR A 0 Bk
I 51 1 AE He 4 LB AR I, A SO ) Sk
JIT A B TR py 38 AS B39 B 1) 1 B AR 20 125 v

TN s T 7 S BRI ] A L. 3K 2 20 EAA 73
T LR 0 6 B I A i A AL SREA TN, A S
T R 25 7€ 1) BRI B 7 R BT I

5 % #

TR 2 RS B A, AR SCHESE T IR 4
R R NE B AT BEPE. R M, AR FRATT SR,
ANBERBBEEL T, IR AT TIPS, S8
Ko 5 RR W, ASCHR M I SRS T Sk N % 42
Pl FOAL G AL 5 i DA S s 4 b 22 TR ) — A
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Abstract

A joint of image encryption and compression is investigated, and a novel joint encryption and compression scheme is proposed.

In our scheme, the encryption process is performed before compression. Making use of the properties of discrete wavelet transform
(DWT) and Set Partitioning in Hierarchical Trees (SPIHT) coding, confusion is restricted to the interior of single subband image itself
and so image details are retained. Furthermore, diffusion preserves the two most significant bits (MSBs) and the sign bit, which contain

important information about the image. The experiments show that the proposed algorithm possesses a good visual quality of the

reconstructed image and a high encryption speed.

Keywords: cryptography, compression, discrete wavelet transform (DWT), set partitioning in hierarchical trees

(SPIHT)
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