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Fig. 1. (color online) (a) Schematic diagram of high-speed bidirectional dual-channel chaos secure commu-

nication system based on semiconductor ring lasers; (b) Structure diagram of D-SRL. SRLs, semiconductor

ring lasers; D-SRL, driving semiconductor ring laser; R-SRL, responding semiconductor ring laser; NDF,

neutral density filter; OI, optical isolator; A, amplifier; FC, fiber coupler; F, fiber; PC, polarization controller;

OC, optical circulator; DF, delay fiber; PD, photodetector; m, encoded message; m/, decoded message; —,

optical transmission direction.
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Fig. 3. (color online) Variation of chaotic bandwidth of CW (left) and CCW (right) patterns of R-SRLs with
the detuning frequency and injection strength under chaotic optical driving of D-SRL with double optical

cross-feedback.
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Fig. 6. (color online) Time series (first row), power spectra (second row) and cross-correlation functions (third row)

between two SRLs under chaotic optical driving of D-SRL with double optical cross-feedback, where the left two
columns are for D-SRL and R-SRL1, and the right two columns are for R-SRL1 and R-SRL2.
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Fig. 8. (color online) Encoding and decoding of 2.5 Gbit/s message: (a) original messages; (b) chaotic time series
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154205-8


http://wulixb.iphy.ac.cn
http://wulixb.iphy.ac.cn

¥ 12 Z R Acta Phys. Sin.

Vol. 64, No. 15 (2015) 154205

CWHIER, COWHER,
w 2.0 " w 2.0 w 20
s s s s
o] o] @ @
—0.5 . —0.5 —0.5
500 501 502 500 501 502 500 501 502 500 501 502
H$1E] /ns 18] /ns H$1E] /ns H$78] /ns
W 2.0 c W 2.0 . N 2.0 "
3 (b1) E (b2) E Z
s s s ’
o] o] @ @
= 5 = 53
—0.5 —0.5 —0.5 .
500.0 500.4 500.8 500.0 500.4 500.8 500.0 500.4 500.8 500.0 500.4 500.8
fi$T8] /ns 18] /ns 5} 1H) /ns f$T8] /ns
L 20 . . 2.0 .
E <) E E
s 8 s s s
< . < < a
%3 00.0 5002 5004  500.0 5002 5004  500.0 5002 5004  500.0 5002 500.4
18] /ns ITH] /ns 18] /ns 18] /ns
F9 (MTIEM) (a) 1 Gbit/s; (b) 2.5 Gbit/s; (c) 5 Gbit/s G EMIRE
Fig. 9. (color online) Eye diagrams of decoded messages for 1 Gbit/s (a); 2.5 Gbit/s (b); 5 Gbit/s (c).
10.83, 10.12, 10.80. 10 AT Q KFEMHES
Bl R sk, WEFATEH, QAR
HAG BRI K, &N 10 Gbit /s, Q
R FERIRFRAE 6 DL, BT X B 1 6 A T
1070081 BHIZ R GAA 10 Gbit/s R BUE
(5 B LR rE 7.
0T 1 6 5 10 5 & %
EEHE/GHz
10 (FITIR) PUAEEIIRIE R B Q B FERE % (5 ASCHEH T —Fh 3T SRLs 1 1 38 U]« WU

TR NIRRT 2
Fig. 10. (color online) Q factors of four channels vary

with message rate.

7510 8 (b) B, AT WLAS B AR 4 Hh Be ek 77
TR . B8 (¢) A (d) RS B A
FIRERIER . M S (c) AT 43, 2.5 Gbit/sf5 B &
o &R G AL e v AT BAR G Mok 2. AR T3 b AT
DL, R QAE 4 N 12.42, 11.42, 12.75, 12.51, %
BT 48T DL 2 S B s 0] DU T (I8
K9 (a), (b), (c)iE—AE4 1 Gbit/s, 2.5 Gbit/s,
5 Gbit/s FIBEHL 7 A5 B & R Gtk i 5 ff 1 1
AR, FE(E EEF M1 Gbit/s 25 Gbit/s, IRE
Ji BB AR 7, HVUAMEE I Q PR B By 9.99,

EIRMEE KRG 7%, FIH SRLs 12h & K 7 2
H, B T ZRGRIEIRAEAL, I X VR R 4y
PE S BRI E AT T E b, S5 SRR
D-SRL 7E 28 WU [ Wit 2% A T AT A= 2B 4 B
BB AFAHI RS 5. M5 S AN,
A LA P R-SRLs () CW R 2 L K COW 4y
Sl S (R G A A R [F) 2D . AR A Y N5
BRI R, AN R-SRLs 4 Hi A TR I 38 il 75
6 MY E . E 20 0, 3@ /E P R-SRLs
IR AN (CW KT COW A8 b 23 33 28k 8 il 435
5, AT LRSS B XA RS R AL . a4
FRESN 10 km 5 B A Y 10 Gbit/s I, (5 &
Q FFE IS 6 LA_E (FF RS RAE T 1079).

154205-9


http://wulixb.iphy.ac.cn
http://wulixb.iphy.ac.cn

¥ 12 Z R Acta Phys. Sin.

Vol. 64,

No. 15 (2015) 154205

S CHk

(1]
2]
(3]

[12]
[13]

[14]

[15]

[16]

Pecora L M, Carroll T L 1990 Phys. Rev. Lett. 64 821
Wu L, Zhu S Q, Ni'Y 2007 Eur. Phys. J. D 41 349
Wang X F 2013 Acta Phys. Sin. 62 104208 (in Chinese)
[T/h& 2013 #IFEE4R 62 104208

Li K, Wang A B, Zhao T, Wang Y C 2013 Acta Phys.
Sin. 62 144207 (in Chinese) [FF#l, T2, &Y, T4
2013 PJRER 62 144207

Yan S L 2014 Chin. Phys. B 23 090503

Argyris A, Syvridis D, Larger L, Annovazzi-Lodi V, Co-
let P, Fischer I, Garcia-Ojalvo J, Mirasso C R, Pesquera
L, Shore K A 2005 Nature 438 343

Deng T, Xia G Q, Wu Z M, Lin X D, Wu J G 2011 Opt.
Ezxpress 19 8762

Deng T, Xia G Q, Cao L P, Chen J G, Lin X D, Wu Z
M 2009 Opt. Commun. 282 2243

Zhang W L, Pan W, Luo B, Zou X H, Wang M Y, Zhou
Z 2008 Opt. Lett. 33 237

WulJ G, Wu Z M, Xia G Q, Deng T, Lin X D, Tang X,
Feng G Y 2011 IEEE Photon. Technol. Lett. 23 1854
Yamamoto T, Oowada I, Yip H, Uchida A, Yoshimori S,
Yoshimura K, Muramatsu J, Goto S, Davis P 2007 Opt.
FExpress 15 3974

Jiang N, Pan W, Luo B, Xiang SY, Yang L 2012 IEEE
Photon. Technol. Lett. 24 1094

Wu J G, Wu Z M, Tang X, Fan L, Deng W, Xia G Q
2013 IEEE Photon. Technol. Lett. 25 587

Sorel M, Giuliani G, Scire A, Miglierina R, Donati S,
Laybourn P J R 2003 IEEE J. Quantum FElectron. 39
1187

Yuan G H, Yu S Y 2007 IEEE J. Sel. Top. Quantum
Electron. 13 1227

Yuan G H, Yu S'Y 2008 IEEE J. Quantum Electron. 44
41

(17]

(18]

[19]

[20]

21]

22]

23]

24]

[25]

[26]

27]

(28]

154205-10

First S, Sorel M 2008 IEEE Photon. Technol. Lett. 20
366

Mashal L, Van der Sande G, Gelens L, Danckaert J,
Verschaffelt G 2012 Opt. Ezpress 20 22503
Chlouverakis K E, Mikroulis S, Stamataki I, Syvridis D
2007 Opt. Lett. 32 2912

Li N Q, Pan W, Xiang S Y, Luo B, Yan L S, Zou X H
2013 Appl. Opt. 52 1523

LiN Q, Pan W, Yan L S, Luo B, Zou X H 2014 Commun.
Nonlinear Sci. Numer. Simul. 19 1874

Kang Z X, Sun J, Ma L, Qi Y H, Jian S S 2014 IEFEE
J. Quantum Electron. 50 148

Nguimdo R M, Verschaffelt G, Danckaert J, Leijtens X,
Bolk J, Van der Sande G 2012 Opt. Ezpress 20 28603
Vawter G A, Mar A, Hietala V, Zolper J, Hohimer J
1997 IEEE Photon. Technol. Lett. 9 1634

Memon M I, Mezosi G, Li B, Lu D, Wang Z R, Sorel M,
Yu S'Y 2009 IEEE Photon. Technol. Lett. 21 733

Li N Q, Pan W, Xiang S Y, Yan L S, Luo B, Zou X H,
Zhang L 'Y 2013 Opt. & Laser Technol. 53 45

Sunada S, Harayama T, Arai K, Yoshimura K, Tsuzuki
K, Uchida A, Davis P 2011 Opt. Express 19 7439
Agrawal G P 2001 Nonlinear Fiber Optics (3rd Ed.)
(California: Aca-demic Press) p49

Nguimdo R M, Verschaffelt G, Danckaert J, Van der
Sande G 2012 Opt. Lett. 37 2541

Wu J G, Xia G Q, Wu Z M 2009 Opt. Ezpress 17 20124
Xiao Y, Deng T, Wu Z M, Wu J G, Lin X D, Tang X,
Zeng L B, Xia G Q 2012 Opt. Commun. 285 1442
Someya H, Oowada I, Okumura H, Kida T, Uchida A
2009 Opt. Ezxpress 17 19536

Agrawal G P 2002 Fiber-Optic Communications Sys-
tems (3rd Ed.) (New York: John Wiley & Sons, Inc.)
pl66


http://wulixb.iphy.ac.cn
http://wulixb.iphy.ac.cn
http://dx.doi.org/10.1103/PhysRevLett.64.821
http://dx.doi.org/10.1140/epjd/e2006-00238-4
http://wulixb.iphy.ac.cn/CN/abstract/abstract53749.shtml
http://wulixb.iphy.ac.cn/CN/abstract/abstract54504.shtml
http://wulixb.iphy.ac.cn/CN/abstract/abstract54504.shtml
http://dx.doi.org/10.1088/1674-1056/23/9/090503
http://dx.doi.org/10.1038/nature04275
http://dx.doi.org/10.1364/OE.19.008762
http://dx.doi.org/10.1364/OE.19.008762
http://dx.doi.org/10.1016/j.optcom.2009.02.040
http://dx.doi.org/10.1364/OL.33.000237
http://dx.doi.org/10.1109/LPT.2011.2170212
http://dx.doi.org/10.1364/OE.15.003974
http://dx.doi.org/10.1364/OE.15.003974
http://dx.doi.org/10.1109/LPT.2012.2195305
http://dx.doi.org/10.1109/LPT.2012.2195305
http://dx.doi.org/10.1109/LPT.2013.2246561
http://dx.doi.org/10.1109/JQE.2003.817585
http://dx.doi.org/10.1109/JQE.2003.817585
http://dx.doi.org/10.1109/JSTQE.2007.906044
http://dx.doi.org/10.1109/JSTQE.2007.906044
http://dx.doi.org/10.1109/JQE.2007.909523
http://dx.doi.org/10.1109/JQE.2007.909523
http://dx.doi.org/10.1109/LPT.2007.915660
http://dx.doi.org/10.1109/LPT.2007.915660
http://dx.doi.org/10.1364/OE.20.022503
http://dx.doi.org/10.1364/OL.32.002912
http://dx.doi.org/10.1364/AO.52.001523
http://dx.doi.org/10.1016/j.cnsns.2013.09.036
http://dx.doi.org/10.1016/j.cnsns.2013.09.036
http://dx.doi.org/10.1109/JQE.2014.2299593
http://dx.doi.org/10.1109/JQE.2014.2299593
http://dx.doi.org/10.1364/OE.20.028603
http://dx.doi.org/10.1109/68.643294
http://dx.doi.org/10.1109/LPT.2009.2017383
http://www.ncbi.nlm.nih.gov/pubmed/26098357
http://dx.doi.org/10.1364/OE.19.007439
http://store.elsevier.com/product.jsp?isbn=9780080479743&pagename=search
http://store.elsevier.com/product.jsp?isbn=9780080479743&pagename=search
http://dx.doi.org/10.1364/OL.37.002541
http://dx.doi.org/10.1364/OE.17.020124
http://dx.doi.org/10.1016/j.optcom.2011.10.065
http://dx.doi.org/10.1364/OE.17.019536
http://onlinelibrary.wiley.com/book/10.1002/0471221147
http://onlinelibrary.wiley.com/book/10.1002/0471221147
http://onlinelibrary.wiley.com/book/10.1002/0471221147

) I8 % 4 Acta Phys. Sin. Vol. 64, No. 15 (2015) 154205

High speed bidirectional dual-channel chaos secure
communication based on semiconductor ring lasers”

Wang Shun-Tian Wu Zheng-Mao Wu Jia-Gui  Zhou Li  Xia Guang-Qiong'

(School of Physical Science and Technology, Southwest University, Chongqing 400715, China)

( Received 5 February 2015; revised manuscript received 10 March 2015 )

Abstract

Chaos is a fascinating phenomenon of nonlinear dynamical systems, and optical chaos communication has been
one of potential frontier techniques to implement secure transmission of information. In this paper a novel high-speed
bidirectional dual-channel chaos secure communication system is proposed based on semiconductor ring lasers (SRLs).
In this system, the time delay signatures in chaotic output of clockwise (CW) and counterclockwise (CCW) patterns
from a driving SRL (D-SRL) are firstly suppressed by using the double optical cross-feedback frame. Then, the chaotic
output of D-SRL is injected into two response SRLs (R-SRLs) to drive the corresponding CW and CCW patterns
of R-SRLs that are synchronized and bandwidth enhanced simultaneously. Thus, a bidirectional dual-channel chaos
communication could be built based on chaotic synchronization of the two R-SRLs. We theoretically investigated the
chaotic characteristics of a D-SRL under double optical cross-feedback and the chaotic synchronization features between
R-SRL1 and R-SRL2 under different driving conditions. Results show that the time delay signatures of CW and CCW
patterns of D-SRL could be effectively hidden under proper feedback conditions. The bandwidths of CW and CCW
patterns of the D-SRL could be enhanced significantly. Furthermore, high-quality isochronous synchronization between
R-SRL1 and R-SRL2 can be realized by choosing appropriate injection strength and detuning frequency in D-SRL and
R-SRLs. Finally, the communication performances of bidirectional dual-channel chaos secure communication based on
this proposed system are preliminarily examined and discussed, and the simulated results demonstrate that for 10 Gbit/s

message, the @ factor of decoded message could be maintained above 6 after 10 kilometers distance transmission.

Keywords: semiconductor ring lasers, chaos secure communication, dual-channel, bidirectional
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