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Fig. 1. Block diagram of digital-analog hybrid system

based on single capacitance feedback.
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Fig. 2. (color online) Bifurcation diagram and Lya-
punov exponent spectrum of Logistic map: (a) digi-
tal system (digitalizing bit N = 6); (b) hybrid sys-
tem (digitalizing bit N = 6); (c) hybrid system (dig-
italizing bit N = 10); (R = 100 @, C = 1 uF,
AT = 1074 s).
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Fig. 3. (color online) Statistical histogram: (a) ideal
mapping; (b) hybrid system (quantization length N =
6); (c) hybrid system (quantization length N = 10).
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Fig. 4. (color online) Sequence diagram of z (quanti-
zation length N = 6): (a) hybrid system; (b) digital

system.
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coupled saw tooth map lattice: (a) original system;
(b) hybrid system N = 8; (c) hybrid system N = 16.
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Rank 0.834308 100/100 biibus
FFT 0.816537 100/100 piibus
Non-overlapping template 0.350485 95/100 biibul
Overlapping template 0.066882 99/100 bliibus
Universal 0.678686 99/100 biibus
Approximate entropy 0.678686 100,/100 jEit
Random excursions 0.419021  47/50 piibus
Random excursions variant 0.383827  49/50 bibes
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Serial 0.816537 99/100 piiibus
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LA TR AR SCHE T B S At I B
RA T T A AT R T R B 45 R, &1k
MEAREA N = 8, #E R ¥y = 0.01, REHH
L =15, #&SHCN B = 191/17. WK 1AL H,

Bk
(o e e ___
F
AR |- |
IS FAE b
LT

I

<—+ L2

:::D g easid
#(D/A) g(lt)

PR ASCHIR G RSt 456 A0 R A 4 A
SRR AR Oy BEALR A1, AT AR I8 I NIST frf
sk, H 100 Ao it o 9 s Ee i A v, RIE
B & R G AT HAT 2.

4 mBERIHLER M

B7a W TR T HEAERBIEEERS RS
s B BE R 1) 4 A 25 O FELBR 1], R BR SIEE 70
oy bR BB R DL R DU, b Hy
RS 7 H1 0t AR ORI T R,
BEHU B LA . 8 R g
FEASWU T i B ARSI,

LA
1— erC 1— erC
Tpy1 (1) NIEATHE A PRGBS T 1.

HLES I TAERAFE a0 . B AR H FPGA
KA ER g(n) BFME, £33 D/A J5 K AE
N BRI AL B RC B % DL 25 2%, 58 A
I, BRI RN () &3k A/D R, &
A g s, Hop g AR R 2, L
BTG 43 )R N B A0 R A B U AR A Y R
1,2, L&, 1554 R mT DU 4 75 2K
MBS TR i BT S o, @RS ES
B FT 7 FIBEALT 51,

Bkt [EE{PUIRER

gk | (1)
#(A/D)

B

7 HEHRE RGN TR S LR ]

Fig. 7. Circuit diagram of hybrid system random sequence generator.
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Abstract

Random number generator plays an important role in many domains, including secret communication, radar wave-
form generation, etc. However, the existing methods for generating random numbers cannot meet the actual demand
for speed. Even worse, the use of analog device will restrict the speed of generator and robustness of system. As a
result, researchers start to turn their eyes to digital implementation which is stabler and more efficient than the analog
counterpart. Unfortunately, digital methods still have the disadvantages of dynamical degradation because of word
length limitation effect. Though some remedies, such as increasing computing precision, cascading multiple chaotic sys-
tems, pseudo-randomly perturbing the chaotic system, the switching multiple chaotic systems and error compensation
method are proposed, but the limitations are still inevitable. In recent researches, continuous-time chaotic oscillators are
used with digital devices to realize random number generator, and a new approach is proposed to solve the dynamical
degradation of digital chaotic system by coupling the given digital chaotic map with an analog chaotic system, where
the analog chaotic system is applied to anti-control the given digital chaotic map. However, this method also requires a
whole continuous-time system realized with analog devices, which confines the system performance.

In this paper, a new digital-analog hybrid chaotic map with only one analog capacitor is constructed to produce
random numbers. Firstly, the block diagram of digital-analog hybrid system based on the single capacitance feedback is
given, and the model of the system is derived from the block diagram. Secondly, the simple logistic map is applied to the
model and its nonlinear dynamics behaviors are analyzed and compared to verify the correctness and effectiveness of the
proposed method. Then a more complex two-way coupled saw tooth map is used to produce pseudorandom sequences
through simulation smoothly.

When designing the circuits of the system, a digital-analog hybrid implementation with field programmable logic
gate array and a single analog capacitor is used to realize chaotic maps, showing that it can overcome the finite word
length effect of digital implementation. NIST, a general statistical test suiting for random and pseudorandom number
generator cryptographic applications, is used to test the sequences produced by the new system. The results show
that the new hybrid system is insensitive to the evolution of circuit parameters and the randomness of sequence is in
accordance with the practical application. The circuit implementation verifies the numerical simulation and theoretical
results. The high speed digital devices and a single analog capacitance are applied to the proposed random sequence
generator, and therefore it can be integrated easily into the systems of digital encryption, secure communication and

radar waveform generation.

Keywords: random number generator, limited word length, digital-analog hybrid, nonlinear dynamics
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