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Fig. 1. (color online) Experimental setup of real-time optical sampling of chaotic laser, Clock: RF Clock,
UOC: Ultrafast Optical Clock, VOA: Variable Optical Attenuator, WDM: Wavelength Division Mmulti-
plexer, TODL: Tunable Optical Delay Line, SOA: Semiconductor Optical Amplifier, PC: Polarization Con-
troller, DFB-LD: Distributed Feedback Semiconductor Laser Diode, OC: Optical Circulator, ISO: Optical
Isolator, BPF: Optical Band Pass Filter, PD: Photoelectric Detector, OSC: Digital Oscilloscope.
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Fig. 2. (color online) Characteristics of chaotic laser: (a) Temporal waveform; (b) power spectrum (RBW:

3 MHz; VBW: 3 KHz); (c) autocorrelation curve.
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offset on the normalized amplitude of the sampling window; (d) linearity of TOAD sampler.
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Fig. 4. (color online) Results of real-time optical

sampling of chaotic laser: (a) temporal waveform of
chaotic laser; (b) sampling pulses train; (c) chaotic

pulses train after sampling.
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Fig. 5.

(color online) Autocorrelation curve of original chaotic signal before sampling and chaotic pulse

peaks after sampling: (a-i), (b-i) The optical sampling rate is 5 GS/s; (a-ii), (b-ii) the optical sampling rate

is 5.100145 GS/s.
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(a-i), (b-i) HREEFR N 5.031039 GS/s; (a-ii), (b-ii) WRFER N 5.117409 GS/s

Fig. 6. (color online) Autocorrelation curve of original chaotic signal before sampling and chaotic pulse peaks
after sampling: (a-i), (b-i) The optical sampling rate is 5.031039 GS/s; (a-ii), (b-ii) the optical sampling rate
is 5.117409 GS/s.

F1 CRFEZESHINE GS/s M 5.333333 GS/s I, KA RIS 5 ALRAKA 24z (LSB) i NIST SP 800-22 i
g5, MR FE AR 1000 x 1 Mbit, 237K 4 0.01, MYy HKE, 571 P-value {52k T 0.0001, @it
F M AT 0.9805608

Table 1. Typical results of statistical test suite NIST SP 800-22 for two sets of 1000 samples of 1 Mbit
generated using the 5th LSB, separately from the optical sampling rate of 5 GS/s and 5.333333 GS/s. The
significant level is 0.01. For successful pass, the P-value of the uniformity should be larger than 0.0001, and
the proportion should be larger than 0.9805608.

NIST terms 5.333333 GS/s 5 GS/s
P-value Proportion Result P-value Proportion Result
Frequency 0.119508 0.9810 Success 0.514582 0.9850 Success
Block Frequency 0.347257 0.9910 Success 0.004629 0.9940 Success
Cumulative Sums 0.000000 0.9800 Failure 0.357852 0.9900 Success
Runs 0.000000 0.9930 Failure 0.637119 0.9950 Success
Longest Run 0.779188 0.9880 Success 0.678686 0.9930 Success
Rank 0.610070 0.9960 Success 0.419021 0.9860 Success
FFT 0.000000 0.9700 Failure 0.002043 0.9870 Success
Non Overlapping Template  0.595549 0.9900 Success 0.670396 0.9880 Success
Overlapping Template 0.616305 0.9890 Success 0.137282 0.9920 Success
Universal 0.422325 0.9920 Success 0.123755 0.9870 Success
Approximate Entropy 0.000000 0.9680 Failure 0.471146 0.9930 Success
Random Excursions 0.771666 0.9816 Success 0.385864 0.9917 Success
Random Excursions Variant  0.354617 0.9857 Success 0.462674 0.9883 Success
Serial 0.096578 0.9920 Success 0.138069 0.9900 Success
Linear Complexity 0.531490 0.9900 Success 0.043567 0.9890 Success
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Abstract

Absolutely secure communication should be implemented only through the ‘one-time pad’ proposed by Shannon,
requires that physical random numbers with rates matched with the associated communication systems be used as secret
keys. With the wide application of the WDM technology in optical communication, the single channel rate of the current
digital communication system has exceeded 10 Gb/s and developed towards 100 Gb/s. To ensure the absolute security
of such a large capacity communication, a large number of real-time, and secure random numbers are needed.

Secure random numbers are commonly produced through utilizing physical random phenomena, called physical
random number generators. However, conventional physical random number generators are limited by the low bandwidth
of the applied entropy sources such as thermal noise, photon-counting and chaotic electrical circuits, and thus have typical
low bit rates of the order of Mb/s.

In recent years, chaotic lasers attracted wide attention due to their generation of secure, reliable and high-speed
random number sequences, and so due to their coherent merits such as high bandwidth, large amplitude fluctuation and
ease of integration. There have been lots of schemes based on laser chaos for high-speed random number generation,
but most of them execute the random number extractions from the associated laser chaos in the electrical domain and
thus their generation rates are faced with the well-known ‘electrical bottleneck’ On the other hand, all-optical random
number generation (AO-RNG) methods are all signal processes in the optical domain, so they can efficiently overcome
this rate limitation and have a great potential in generating ultrafast random numbers of several dozens or hundreds
of Gb/s. However, there is no experimental report on its realization of AO-RNG. One of the obstacles in the way for
the AO-RNG achievement is to implement the fast and real-time all-optical sampling of the entropy signals (i.e., laser
chaos).

In this paper, we present a principal experimental demonstration of the feasibility in the all-optical sampling
of the chaotic light signal through constructing a TOAD-based all-optical sampler with a polarization-independent
semiconductor optical amplifier (SOA). Specifically, we experimentally generate chaotic laser signals using an optical

feedback semiconductor laser and finally complete a 5 GSa/s real-time and high-fidelity all-optical sampling of the
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Foundation of China (Grant No. 61227016), the Young Scientists Fund of the National Natural Science Foundation of
China (Grant Nos. 61205142, 51404165), and the Natural Science Foundation of Shanxi Province, China (Grant No.
2015021088).
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chaotic laser with a bandwidth of 6.4 GHz. Further experimental results show that whether the optical sampling period
is proportional to the external cavity feedback time or not has a great effect on the weak periodic suppression of the
chaotic signal: only when both of them are out of proportion, can the weak periodicity of the original chaotic signal be
effectively eliminated; and this is favorable for the generation of high-quality physical random numbers. To the best of

our knowledge, it is the first time to realize all-optical sampling of chaotic signal in experiments.

Keywords: chaotic laser, random numbers, optical sampling, terahertz optical asymmetric demultiplexer
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