Chinese Physical Society
Mﬂﬁﬁ Acta Physica Sinica .

€D Institute of Physics, CAS

ERBIRE AR D R IR R AR 75 7%
iy E A

Physical hardware trojan failure analysis and detection method
Luo Yang Wang Ya-Nan
5| 18 & Citation: Acta Physica Sinica, 65, 110602 (2016) DOI: 10.7498/aps.65.110602

1E 25 7 32 View online:  http://dx.doi.org/10.7498/aps.65.110602
HAP 5 View table of contents: http://wulixb.iphy.ac.cn/CN/Y2016/V65/111

A RERR AR B S E
Articles you may be interested in

— b A g —4E S8 5 93 AT R AE AR 2R T 00 TS Al
A strip anvil apparatus with linear uniform pressure distribution
YE=4.2016, 65(10): 100701  http://dx.doi.org/10.7498/aps.65.100701

BACBIE RO AOE A I 4 JE 0 1/ 1 7S R ATE
1/f noise characterization gamma irradiation of GaN-based blue light-emitting diode
PP 22 H%.2013, 62(14): 140703  http://dx.doi.org/10.7498/aps.62.140703


http://wulixb.iphy.ac.cn/CN/volumn/home.shtml
http://dx.doi.org/10.7498/aps.65.110602
http://dx.doi.org/10.7498/aps.65.110602
http://wulixb.iphy.ac.cn/CN/Y2016/V65/I11
http://wulixb.iphy.ac.cn/CN/abstract/abstract67250.shtml
http://wulixb.iphy.ac.cn/EN/abstract/abstract67250.shtml
http://dx.doi.org/10.7498/aps.65.100701
http://wulixb.iphy.ac.cn/CN/abstract/abstract54642.shtml
http://wulixb.iphy.ac.cn/EN/abstract/abstract54642.shtml
http://dx.doi.org/10.7498/aps.62.140703

3 % R  Acta Phys. Sin. Vol. 65, No. 11 (2016) 110602

IR RIE AR D R BB RN 5 E"
B T

(P EAEE 2N OZ AL, b5 100876)

(201642 A 16 HULF; 2016 4 3 A 8 HULEIMEILF )

SXoF R e P AR A R s B AR AR B R R ML AT T VA A, B ATLAS —#4E 83 &R
i3t 456 SmartSpice FLH AR BLA%, ALUL T Fh A HI A R AR R B XS s R A% 2 i R LR R O s e
F ATHENA T2 B RGN T B8 FEN T 2SR, Ll 7SR DK &8 A -2 514537
RN (MOSFET) %4 48 I HVRIR TIE N B AL B G ATLAS 15 B8 HEAT R 75 A7k, ARk
BTN A D7 E N MOSFET #3418 B as A 1R A0 R B FE, 23 P E ok 45 2 YRR A4 AC B ik
W ENTE AR D i MOSFET #8814 5 5 — /N 1EH MOSFET #3114 41 s[RI R 1 S Ml 2818 48 e . ok 2% e
FH Spice & 8 B %1 B H DC B AC WAL 55 1t LA 70400 B2 B A4 AC I ot oL i i H AR 1 OS2, N T
W98 MOSFET 2544 (147 B PEAS B X AR A B FR 5 M), FEAS R AN R B B (W /L) R RIRER AR 2R HEAT
Spice HLES BSR4 H A B, AW T B 7524 T8 AR FEN R SR T B o #8 RE 4 K 5 B R
SRR ULV PR AR A ot I A i L R (R R S8 I 2 SR LU AT AR T S P B AR R D 3 A P R T
DC Bk R BRI sh t AC bR A AL 5 v 58 ] R 458, IRk, ASCHR T — RheF o P E R A R R T 1)

REURRE. [, A AR A& — P R A AT 4R AR Ak AR DI ) B AR B R R 5 PR 5.

KR WAL, BB THEN, SFR, R

PACS: 06.60.Mr, 06.90.+v, 07.05.Fb

15 =

EETE R A AR AR PR A
BRI TC 5 B )i A BRAG IR £ B2 5) ), Bl B2 Ak R
AR A ERIRE, SR &IHA A H WL E =T5
EDA T HBUR S AR T A TC 8 7 A sk
BAEEEZALERNER. WHHETRESERBYL
IC &5 B JR U6 s, 3 N0 T e I L B 281 Bk
AP T A G ONIE N AR T A 1
S H MR ER S B SUR A AT RS B a2
IhAEIRLEL R L.

H M 2005 4= 3 [ [ 57 5 56 200t 7 00 H J5 8 ik
P RG2S LR, AT —H 2
R A 1 7 vk U Foh 36T hFe o F i 4%
SERE AT IS TE T2 R Tz BT (HE

* [ERKBARR G (HHES: 61402536) HEITRE.
T iBE{F# . E-mail: mddr@163.com
© 2016 FEYIEF S Chinese Physical Society

DOI: 10.7498 /aps.65.110602

FIPAE, AT AT 2 A 8 o A s R 5 (R
B A b v B 58 S DAl X R IR 4R & B
Xof 38 R R S R I, SR FH K RS T B
R ARG, FEe RGN RS (B
P B, SEM) 5 I A i B3R 47 X L AT B
R HE A ) L G, EL A R R A A R T AR Y
JE A AT AR P T S R A A3 R A i
133B 53 B3 A AE — 58 B [8) P9 328 25 18 Ab B UH IR 1k 2L
Ihfe 3L, B, FIFH AES In#s =4 BEHLEU
BIRH R, EEABRBM RS G, (155
S LR 1E 9 0 B 1, kT A A 7 AR BE ML R
I, 18 BR 5 SR AR 25 51 1A X R e BRI, DRIk, AF
FUA) 3 TR R A A %) 32 i P A R 1 T R T L
L3 O B IR AL P BEATL I, X HE ARG S8 %)
YER RURE A AR 5 (O VE A E M5 B2 A B IR
17 3L

http: //wulizb.iphy.ac.cn

110602-1


http://wulixb.iphy.ac.cn
http://wulixb.iphy.ac.cn
http://dx.doi.org/10.7498/aps.65.110602
http://wulixb.iphy.ac.cn

¥ 38 % 3k  Acta Phys. Sin.

Vol. 65, No. 11 (2016) 110602

ARICIEE ] ATLAS —4E 28380015 B R Gt 45
£ SmartSpice HL 12 5475 B 2%, i H Spice 12 4 H
A B DC B AC B2 A% ke 1t LA 540
T AR AR A B ok v i LR ARV R R e T TR
B2k T2 RN R 7000 R ) 38 2 A
A S it 04X 77 9 kR T AR A ) 32 A B
LR AN AU NS BVESE O v I s s W SE /B
RURH A R 1 (1) 38 45 L B E DC B H AR 1 1
MBI AC SR EE R g . MR TY
B R A K S 3 R R T R RO R R
KAV FEHLEE, SR T — M B R A R
AT 77 V2 SRR

nMOS

2 WBEAFARLER
2.1 BFEEBEHKRG

Wil 2 3 AR R N XK, A A
(R 58 o BRI N oA 2 1 AR, O AR B2
11 B FE IR B A IR A6 1] i B 2 R A R H .
BN, 78 p BB B E A n BB 2%, X AT I
XAZ R T A n B 2 1 n Bk, o BEE B A TRt
HLHLYR Vg (032 0, I8 I < e At < i 45 fid s ol
SHNEE KM B Vag FESLZ. 1A

pMOS
i 16

r
FEsub

PRI R

I g
WG por mp  PHEGY S

#Jisub

1 RARS S BEYE T (MOS) FH B R4 SR B K

Fig. 1. MOSFET inverter device dopant trojan schematic.
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Fig. 2. (a) The schematic of an inverter circuit; (b) change device of doping drain; (c) change device of doping source.
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Fig. 3. DC transmission characteristics of inverter.
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Fig. 4. AC transient time of inverter.
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Fig. 5. (a) The drain current of MOSFET in different oxide thicknesses and times of HCD stress at 300 K; (b) the
variation of threshold voltage of MOSFET at under different temperatures and HCD stress times.
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Abstract

The semiconductor industry is rapidly developing in the global market, and chip design companies usually purchase
the third-party EDA tools in order to shorten the design cycle of IC and reduce manufacturing cost. Therefore, in the
IC chip production procedure there exist a lot of insecurity factors, and the hardware security of IC chips becomes the
most important issue of the national security defense. Physical hardware trojan will modify the value of register, leak
sensitive data and cause device degradation failure. Furthermore, the physical hardware trojans only modify the physical
properties of the circuit chip rather than injects the malicious functional circuit. They are hidden more deeply than
logical hardware trojans. Therefore, it is far-reaching significance issues for the hardware trojan detection methods and
national security to study logic circuit transmission characteristics and the chip degradation failure physical mechanism
which are caused by injection physical hardware trojans. In this paper, a metal-oxide-semiconductor field-effect transistor
(MOSFET) device with injection dopant hardware trojan is realized by using ATHENA process simulation system to
achieve the ion implantation process. The ATLAS simulation devices are tested using hot carrier injection degradation
(hot carrier degradation is denoted by HCD) stress model for the degradation failure process which is caused by injecting
the hot carrier injection hardware trojan (HCHT) into the MOSFET device. Another normal MOSFET combines with
dopant hardware trojan MOSFET or hot carrier injection hardware trojan MOSFET to comprise the same inverter logic
circuit by using the ATLAS two-dimensional (2D) device simulation system with SmartSpice instructions mode. The
effect on logic circuit output characteristics caused by physical hardware trojan is studied by using Spice simulation to
output the DC and AC transient time characteristics. It is also studied how the W /L value of a hardware trojan transistor
influences the output characteristics of the logic circuit. We design an experiment to study transient characteristics of
the same inverter logic module which consists of different W /L values of a transistor at different temperatures. The
experiment is realized by Spice circuit simulation. In this paper, the effects of the variations of the HCD stress intensity
and temperature on output characteristic are analyzed for hot carrier injection hardware trojan. The results indicate
that the negative effect of hardware trojan on logic circuit DC current output characteristic is more obvious than AC
transient time characteristic. Thus, we propose an effective method and a convenient procedure to detect the injection
physical hardware trojan in packaged chips. Furthermore, the test process is a feasible operation method of detecting

physical hardware trojan.

Keywords: hardware trojan, hot carrier injection, device degradation, failure analysis
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