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Fig. 1. Dot chart and linear fitting result of mean pho-

tonic emission from R7 for the 9 different Hamming

weights.
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Fig. 2. The selected photonic emission points (inter-

mediate points) on the AES algorithm. HCAthy = R BE SC A X B B R AT Rl A,
AT LM H 4 3 4.
3.2 EFTNRAEEMATHBEINXR S 5B T T KO0 I8 55 R 1 7
) AES Z A4 BIAMHT T 3 BT, EALHE AL,
(5 150 d; 50 B4k SR, T S i et S B8 (1) o AR R 5 60 LB SC 610 35 B K

R BTl B R E RS AT ko i, T2 R AR RIS 175 sGEAT eAR S b
BEAT 234, RAE ABS % 1438 Bk P A e it U Weakr. oAb om 2% WSCH TR A O Fr I i )

FET DU R AR AL 6 FHOR R R B 0

(1) FEFEm SIS TIN5 (R A SCR i, SRIGMEAGEN— SRR ), IR m A AT
()0 T A CHRFTIE, AR EE S (A LI e 500 e I 56 R 11 45 19 O et v PP D) o
(3)Brahi B IR — AT (A HHER— AN ko MBIH), WA LEES C (& —ANF 125645 ) ;
(4)FFE—5 (58 1« 55)WHSONBERT R CERITE, ¥R LEEEGA . BOYEE);
for kg = 0 to 255
{HW (X, 0) = HW(di,0 ® ko);
if (HW (X, 0) = = BB HER DU ERE) R ko BHEA AW elseFEFTko;}
number = &5 AFHTEENEL
for 7 =0 to number —1
{HW(Si,0) = S(HW(d;, 0 ® A(4)));
if (HW(S;,0) = BIXKTFIZESPEENHESE) REAG) BEEBY;  elseEZFA();}
REABHEACHAREHMRIFEESC;  number = EACHITLEML
if (number = 1)E&CHITERAEHN ST VTko, $FHHE(5);
elseift$% 3 —ZRWISOINIE R EERSTT, TR P 4),
(5)EHEBWK(3) . (4), Mk (1 =1. 2, -, 15)EFT0HT, HEREERHED

B3 BT R AR G T 0 RO R I B i R
Fig. 3. Analysis of the key based on the correspondence between the number of emitted photons and the

Hamming weight.
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Fig. 4. Setup for measuring the photonic emission based on TCSPC.
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Fig. 5. (color online) Mean emission traces from the R7

register for 9 different Hamming weights.
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Table 1. Correspondence between the number of photons emitted and the Hamming weight.

W EEE 0 1 2 3 4 5 6 7 8
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4 RS AW 25 R, WAL LR 4y BIRAE R & LA AN B T AR AR A 0 B i

F*2 YISO AES JGERIN S T 8GR

Table 2. AES photon emission analysis attack based on selected plain texts.
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Abstract

The security of information transmission is of paramount importance in all sectors of society, whether civilian or
defence related. In ancient times the encryption of secret messages was mainly realized by physical or chemical means,
but this was later supplemented by mathematical techniques. In parallel, the breaking of enemy codes has also been
a subject of intense study. To date, the only known absolutely secure means of encryption is through quantum cryp-
tography. However, this still has to be implemented by equipment that is vulnerable to various physical attacks, so it
is important to study these methods of attack, both for legitimate users and for the surveillance of criminal activities.
Today, nearly all transactions have to be realized through the computer and much effort has been devoted to cracking the
software. However, little attention has been paid to the hardware, and it has only recently been realized that computer
chips themselves can leak sensitive information, from which a code may even be deciphered.

By studying the photonic emission and the data dependency of a cryptographic chip during operation, the corre-
spondence between the Hamming weight of the operand and the number of photons emitted may be established, based
on which a simple and effective method is proposed to crack the Advanced Encryption Standard (AES) cipher chip. An
experimental platform has been set up for measuring and analyzing the leaked photonic emission using time-correlated
single-photon counting. An AT89C52 microcontroller implementing the operation of the AES cipher algorithm is used
as a cipher chip. The emitted photons are collected when the first AddRoundKey and SubBytes of the AES encryption
arithmetic are executed, and their respective numbers are found to have a linear relationship with the operand Hamming
weight. The sources of noise affecting the photon emission trace have been analyzed, so that the measurement error and
uncertainty can be reduced effectively. With the help of our Hamming weight simulation model, by selecting one or
several groups of plain text and comparing the corresponding relationship between the Hamming weight of the interme-
diate values and the number of photons emitted by the cipher chip, the key of the AES encryption algorithm has been
successfully recovered and cracked. This confirms the effectiveness of this method of attack, which can therefore pose
a severe threat to the security of the AES cipher chip. For the next step in the future, our method will be optimized
to narrow the search range, and also combined with other photonic emission analysis attacks (such as simple photonic
emission analysis and differential photonic emission analysis) to improve the efficiency. A comparison and evaluation of
the various methods will be made. At the same time, our current experimental configuration will be improved to obtain

a better collection efficiency and signal-to-noise ratio.

Keywords: advanced encryption standard, photonic emission analysis attack, cryptographic chip,

Hamming weight
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