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H, V =v;, E = e = (v;,v;). FFRLSHEKT
BUA Ai;(Aij € GF(q)), XA T LLE B4R AR
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I HAA TR E N
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1) 24P E (full-group-recovery, FGR). Al {5
HhCy L TR BB T AT BT RAER I HL I e 8 PR A
BEEIEA T LU WG 2 R S T, R
WS, WAFRA n-GR.

2) 1R 4 & & (threshold-group-recovery,
TGR) 4 HAL Y 0145 O 3R BUTE B m A T B,
AT DAV R AL B 15 %, RN T TR ALK &,
WA LLid A (m, n)-GR.

3 MEXFAE

AT RE KRS EES EESHEES & A
MM HEE 8. ATET I SRR, B
(3,6) NIRRT AR AT I7 R A, WE 1. T
P A48 FH R R 73 R BRSO BR 1, B g = 7, B,
WEA BRI GF(7) H k1T,

1) TR M=, 4r R dealer #HELIL (Y

om) = @|0) + B[1). (12)

1 S 5F RS TR A

Fig. 1. The distribution of secrets held by participants.

LI SR A =P T R A ke SRR B A B /Y
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HUAE F 001 (3281 A 1) 3 ZH 5% 7 FlD 48 47 K o 2% i
R, RERAT 6, KMERE |om), WINE S KL

|wm> = 6z|90m> = a|0> - ﬁ|1>

SR AR N Ja BT A T 2 A AR E, IR 001
Xt L 3 ) B 1A O B e R, B

s=1.

(13)

Tl AR R A kAT

Table 1. Binary and decimal codes of operators.

DEC 1 2 3 4 5 6
b 0 0 0 1 1 1
8y 0 1 1 0 0 1
5 1 0 1 0 1 0

AR R e 0 Bk 110

V-UP, (14)
:/E\:EF‘, ﬁz)ﬁ%ﬁﬁipkxn - [A17A21"’7An]3 {é‘
,%%%U = [Uo,’u,l,‘-',uk_l], %ﬁ%ﬂ%iv =

[v1,v2, - o). BN (3,6) TR TSR, Ak = 3,
M2 HEBE Uy r, = [uo, u, -+ ,ug] = [uo,u1, us),
4 AL = (100), Hs = UAg = ug, s = 1, Mg M
ZRENL, ur, ug WTE 1—6 EE R ERIER, R
B R =N EUE A R RI AT, 31X BARE 4 ko ik
FHIU = [ug,u1,uz) = [1,2,3]. fEGF(7)3+, ¥
it (3, 6)RS B I A B P, GE(7) — A n kAR
JR TG 3, WA R B AT PSR

k=1 q2(k=1) ... 2n(k—1)

(0%

111111
=1326451],
241241
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Sooft, o Ay BAT IR 0 0 DAL BV — UP,
D) Fh 25 g
V = [Ula V2,03, 04, Vs, UG]
—[6,3,2,1,2,6]. (16)

2) WK, D REREITREEEV G, &
ERGHRMIBERIE |G) k. o kE/R TS S
AAREHIE A, X B LGRS R AR, Qv =6
I, lo = (6,0,0), B 7B % v GBS AE 25,11 HOAL
HE B SRR E A B AR bR 2, [ AT {5
O RIFRZE A 1 = (0,0,0), B8 I X5 B )
BRI bRC B

|Gi) = ®:Z7'|G), i€ (l,n), n=T. (17)

R HIAR E 17T LS K
Ki=X\][%, Ki=XiZ, i#1. (18
i#1

3) Mt A A A AR, BT EE, K
TR RESHE, WE PR, RN 24
P 512 B AN VR R PR AN AT 0 B R CRAE Y. 3
o 2 2 o e SCH T BRALYR = B SCRT &0 ] {5 et
1 5EE 3NS5 H G E T AR 34 T
G, W AREE(7) I, BAERL1 52526
YRR, P38 f BB E T Ky = XoZ) BTG
W, FEA R R R b B & de 1R
B=ATMENV = [v1,v9,v3] = [6,3,2], LLRSXT
2 10 B R R

111
P=1326], (19)
241
YU AT LA 3 5 R
U=V'P~'=11,23]. (20)

Ho kT P Wia s, 2R EE)EA R
BEMN. BRMEHMEU G, \liMs =UA = 1.
IR 1, RRE RS BB A AR 5, s T
BAEMIPERT 6,07 = I, WIAN
o) =02 [¥m) = 626:10m) = [pm)

=al0) + |1). (21)
XA S T A R R IR s Rk ] DASEER
[ Bf e PR AN R 25 I O, AR PR AU A5 05 e i R L 5
e DT ATH1: [s1, 80] = UAg = [uo, up_1], RJ5i1H
T Z B R P DA S I XURL 25 1) L S FE.

4 MM E 2 E LT
4.1 BFEWZEMSH
4.1.1  TVRR T R0 7T 4T M B AR F AT
TEARTT S, AT URFL % B AR R U 1
F—ME, B ug. BEABUEE BH BT Eve
MEG R R, HAESKE T & — 1 THE
BV = UPRRMGMZHMEU, i AH Y TR
fltk — 1A ke — IR T FE 2, 1R B AR VIR b 2%
wo AR T FA w MR EL, N7 02 IR e A IR
W.GF(q)(q WA RN o, BRI w; A g FHUE, T
uo A BETEAE ¢ M, TS 2 1Ok

H(S = U0|’U7;1,’U7;2,"‘ 7vik*1)

—logq = H(up), (22)

B3R BE ke — 16y 7B I, A5 S AN 2 VEAT)
NG, R 3R 5 BASASBIE 5k
HRERR. U7, B Eve BT
F Ay 5B BRI, A 2 TR AR kA koo — IR
TR, BRI URRAET uo A HE— 2 A, B

H(s = ug|vi,, vy, ,v;,) =0, (23)

f b, 7 SRR IR 7 FE I 6 B A 1101 TR
s IR 77 6.

T3 MR T AR BURE B B0 B B 3 A TR T AN
EAEI R, TEMP I GF (q) Y, 4 g2 FETIE
B, Wi T = q— 1, T RGN, BLF Ay LS
ALk <n < TH (k) ITRATE; Hg A
SRR, BT # g — 1, B2 0] DR B
q REVEREL, PTG IS, )18 56 BUG 7T LLRK 2
R TIE ZF, AZ 5 RHAT, XFERT DU
2 0BG AN A7 AE A S T T AN BE AL A& A RO P
Wi, SR E GF (q), SEMvH 5 I n ORJFEAR
o H1E.

N T AEAG BT T R ST R RIVE R F)
A, FEW g RERS R, HHEENRE TR
N T TR AR 0, ik — AR T R % 4
PR RTAE rp O 2 M — 1 AR 8 RO 1l 5 o7 B 1Y
HEYEF, WA AN A A, PR, i o
R TT BAG T kA TR (T & 22 8 T,
AT RE PR ICT AR, 5 G AN SRR e 35 10 2 ol
HV = [v,ve, -, v] = UPL,., R )4

160301-4


http://wulixb.iphy.ac.cn
http://wulixb.iphy.ac.cn

¥ 12 Z R Acta Phys. Sin.

Vol. 65, No. 16 (2016) 160301

BUPE T A e B BB B, Bt 3 AR A A O
G A & 51 HLIE G 2 0 L 35 RE R B BE R O

" <A%%Tﬁkiﬂ§ﬁz i 2 A% = ;ﬂ)

W E UG, 19 2 B SR A B HIMER N 1/k,
P AE R AL, BV SRR N 1/ (R x A), B
2o AN K EASOKR, BRI AR 8 3 AT REPEARIR. (15
TER A, AR A SR B, (HL AR A B N
W JE R TR, WAl iA S B AR R

4.1.2 AERZEOTT RENT

A S 73 3 N P IR R A A R
FEREU, XTI R A I AR MR E R Ty
% 7I°JA SRR 2 RE AL, OF HoN Ho Al R A

RIS B A& A . BOR A an A
s = 1, I H AL B uo, HARAIIE RN, HoAt A
B LM u, ug, - up—y BIME T BLBEE A R
FEE B AR BUE. DR E R A A i F 2
WEHIB AL, K n RoRB 58 NE kK
EWHENRONEES 5E N FL L, SmY
He SRR (AT A BLR BLAE n 1)K/ B) 80 KR
b PN KBRS, AN S Tl B K, B A% i
SR T ) g (E R, A% Fa A R B T A i
(FIRb s AR AR SRR 2, B SR I ARG N 1
FOMERE. @ LA RDR R 2, B T
=TI T AL, Al 2 Fros.

B THRIARIUE SN, 2 5% B8 —E I,
kR, BRI R A% b — e I, R, B
IR AR 2%, BRI R ) 3 10 5 8 B U f Al 26
HlZ. PrLL, emZ 5E BB AR EH N
B, ST R AE R, TR — e R L
TRAE 1 5 R 22 2k

4.2 ERFHNREMSH

KIS IRLHT, AL T A T AR
B, EEREFRIL A NRE TRAMR S 58k +1
5188 2, Z AR A BN, RIS N34T 00 &
I, AR SRIMEI A CF P HER, POy TR
GBI E, R E TR AR R
% HRERRNE, EERNERIFABWREL
BRI L AR A B SRS A B, HAUGR X
/BERNINETR TE Ao

w
® © © ¢

B2 (MTR @) TR 7 5 o BT A v aE i 45 R
(a) (3, 4) TTIRHFFE; (b) (3, 6) TR FTE; (c) (4 6)
IR 7%

Fig. 2. (color online) All possible matrices in thresh-
old scheme: (a) (3, 4) threshold scheme; (b) (3, 6)
threshold scheme; (c) (4, 6) threshold scheme.

R FEAZ 585 A WAE, e AT ) 84 2
SRAFEL AR, g B LA LU FRLEAE B bk
R, BT SBEERIL, uﬂ@%?ﬂlﬂﬁﬁma%
[ = (0,0,0), Frli%Z 5 FKPA FULAE L,
MOME B R FEWE 1 TR BFREES
Bz v LB AIE 0 LR kS 5 EH S
MERAT. AT REBRSHOA, 4 T 4P E
AN HEAT B B I AE B R 4R

&z 5% 2 NAWES, THEEE 22 =6.
AfEFH BT RE T KRR TAN, B
S EFIMC N = (0,0,0), I; = (0,1,0), I3 =
(3,0,0), Iy = (2,0,0), Is = (1,0,0), Ig = (2,0,0),
Iz = (0,0,0), SbE}, 5% 2 FHREAEEMN, %
G R EEEE N AR S 55 F b, K
Al AR 0 A2 SR T IX RS T 1, il 3 s, 5 8
(R R PR AT 15 T 58 BN 22 4 F A &
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(0,1,0)
® )
(0,0,0) (3,0,0) (1,0,0) (0,0,0)

3 FRit 20 HIEERS

Fig. 3. The transfer of the label z3.
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R RENE, B PR E T R A R
IR E SR T7 SRR BT AR, PRER T 1l
R el 5. %07 R TS IR A 25T
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SEH ARSI IR IR 8 2 5 8 N, S %
BRI, HERE 2 B A G B 22 BRIk DA B3 A R
LR R MRS E TR AR 2 RAE R TN
HH PR 3L T A U e A s B % B Y N P
. S E X L PR AT DAt — 2P N T
B4 WAL KCE A REFE T HE I, WY
TA ZRE YRR A T A A L it
AR R BR TTVE.
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Abstract

Quantum secret sharing is an important way to achieve secure communications, which has critical applications in
the field of information security for its physical properties. According to the perspective of the practical applications,
improving the confidentiality and integrity of secret sharing schemes is a good method to increase the security and
reliability of communications. In this paper, we propose a quantum secret sharing scheme based on generator matrix
segmentation and the structural features of quantum graph states. The security of the secure secret sharing scheme
is guaranteed by the pattern of transferring information by stabilizers, scalability of the information and new recovery
strategy provided by the entanglement of the related graph states. It puts forward an effective solution to the problem
of matrix cycle period, where some numbers without the primitive element cannot construct the generation matrix.

First of all, the physical properties of quantum bits (qubits), such as uncertainty principle, no-cloning theorem
and indistinguishability, not only optimize the classical schemes but also ensure the absolute safety of communication.
Secondly, the application of matrix segmentation makes secret information has better scalability. It improves the coding
diversity and the difficulty in deciphering. Thirdly, the favorable entanglement properties and mature experiment
preparation techniques of graph states provide an approach to the practical applications. The superiority of the yielded
graph states is described in graphical fashion with an elegant stabilizer. Fourthly, the shuffling operation can ensure the
independence of the message among participants. Therefore, Eve can not obtain any useful information by measuring
randomly. Two group-recovery protocols are proposed to show the secret recovering processing through rebuilding sub-
secrets among legal cooperative participants.

In the scheme design, the dealer extracts the classical secret information according to the corresponding principle
between the classical and quantum information, and divides the classical secret through generated matrix which is
produced with the primitive elements in finite domain satisfying the linear independence for any k column vectors.
Then the dealer encodes information into graph states and distributes particles to the legal participants with unitary
operations. Subsequently, the credible center obtains sub-secrets by the theory of graph states and the group recovery
protocol. He can achieve the initial classical secret via the inverse algorithm of matrix segmentation. After getting the
classical secret, he recovers quantum secret according to the relationship between classical information and quantum
information.

Theoretical analysis shows that this scheme can provide better security and scalability of the information. It is
appropriate to realize the secret sharing in the quantum network communication to protect secrets from eavesdropping.
Also, it can provide an approach to designing diverse and scalable quantum secure communication schemes based on

quantum graph states, the algorithm of matrix segmentation, and group-recovery protocol.
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