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Fig. 1. Flow Diagram of BB84.
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Table 3. Outcome of Bob’s measurement effected by

second noise.
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Table 4. Outcome of Bob’s measurement effected by

two noise and attack.

Ab P A/B |0y 1) |+ |-) Bb
Bz 0.25 |0) x y 0 0 By
By, 0.25 |1) y T 0 0 By,
Bx  0.25 [+) 0 0 x Y Bx
Bx 0.25 =) 0 0 y T Bx

AL BT HRF RS ber W1R TR

ber =y+y+y+y
. <SSin29>< (1—sin29)+1>

16
:851n29>< (14— sin29)+1. (11)
N T e=sin?0, it
ber = 786(1 746) + 1. (12)

3.3 FIXKFBIER I

T 56T AT () 72 I W AR I R R
TS PRSI 22 A Al B

FRAE 2.1 95 19 gt BBS4 i, A A4 R A,
mRver > o;, M2 ETEERAHFLE, F1E
G, 2T LA, 8 EIKFe < 0.68,
ber > o, Eve 2 T ¥ DU 0 2 1 38 i 4%
Rl k. Me =0, FoREEFEAME.
RA G FAEAE, M2 1 RIS 0.25; @ik
B G FARAE, T HRRRIESZEN 0.

1.0 . . . . _
ber0 i

09r ———— berl ’
0.8} ber0 = (8e(1—e)+1)/4 L7

7
0.7}

0.6 |
0.5}
0.4}

B HERRIS R ber

0.3}

0.2
0.1}

0

0 0.2 0.4 0.6 0.8 1.0
WEE R &

2 By HURFRAD R AR F KT IR &

Fig. 2. The relation of qubit error rate and noise level.

Mg K e > 0.5, RIFIE(E AR H REEE,
WM S A5 B LR Rt 2 AR F . DRl
FRIEAS (5 T8 I S8 X ME TE, XX M5 TE ) %24
HATREEN. H—RHEER, Everlfghe
P BT A e B TR IR &1 LURE, & HRE
RN AR BT B 2 ) Bl 2k LR RN AL bR = 25 2k
TERH XK. TEQn B 1 s, A 50T B BB84 #pil
T AR AT 2 B AN BB 2 B — o S R T BT
i Alice F1 Bob 738 {5 3 #2, HL 28 — 341t il (1) =2
T HRPR LA AE . XA A &I
FRRIS ZARIAE FIR DA (Y R, HLAE X X 38
B3 T 5t R A ARSI L R

F2 T K75 18 Eve g Mk W7 5 &k Koty o 57 B3
Z/EEE. W 0) X, THRE 3. NEI3FEH,
Eve RETT U5 BB AE0.28)0.25 2 1A]. BEE S
AFe B, SIS ERI(A, E) 28 = MM
e

0.20

I(A,E)

0.10

0.05

0 0.2 0.4 0.6 0.8 1.0
€

3 Eve RRGIMKHAEER

Fig. 3. The maximal information Eve can gain.
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Abstract

Most of quantum cryptography protocols are designed under the ideal conditions without considering the impact of
noise in actual communication; thus they may result in that the confidential information cannot be transmitted to the
receiver accurately or eavesdroppers can steal the confidential information by mixing in noise. Therefore, analyzing the
security of quantum cryptography protocols under noise conditions is of great significance. For the purpose of analyzing
the security of quantum BB84 protocol in collective-rotation noise, firstly this paper introduces the quantum BB&84
protocol, and considers the influence of environmental noise on it. An explanation should be stated that in a noise
environment, the effects of noise and eavesdropping cannot be distinguished between each other. So the mechanism for
which the error bit is simply used as the criterion to judge whether there exists eavesdropping in the BB84 protocol,
cannot be used in the noise environment. The mechanism to judge whether there exists eavesdropping in quantum noise
channel needs to be modified and improved for protecting the information. An initial qubit error rate can be set according
to the noisy quantum channel. If the qubit error rate o of the quantum communication channel is larger than that, it
can be determined that the quantum channel is not secure and exists eavesdropping, no matter what the reason is. And
on this basis, the collective-rotation noise model will be established in quantum channel by using the particle deflection
model and distinguish the noise from the eavesdropping in quantum channel quantitatively, and the relationship of the
amount of information that eavesdroppers can steal, the quantum bits error rate and the noise level will be analyzed by
using the von Neumann entropy. Finally, the noise critical point will be calculated by using the collective noise model
and the relationship between the amount of information that eavesdroppers can steal, at the quantum bits error rate,
and the noise level. Through the analysis, we can know that in the existing noise level, the most of the eavesdropping
can steal 25% of the key from the communication. However, the Eve’s eavesdropping behavior will be detected, so that
Alice and Bob will give up the current consultation key, and restart the key negotiation. This result shows that the
quantum BB84 protocol is safe and secure in the collective-rotation noise channel. The research results of this paper will
enrich the theory of quantum cryptography, and the innovation of security detection methods in quantum cryptographic

protocols will help promote the process of practical quantum cryptography.

Keywords: quantum security communication, collective-rotation noise, security analysis, quantum bit

error rate
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