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Fig. 1. Bifurcation diagram of Logistic map.
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Table 1. The selection of p value.
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Fig. 2. The schematic diagram of Logistic.
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Fig. 5. SM4 key scheme based on chaos.
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Fig. 6. (color online) SM4 key scheme circuit based on chaos.
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Fig. 7. SM4 key scheme simulation based on chaos.

4 FIRSMN

T2 IR T AR SLEIEAEA R AL EOR B2 R 1) 5%
PR MECHIRM R R AR, LUT R
FPGA W3 A 12 4] #.50; Multiple 9-bit 4 FPGA
b EAERCET 9 LE A ale vk 4% Key space N %8 23 [H]

KN HR2AAI280LKE N, IR RFZLUT
HFEOI3AS, A M ESMAE HY | HILLUT
THFE 13241, Multiple 9-bit ¥ #E 724, %54 45 ]
N 256 7.

YE# M —4E Logistic {4 SM4 %Y & P, £
YE ok Z ARG R GACE SMA Y E 167 Ak
[ SM4 %G1 g P11 X = Fp VL AT T FPGA

020504-5


http://wulixb.iphy.ac.cn
http://wulixb.iphy.ac.cn

) I % R Acta Phys. Sin.

Vol. 66, No. 2 (2017) 020504

Wit 505, Hh 2 45802 MR RS H Lorenz R
RGN, THFEIEI 128 4 32 7 I TIAF6it N
Fenlh. WIS LM S R R 18100
X =M AR A BT FE AR A V0L L A BH A TR R
H5ARSCEFAE R, A5 YR VR R IR A S 5
FAZS IR0 LI, ] 8 Fros.

R2  BHRIHFEANE G

Table 2. Resource consumption and key space.

(& LT Multi.ple Key space
TR SM4 scheme 9-bit

16 16 1324 2 144

24 48 1324 6 152

32 63 1324 6 160

48 134 1324 12 176

53 175 1324 12 181

64 235 1324 20 192
128 913 1324 72 256

WK 8 (a) ATz, £ LUT WYRTHFE L, ASCHL
FEAR R AL BORS B b #R L — 4k Logistic 1B R 4t &
REVEZ 1324 N LUT HFE. FOAZHEAER AN TR
B i SM4 %Y R Bk P A2 1. —4E Logistic 12
ARG B BARLUT BRI FER D, (HE
BHZAS AN, AR 2 4e 82 MR R 55
SRVEAE 64 060 UK B2 DL S 1 BT 305 9 FE SO G 0 T
FEfE T AR EAE 5420 /N LUT.

B 8 (b) AT, A% SCHEVETH FE 1 Multiple 9-
bit #5 —4E Logistic 1RV R A ZREIEA R, A
HLS 2 Y 2 MR R G B VM E, Multi-

ple 9-bit £ HA 28/, TiA7fig It SM4 25419 e 532
M JE Multiple 9-bit i 89 #E, {H % 8 2% 5 /A
FIFIna.

1141 8 (¢) %1, Lorenz % $H 7% [a] [t Ao £ 48 Jin 1)
WK . Y Lorenz J& T =4EVRIE 2 %%,
X, Y, Z=ABEMN. UX, Y, 2B R
128 fiiff, WG AT 1 X, Y, Z = HIGRE R,
N 384 7. {HILEF LUT, Multiple 9-bit % 514 #£ E
K, BHY RS A SMA & 5 Bt FH 53
I, T 54 7 24 SM4 R, U0 iR 256 17 % 4
A2 AHSPTE 7o ELE 55 28R, R BRI
PEUR L4 R DUARAIE £ 22 4 15 L T 58 2 A4 Y
RS (B E1S T M.

A7 A S35 R LUT %3578 A8 5 FA7 1) ck; A
A G, 1Z B TR I R BT 4R BT TIAE 1 ck;
FIAH. 2570 128 4 cky {E, W75 4096 17 fif B
7, HAZSEI RN 2 8], SRl 107 it vk
HAFEIHIBENUE, K8 32 AN E 2 S8 ek, T RN
WA A7 B A7 O~V e, Mo
1R IEE 32 MEAARIRE E S5 ck; WA, %H
TS, JEE ck; Ja 37 FZE e RS, W5 R
SM4 Z Y R BEIEE AR FHIEZEN. R
T i} 2R L 324 ek, B, W23 RN BB T S A
WA A 2 N 2B A, FRAK T s mek s, I
TEfif B f T L= LR AN R P AS B RSO & B
Ao [ 58 B A7 0, BT (S B R %A~ . %%
XU T3, 5 ATt 712 B AR S0 1k DL 4H
NI B, 7R %52 MINK B A5 AR 55 3)
ARFER KT

. ) 450 DT s g
9000 e LogisticBEA, 120- o N —o— —YELogisticift
o ! —o— —#ELogisticEft —u st
8000 { —m— =4ELorenz¥H L o . 400{ —m— =4iLorenz%
- . | —=— =4iLorenzfH R B
A 100 : 450 Wittt
70001_, s £ Tt N
ATk o s & —x— KTk
6000 1 o 80 —x— Ak & 300
£ 5000 4 é 250
A, 60
= 40004 @ = (b) 7, 200 (c)
-
3000 ; 401 X 150 .
2000 100
20
1000 - 4,/ 50
0 - & < 2 _ 0

16 24 32 48 53 64 128
DR e

0-
16 24 32 48 53 64 128
Bk

16 24 32 48 53 64 128

REEoREE

K8 UM SRR S RS (a) HEBHERMANEG (b) 9 teRRIAS AL (o) B

Fig. 8. The contrast of four kinds of resources consumption and the key space: (a) LUT resource consump-

tion; (b) multiple 9-bit resource consumption; (c) key space.
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Table 3. The NIST test of subkey.

e JiSM4EHY R PH AXPHE

ApproimateEntropy 0.994038 0.999242
Block Frequency 0.550177 0.283013
CumulativeSums 0.629223 0.546062

0.301120 0.519702

FFT 0.121488 0.121488
Frequency 0.317311 0.381574
LinearComplexity 0.919689 0.985608
LongestRun 0.222186 0.228193
Rank 0.693720 0.693720

Runs 0.826678 0.881524

Serial 0.00645 0.400350
0.056433 0.855688
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Abstract

Block cipher is a widely used encryption method. In order to improve the security of information in the network
data encryption systems, the initial key should be guaranteed to be large enough. In order to overcome the threat of
quantum computer to short initial keys, a key scheme based on chaotic map is proposed. The chaotic map is introduced
into the original SM4 key scheme, which effectively increases the initial key space and greatly improves the resistance to
key scheme attacks.

Due to the limited logic resources in hardware implementation, a logistic map is chosen as a chaotic system in
this paper. Although the logistic map has many excellent properties of chaotic system, such as initial value sensitivity,
randomness, ergodic, etc, there are still a lot of problems that we need to pay attention to. The parameter p is the
system parameter in the logistic map. The value of p controls chaotic characteristics in the logistic map. When p is
equal to 4, the dynamic characteristics of logistic map are best. The values of data transmitted in the network are all
quantified as 0 and 1. In order to implement the logistic map in a digital circuit, the digital quantization is needed.
The bit sequence design quantization is very simple and saves resource consumption. Compared with other quantization
methods, bit sequence design quantization can be implemented in hardware parallelly. United States National Institute
of Standards and Technology launched the test program package to test the random numbers. The test program package
includes frequency detection, block frequency detection, run test, etc. Those tests are used to detect the randomness
in binary sequence of arbitrary length. The test program package proves that the sequence generated by the logistic
map has a great randomness characteristic. After the security analysis of logistic map, the hardware implementation of
logistic map is carried out in this paper. Based on the theoretical analysis and hardware implementation in the logistic
map, a new SM4 key scheme combined with the logistic map is proposed. The proposed key scheme has less hardware
resource consumption, larger key space and higher security than other key schemes combined with chaotic systems. The
output of key scheme in this paper is tested by the test program package. The results show that the random number
produced by new key scheme is larger. In the end, a key scheme attack is introduced in this paper. It is proved that the

new key scheme in this paper can effectively resist existing key scheme attacks.

Keywords: chaos, key scheme algorithm, field-programmable gate array
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