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WG H =AM B AT N, 27 17 %4, Bk
i 7] OFDM FE A [ 7R i R 258 5 H R E BT
TN 7 SR A, T AR KR B 4 A AT T
AHARVY. EEXT G B, AR SCHE HE — P T A S S 3
32 1] AR TR el 25 H 43 R T, R AE LA b R H b
BT B A VR S () T B N A S )
F) =4k in# OFDM-PON.

ARIH AT HT 2SS B TR
By e J7 15 DA S BT B A5 TR B S 1 T K
I MFF S s B =4 % OFDM-PON #4, 28
JERR T AT T2 R R S A, e JE it
73T 64QAM 1) 13.3 Gb/s@25 km FFELT
fE5i11) OFDM-PON £ 4t SZI656IF .
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Fig. 1. Schematic of the dynamic synchronized chaotic

system.
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FFRAOT

Ly = extract(B, o), (1)

X BAZILFY, HIRM T ELTE, B8
“extract” TN B FHEIK N 1o 1751 L.

BT RAF BB — T RE P81 Lo, R )5
MAM B ESHEE U HEENLE I — A3 S S HH
TEHNR ARG EREN o 1 = JTRP A L,
FFHS Lo A1 Lo ARG R % R ARG = E
HIaG s, ANFRISI S S HALR RIS AR 4
RAMK, ZICRPFA Lo 1 Lj Z [0AH K 2506
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T Bl A TR ML 1) = 4E i % OFDM-PON J& JF %
M. e Jr B2 Bis. WOR BT E iR
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Fig. 2. Schematic of the three-dimension encryption
OFDM-PON based on dynamic chaos-iteration.
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S, HP A, B, C, DARYE My sREUH 2
N Na, Ng, Nc, Np, Hifig

N = Ny + Ng + N¢ + Np. (2)

&Aé\%%ﬁﬁ%%% Uf = {1725 aN}a ﬁHFA)
B, C, DAR¥E My SREL) T2 4L & 43 N Ug,
Us, Uc, Up, MF#PE LG 2T R R:

Un ={fa,,i=1,2,---,Na}, (3)
Us ={fB,,i=1,2,--- ,Ng}, (4)
Uc={fc,,i=1,2,---,Nc}, (5)
Up ={fp,,i=1,2,--- ,Np}, (6)
Us=Ux UUp UUc UUp, (7
UinU; =0, i,j€{AB,CDHi#j (8

KR ARERICNS, = Ay, Agy -+ Any; HI
B {5 Bt N Sg = By, B, -+, Bny; FIF CHIfE
Bt A Sc = C1,Cy, -+ ,Cng; P DG BICH
Sp =Dy, Dy, -+ ,Dny; A, B, C, DINEEi%
HRStE JE 0 A Bt Bt 30 2% B B B AEE
M HESIE, & BT EC) 7 8os B H i B —
FEASHRIR], AR ) & H P IS & Sa, Se, Sc, Sp
A B2 2 B A A, SO I8 54T “map”
TR T RGBS, 7 3P W i R AT RO Ty

Sl :map[(SAysB,SC,SD),Ml], (9)

S1 N BE AL T B W S A S R SR 5 R
— & KB RRVE T A & AL AR R T B A R
My = [my, | LIS PBN, HANHRE M, 5755
FEE Sy ATHI L — 8 H my,,y = PO B(i) BHIEMF
AT 5 XAERRIE B RN R Mo B
e ——AH3fe, WPLBhdFE n] Fontn T

Sy = F(S1, M), (10)

(10) 3\ S NIEN 58 e 175 5 REFE. 55 Jm A A
TR Py 31 B A A BT 3 B ML PIL AT T 3
i,
Mg =Ix ElEQ"'Ep, (11)
Sg = S2 X Mg, (12)

(11) b TN AL R, B IS8R, (12)
Sy NIFELIE BIFF S AR, N 58 HJE i) OFDM i

HAE SRR A
N
Sy = Z(F(Sl,Mg) X MS)(k)
k=1
. (t—1)T
X exp [JQKf(k) N
t:1727"'7N7 (13)

A N FRoR PR B A (inverse fast fourier
transform, IFFT) FI&K &, T RS 1, fow)
5 kAT HEINE.

g FE R, AETT M IFFT S8 OFDM i
i, SR HEAT I R e, R RDGER B Rk
77 F S B B J5 HEAT 5 O e e, R A P e
AZ 3 (fast Fourier transform, FFT) 5¢ % OFDM fi#
W, R JEHATE SR QAM . € Xia
AT “demap” F7n T HGM MR, TR T R TR
NUTR:

S; = demap[F (S5 x M3 ", M}), M;]
i=AB,C,D, 1)

o S5 O OFDM filt i 5 1) it °F 5 R, ML) =
[mj, J R mey x mp, =1, My o M (R0
i IR T = 4e s 5, G0 R A %
BB T TevE HERR RS 2.

T 7= A B BRI R G il 4B R & Logistic
WIS 25250 R i, B A A R

Xit1 = mX;i(1— X;) +nY?,
Vi1 = p2Yi(1 = Y)) + 72 (X7 + X;Y5),

HA S B BE T E WL € (2.75,34), ua €
(2.75,3.45), y1 € (0.15,0.21), 2 € (0.13,0.15), V&
MFE X, Y € (0,1). HEF, MeREARAN
WHE (Xo, Yo) AIEZH, HEIEASHES U
8, AEE—HABSHBUEE T X (0, 1); Rk
RASE 1, p2, 11,72 NS SH, S SHE
G UM, v 5lJ& T X0 (2.75,3.4), (2.75,3.45),
(0.15,0.21), (0.13,0.15), H&SH5ENESEII I
1B 35 /2 - 4EHE & Logistic 2 4t A3 N IR MR A,
BT H] (X, Y;) AR RS T 5. N T HE0R
SRR, KA (X, Y;) AT N AL ERE S,
F T A U, d g A 3 .

X; = 10°X; — floor(10°X;),
Y; = 10°Y; — floor(10°Y;); (16)

(15)
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0, Xi<05, T 0 7 1 B 0 2 kT SR R
Byic1 = {17 05 S0 5 12 9, R B 3 7 2 8
TR R g% A5 0] Je ot % B W %2 4 1.
Bai — {07 Yi< 05, (7) 3 (a)—(d) S B T IR R GEH B R
L, Y =05, TR FEF X, 758 BLEE R 5 Lo B A X &
(16) 2H B “foor” Fn [ T HUEE. | B, HAESE R BUE XK 2628,
([0 — ) — (X = )] x [X0) — (K@)
Box () = JIXG =7 — XG0 < (X0 - (X (%)

|
oo X R R HEAT AR I 1) SEKre 51, 0 A Oy BURAE (10715); &3 (b)—(d) I 4373 3R B VR 7 51

BA, BE () R REECTME, Rxx WX X~ ZJuP8 B FIE P Lo ¥ BA BRI E MR
HAOC R K3 (a) BAE TR RS = BEYME Rtk

1.0 T T T
08| ©
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S o6y &
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>
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3 (a) ZH4EE Logistic I REGVIEBURYE; (b) IRMEFH X, MWEMKREG () =075 B W EM X REG
(d) R Lo i EAHK R %L
Fig. 3. (a) Sensibility to the initial value Xo; (b) self-correlation curves of chaotic sequence X;; (c) self-

correlation curves of binary sequence B; (d) self-correlation curves of synchronization sequence Lg.

N T BEAR T FR F R R G AR o6 P ZH (X0, Yo, pa, p2, 71, v2) P7E, BN 7
FEAIRIBENLIE, % 125 H 1 BELIZE$E 1000 HAT461E R N 5.46 x 1086(1 x 1 x 0.65 x 0.7 x
FEAE T S B BENLIE RS . X R E 0.06 x 0.02 x 101>6)[23] " 35 ] 55 %4 1L A ff 12 YR
FrArdE NIST SP800-22 X} BEALIEHEAT MR, FEAMFF s 245, LLEEFP3.38 x 10V s Sk i, 78
ARALE 1 Mb ) 3R A, 8K 0.01 P9 1.61 x 10%9 a, X R ZINE 7T RAEEH TS
gt LR B, 7 B fig il i bR i NIST SP800-22 [1) Y. BhASHAEEIS, AR 2R R S
B 15 WAL MR, 454 (15) X, Rahb T I A WIAG 5 A AR T AR, 97 2% 3 TE R TR
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%1 NIST SP800-22 Bzt 45 5 (291
Table 1. Result of NIST SPECIAL PUBLICATION
800-22 TEST [29].

Gk MAAR bR P1{H Horth &3
BALE RSO 0.681789  0.991 @it
Sy BRI 0.196392  0.996 @it
SRR 0.806491/  0.992/ it
0.565663  0.993
IR IR 0.563615  0.992 @it
PN KRR X 0.857181  0.993 &
TR AR 0.734904  0.987 @
S E A B AR 4 i 0.799073  0.988 &
JE A S 0.310795  0.991 i@

HEHITEN R

E

&

0.288958 0.984

Maurer FJ3 FH 8 0.204985 0.989

AL ARG 0.984178  0.996 &
BEAL I 30 12 0.118924  0.990 &
FEHLIG BRSSO 0.784127 0992 il
AT 0.586241  0.999 &
AN ST A B 0.009103  0.988 i

RGN, F 2 RN B R GHIGBURYE Bl S 25
HI22A, BRIRER AR RGN R 2%, [,

.................................

: Offline 5 Gs/s :
1 e :

E A DSP AWG
H A
OLT Laser

..................................

! 25 1km 4

HMEZHOEH T RGRPEFE KA B, K
I BOAE B ROXERE, SR T H AR e Ak

4 SR

Bl 4 5T Z HEPE N 5555 e =4
% OFDM-PON 5256 R 40, Z ARG — Mtk
% 2% 3 (optical line terminal, OLT), B/ A 40
WX 4% 15 i (optical network unit, ONU) LA —4~53
Wr ONU. 7£ OLT ¥fi, A7 E4w12E47 64QAM il A1
T i 217 80k b A ARIE OFDM I il 5 5 42
NSEAE, ASCHIA T Hermitian ARG H 22 BI7E
5124 T 3, A 255 A>T 30 1% i 64QAM £
I, LT RN E R &, IFFT KA 512.
OFDM il 5¢ i Ja, #EAT I ef 4, SRJG4E N 1/8
RS KRR RTSE. DA L FRE i@t 28 R ab sk
. In# OFDM 5 S # IR #5535 Gs/s 1
fE B KA 2% (AWGT102) 72 4E OFDM HL{5 5,
I e 3 MZ 1 i) 2% 9 1) 29K R 1550 nm o #R B
F. N OFDM 15 5 I 4855 T LA R AR 4n B 5
R, 55 % ON2.5 GHz, {5 B %% N 13.3 Cb/s
(5 Gs/s x log, 64 x 8/9 x 255/512). {£ ONU i,
A5 5 &0t 7 %5 8 10 GHz 08 BRI S (photodi-
ode, PD) J&, FIFEF /R4 CRIEZ 25 Gs/s) IR
17, SRl I 28 T A FAK AT OFDM fig i 5 5
WRE AT QAM fi .

ONU-illegal

....................................

B4 =4:hn% OFDM-PON [SEi R4 E

Fig. 4. Experimental setup of the proposed three-dimension encryption OFDM-PON.

BEAT BR AR AT, FUOT e R B S S Rk
J7 R RE . T E AL AR O R, 15 2
W& 6 TR (K07 B4 . RS S R o, 1, 2
BB 23 9908 3.20, 3.05, 0.17, 0.14, SIASHE U, B
F100A5h S5, AR —AESH (X0, Yo)i
EUE & T X 18 (0,1), BESH5 35S 5

B RGREHE NRTRES, FIB T 5 Lo KK N
1000. HR4EE 6 4R, 2 HA Y ¢ =50 Bk TT
MESH N, AR Lo 5 Ly MKRE N, B
BT ST S RE TR D, TR sh& S
BT, MR/ T 0.1, BUOh RELBLE K
IR
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Fig. 5. (a) Temporal waveforms and (b) spectrum of
the encrypted OFDM signal.

1.0}

HRREL Ry (i)
o
i

6 [FPA Lo 5 L MR R

Fig. 6. Correlation curves of synchronization se-

quences Lo and L.

Bl 745 7 Ak P AR VR B W 3 R S R
iR ELRF R BE RSO D) R A 28, LA RO
DN =7 dBm I N {5 5 28 25 km b ifE DL
A E R EVE R P 56 W i B e . i 45
REW]: T EE AL 25 km bR DY
MR N OFDM 15 =, A#EWBOLTh &7 7K
T —11F1 —8 dBm I, &3 H iR EURE 2 R 3
FEC (forward error correction, FEC) [RUA T, B4

EHP BN IR R AR EUE 25 8 xr e, T
TR PIREAT A, LR R A TR ELRGS,

100 T T T T T T
1071
5 1072
m
1
g FECH
~ 1073
A
E':i“‘g —— HilfF5B2B
i —=— (5 5 B2BHHH
1074 p —e— {5525 km
—a— 5525 km A
—a— DIEE(E525 kB
10-3

-18 -16 -14 -12 -10 -8 -6 —4
FOLD%R /dBm

K7 kAL R oR EU R R R SO C T FR A2 1L
Fig. 7. BER curves for legal decryption and illegal

decryption versus the received optical power.

40 250
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=3
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= | ®
/\h 20 H"
o
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0 - 0
0 0.2 0.4 0.6 0.8 1.0
7953
28 T T T T T T 250

T

At/ %

-3

T T
01 | B 200
150 2
14 ]
100
l 50
0 0
0 0.2

0.4 0.6 0.8 1.0
[/F: 3
8  FEHWQAMMFTA—KIRERITES ()
HACHAT; (b) N AL S
Fig. 8. Statistical histograms with subcarriers of 255:
(a) Before QAM symbol scrambling; (b) after QAM

symbol scrambling.
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R ARG LAE 0.46 I, TIERAME R, (H5
R, BT @ OFDM {7 514k, A0t
(11 =4 n% OFDM {5 5 i A% fa AN = 3& R R GL a4k
HE T RAR Y. I RS %7 3 B QAM AF 5
AR E G B 8 s, Geih 4 RR W, I
Ab B A3 QAM A5 (¥ VA — AL R 4EL 20 A 3600 =F &
AR R TR T QAM 775 Goit Akt B
HFHIGT 73 By, $TH 24tk

5 % W

I VR 28 Gt () 90 4 B0 4 AR O M A ) Ty
%, R T —MET ISR R TE %
TERT LIS 2 RGP, B iR R
GUITERE, A BT SREUCE = AT A, B
WA B e, %07V I TR AL AR (T &R
GSHL, AT LA AR T e A B A e
A 2R G AT U6 A BRI AR T 1 A AR 5 DA
T BE TR o0 F A R ALV SR B, %%
fic 2 45 2 B 25 ) A] 0k 1086 DL L, BB kT 55 28 1K
i, fEREIEAE ) @R X OFDM {5 5 31T — E iR
T BN AT S B, @A T — R =4
OFDM-PON £4t. szuggh FRW, & ykfE s ] LA
IEHIREAE 2., MIHEVL 51 % RS A5 44 1F 0.46
BRI, AR SCHE HA 0 25 1 3 25 VR el e S 1) = 4 &
OFDM-PON 8% e =5 B AL e 4 1.
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Abstract

Orthogonal frequency-division multiple passive optical network (OFDM-PON) has emerged as one of the most
promising solutions to meet the requirements for the next-generation wide-band optical access network with high ca-
pacity, strong fiber dispersion tolerance, and flexible resource allocation. However, like other optical access network in
which the downstream signal is broadcasted to all the optical network units (ONUs), OFDM-PON is vulnerable to being
eavesdropped. Thus the security of OFDM-PON should be taken seriously into consideration.

Recently, some chaos based encryption methods, including chaotic scrambling and permutation, hyper-chaotic
system and fractional Fourier transformation, chaos based IQ encryption method and chaos based two-dimensional
scrambling, have been proposed to enhance the physical layer security of OFDM-PON system. Owing to the special
chaos-related characteristics, such as ergodicity, pseudo randomness, and high sensitivity to the initial values, etc., these
encryption methods are of high physical layer security. However, in most of these schemes, key distribution is not con-
sidered.

In this paper, we propose a three-dimensional encryption OFDM-PON based on dynamic chaos-iteration. The
key distribution is implemented through the dynamic chaos synchronization between the transmitter and receiver. The
receiver tries to synchronize his chaos system with the transmitters’ by calculating the correlation index of the synchro-
nization sequence, which comes from the transmitter and is controlled by dynamic parameters in the parameter sets.
The calculation is not very complex because the transmitter and receiver are acquainted with the parameter sets. The
synchronized chaos system is used to generate keys for both encryption and decryption.

In the proposed encryption scheme, one ONU is connected with four users, and the message is irrelevant to the
users. Quadrature amplitude modulation (QAM) symbols from the users are mapped randomly onto the subcarriers
in a flame based on the chaotic matrix M;. For the M; is changeable, the number and position of subcarriers for
different users are dynamically varying. Then the matrix M generated from chaos system is utilized to mask all QAM
symbols. Finally the QAM symbol matrix is multiplied by an invertible chaotic matrix M3 to realize subcarrier per-
turbation. These three key matrixes are generated from the two-dimension logistic iteration chaos system, to which the
initial sensitivity increases up to 1075, The output sequence of the chaos system after quantification process is of good
self-correlation and cross-correlation characteristic and can pass all NIST SP800-22 randomness tests. The key space of

the encryption scheme is over 1036, which would be against exhaustive attack effectively.
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Specifically, a proof-of-principle experiment is conducted to demonstrate the aforementioned proposed scheme. In
the experiment, a 13.3 Gb/s encrypted 64QAM OFDM signal transmits over 25 km standard single mode fiber in an
OFDM-PON and successfully decrypts at the legal receiver. For an eavesdropper lacking correct keys, the received QAM
constellation is totally in disorder and the bit error rate increases up to 0.46, which indicates that not any useful message
is eavesdropped. The proposed scheme provides a promising candidate for the next-generation secure optical access

networks.

Keywords: orthogonal frequency-division multiple, passive optical network, dynamic chaos synchroniza-

tion, chaos-based encryption
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