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Fig. 1. Schematic demonstration of the mutual bound-
ary of the GCs. Since the topological distance between
by and GCp is equal to 2, the point of (az,bz) is not
mutual boundary nodes.
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Fig. 2. Schematic model of the failures-recovery in

interdependent networks.
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Fig. 3. Schematic illustration of the PRCL strategy: (a) Two pairs of mutual boundary nodes ((a1,b1) and

(a2, b2)) are shown; (b) by counting the number of first-type and second-type connectivity links of node a1,
k8¢ = 3 and k8¢ = 3, after calculating the boundary importance index with f = 2, then I(a1) = 9/3; in the

same way, I(az) = 8/3, so two interdependent nodes aj and b; are preferential repaired, all their connections

with the GCs and all links between reactivated failure nodes are restored.
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Fig. 4. Probability of existence of the giant connected component, Pso, as a function of p with A = 3%.
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Fig. 5. Probability of existence of the giant connected component, Pso, as a function of p with A = 5%.
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Fig. 6. Probability of existence of the giant connected component, Pso, as a function of p with A = 10%.
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Fig. 7. Probability of existence of the giant connected component, Pso, as a function of p with A = 30%.
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Fig. 8. The number of iteration steps (NOI) in the steady state as a function of p with A = 5%.
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S HIE . RS W, R E XA, K
2R G K e B L A 72 AR — B R B RO AN [
SEEAE IR 238 70 B PR R 68 A P 77 TR PR B THRICR, [
WS R AR . S, FRATHR R S B R
# (recovery robustness, Ry ) !0 SR & 52 it 7k &
R JEAEWE XA I N 4 S0, R TR A
Wy

Ry = Z frc<p)7 (2)

T plp FoR P B XN TE 5 15 s B p 14 X T,
fre TR ZE I BIFRAS IS AR K8 RE. R 14
R R A LGN = 5% I, = 5k
TE AN [F) 25 A6 TR RH K 9 285 1) K 5 5 W R AL Ry 1)
TH 00, 2 1B B, U R A A R I ) 2% 11
GE R S BEFE S s, X B ER-ER(SF-SF/ER-SF/
SF-ER) W 2% i) & & [X [8] p iz 8k 24 [0.43, 0.48]
([0.44, 0.49]/ [0.44, 0.49] / [0.43, 0.48]), Ap = 0.001.
BT L, G AR K I £ 8B AT AT YR S it (nome),
— LT 57 B B R 2 45 B A R G006 RROROK (1 4
WK R (ER-ER) = 0.0003, R.. (SF-SF)
= 0.0003, R.. (ER-SF) = 0.0008, R.. (SF-ER)
= 0.0002. " LLHE, TS FIEN T HAK R 45 451
SV B AR H W AR AE A, 9 4R FH PRCL K
RENEG, MR RS &R 3] 7RSI
ER-ER(SF-SF/ER-SF /SF-ER) W 4% {1 & 4 &
005l & 0.2382(0.2467/ 0.2539/ 0.2259). #HLLRR
%3k, PRCLH ¥ £ ER-ER (SF-SF/ER-SF/SF-
ER) M%) R, th KR 52 & 1 89.28% (123.09%/
81.56%,163.48%). *f Lt [F] J& #% 4 i) PRD A1 PRL
I &, PRCL BIEKIRRILH — MR35, metsif
PRI A P 28 () S5 0 e BEFE B . 25 AT 4N, PRCL
SRV N E AR [ FE AR X 4% L 45 2% B L O 4 1) 5
Bt

TR T UWMELHI N = 5% B, i A

™

I A2 02 I I 4 0k 38 AR 2 I R KO 38 T 445 1)
RGP (B A L. FEIXHL, R OE R T AR
EC AT p BB KA, 2N I 4 2[R 2R 240 i i 22 1
SEABRE, W RBUE K & L TE L L% &%
SCHR [20] HLAH B R R B X, 3% U ER-ER(SF-
SF/ER-SF /SF-ER) 45 () 1EH 75 s il p = 0.46
(0.47/0.47/0.47). M %% 2, PRCL H L7 ER-
ER(SF-SF/ER-SF/SF-ER) W 4% S jifi & I, 4%
KB R ARSI (k) = 3.1311 (3.3184/ 3.1947/
3.2979), A& T A AL H L PRD M1 PRL 1)
1% 0L, M LERR G VE B (k) B8 2 3T T 24.74%
(30.84%/24.81%/28.84%). #t— LW I, 5
FH AR DX 23 T8 52 55 — % e B AHL 0 R S it Pk 52 1 )
ZRARAS AH B, SR H BE L7 5 19 RR 5092 92 i )5 1)
ER-ER (SF-SF/ER-SF/SF-ER) M4 (k) F#A% T
4.05% (2.27%/3.51%/1.31%), M w2, RR 5k
IV B v T A N A% I S A B . A, R
FA B 7572 1 PRCL S0 S i Wk &2 )5, 5 AH 4K )

F1 RSB TE A D0 4 I £ 52 5 B SR R,

ST AP A = 5%

Table 1. Comparisons of the recovery robustness Ryc

obtained by recovering 5% mutual boundary nodes

with different strategies.

Networks ER-ER SF-SF ER-SF SF-ER
PRCL 0.2382 0.2467 0.2539 0.2259
PRD 0.2134 0.2309 0.2316 0.2098
PRL 0.2038 0.1853 0.2164 0.1663
RR 0.1258 0.1106 0.1398 0.0857
none 0.0003 0.0003 0.0008 0.0002

F2 LR SRR RO ) 2% 1T A B (),
WFATEWE LB N = 5%

Table 2. Comparisons of average degree of the steady
state of the giant connected component network by

recovering 5% mutual boundary nodes with different

strategies.

Networks ER-ER SF-SF ER-SF SF-ER
PRCL 3.1311 3.3184 3.1947 3.2979
PRD 2.9989 3.1904 3.0578 3.1814
PRL 3.0327 3.1165 3.1142 3.0918

RR 2.5103 2.5364 2.5591 2.5591
init 2.6164 2.5951 2.6526 2.5934
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25T S R R N W) SRS AR L, AR
ER-ER(SF-SF/ER-SF/SF-ER) M 4% [ (k) #2151
19.69% (27.86%/20.44% /27.15%). f.2, #HELHAth
WSS, PRCL BV R IR0 05 SR B 2 1
ST S DX 2% ) 5 AEZE I 1, AT A A ) B R A
T G 5 AL R T

5 St

REPEMEDLLE X RN S f 2
PRCL 5L fE MK M 4% EAK G ORISR R 22
—, TR IR EE S f BUE 5K RORE O,
il 9 FTas. HARR pe F R A7 TE R K% 388 Y 245 11
MR KT 305 T 50% B 1E 15 i bl (0 1 {201,
pe AR VLK S R B I, W %2 ER-ER(SF-SF/
ER-SF/SF-ER) Ak M 4%, S5 f 5 R1{H p. Bk 2
DL o = R AR UG 1) S8 f = 1K
FRCRAE A W 48 % 22, po = 0.4319 (0.443/
0.4426/0.4337). ZI0 R U WAL 54T R BEAT FEAL K
S, T A 1 R (RS A FAS RE AR B 918,
SXof A K% e Y 2% P ) AR AL, FE SRR R AE
AREE I B B B If i 184 8 90 O 4 (1 445 ) i e 1

0.432| (a) ER-ER
0.429}

=
0.426} °
0.423}

10 20 100 ©

0.444

(c) ER-SF

0.440+

0.436} ©

0.432F

0 2 4 6 8 10 20 100 o©

!

WA K T 38 D 4% A B AR IE R, W] DLAE JS Sk B
B BOIG I E KR H AR BB, (AR e v A
TR AR S R R RO E 2R, BT DA K 2 3 I 2%
(A LA B HE 2) UBH f = co I, Y
B = 1 (2 & 51T fU 5 IO EE I8 Y 25 | ) AH
B, 564 BN 5 W ORI N 28 A AR E D), Z
5 pe KRBT, KIMHIN p, ©FEK
1) ¥ 3 % (0.4257/0.4386/0.4359/0.4297), 1% I
G AN THT 5 et 320 5715 R B P AT 1 B & A
A, (5 G L7675 A g i RRE B2 K 5 Wk 52 4%
B3) U FHUEAIRHE f > 2/, fFAE—EBUE
TEHE N5 pe I K LR, (H B4R
S8 F 5BE p. Z R REVESARDC, Bl f €
(2, 8]([2, 6]/[2, 6]/[2, 6]) JaiBa R, f KX p ik
1%, MEEE f > 8(6/6/6), pe HIL T I m KA AL
BAAL.

BB, S AR AU R E REAE
pe 18 BRI, Bl f = 8(6, 6, 6) 1 ER-ER
W 4% (SF-SF, ER-SF, SF-ER) [ p, 1 % 21 i X}
ik, Axd, fHAE % E A T e TR EER AT FAH
< I 28 (1) -1 I 485 4 5 745 RS- 38 FE R 240 f 36 B

AU

(b) SF-SF
0.442

0.440

0.438

0.436

10 20 100 ©

!
0.435
(d) SF-ER
0.432 |
&
0
0.429 +
0426 1 1 1 1 1 1 1
0 2 4 6 8 10 20 100 o

f

KO FRAERR ORI N 2% 1 IEH 19 LRI BB pe BES B f HIARAL, A5 s ELE X = 5%

Fig. 9. The critical point p. for different parameters of f with A\ = 5% under PRCL.
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SR LRI 2R (RS, R AR I 2% T8 52 T L i o P
PR SR AT W R FRA T W ) B S P M . 2%
8 B P AT ey R R R AR I S A AE A 10
5 2 AR OK T 368 I 8% PN ) I 1 AR R I,
BUR 5 2 RO % 388 X 48 A1 1) 2R 35T SRR AE SR
B TEUL, BT AR 4 I AL, A SR
320 FET AR AR OR % X 4% P A I T B O
T R, R — R T AE L R R R
%k (PRCLHE).

L i ER M 2% A1 G bR FE I 4% ) 2 1 ER-
ER(SF-SF/ER-SF/SF-ER) 1 { ’ £ (¥ [iti HL. i
AT BB R W], PRCL $53k A 5 47 1t 2% AR
R 28 1 A2 W B LA B AR FH R ST R B A
b 368 ] e e £ ) 8% ] P 2 R 1 [RTE, R F NOT
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e R, B0 P S ASE R F ) S A R A R AR ) S e A &
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KR JBE 1 1Y R AR 19X 2% 1) Pk 2 e

AR SR A FES 55 RO S8 ) 4% N A A
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Abstract

Interdependent networks are extremely fragile because a very small node failure in one network would trigger a
cascade of failures in the entire system. Therefore, the resilience of interdependent networks is always a critical issue
studied by researchers in different fields. Existing studies mainly focused on protecting several influential nodes for
enhancing robustness of interdependent networks before the networks suffer random failures. In reality, it is necessary
to repair a failing interdependent network in time to prevent it from suffering total breakdown. Recent investigations
introduce a failure-recovery model for studying the concurrent failure process and recovery process of interdependent
networks based on a random recovery strategy. This stochastic strategy covers repairing a small fraction of mutual
boundary nodes which are the failed neighbors of the giant connected component of each network, with a random prob-
ability of recovery . Obviously, the random recovery is simple and straightforward. Here, we analyze the recovery
process of interdependent networks with two types of connectivity links, i.e., the first-type connectivity links and the
second-type connectivity links, which represent the mutual boundary nodes(being also failed nodes) linked to survival
nodes in current giant connected component, and linked to failed nodes out of current giant connected component in

networks, respectively. We find that when mutual boundary nodes have more first-type connectivity links, the current
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giant connected component has higher average degree and immediately makes better interdependent network resilience,
on the other hand, more second-type connectivity links generate more candidates during the recovery procedure, and
indirectly make better system resilience. In short, two types of connectivity links of mutual boundary nodes both have
great effects on the resilience of interdependent networks during the recovery. In this paper, we propose a new recovery
strategy (preferential recovery based on connectivity link, or PRCL) to identify the mutual boundary node recovery
influence in interdependent networks, based on the failure-recovery model. By defining two indexes that represent the
numbers of first-type and links second-type connectivity links, respectively, we calculate the boundary influence with
one parameter f by combining together with two indexes. After calculating all boundary nodes in the current process,
we obtain a boundary importance index which is more accurate to indicate recovery influence of boundary node for
each boundary node in interdependent networks. Our strategy is applied to interdependent networks constructed by
ER random network or/and scale-free network with the same average degree. And a dynamical model of random failure
based on percolation theory is used to make a comparison of performance between PRCL and other recovery strate-
gies(including random recovery, preferential recovery based on degree, preferential recovery based on local centrality) in
terms of four quantitative indices, i.e., probability of existence of the giant connected component, number of iteration
steps, recovery robustness and average degree of the steady state of the giant connected component. Experiments on
different interdependent networks (ER-ER/SF-SF/ER-SF/SF-ER) demonstrate that with a very small number of mutual
boundary node recoveries by PRCL strategy, the resilience and robustness of entire system under the recovery process
can be greatly enhanced. Finally, the only parameter f in PRCL strategy is also discussed. Our strategy is meaningful in
practice as it can largely enhance interdependent network resilience and contribute to the decrease of system breakdown

risk.

Keywords: interdependent networks, cascading failures, failures-recovery model, preferential recovery
strategy
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