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Fig. 1. Fresnel diffraction and 6 modulation system for color image.

110502-2


http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1

¥ 1B ¥ Acta Phys. Sin.

Vol. 68, No. 11 (2019)

110502

K2 fEnsEarg
Fig. 2. Color image to be encrypted.
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Fig. 8. Tricolor components of color image: (a) Red component; (b) green component; (c) blue component; (a'), (b'), (c¢') red, green

and blue components of original color image.
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Fig. 9. Shear attack of different levels and image restoration after shear attack.
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Fig. 10. (a) - (d) Encrypted images with salt and pepper noises with density of 0.1, 0.3, 0.5 1.0; (a') - (d") corresponding decryption

results.
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Abstract

In this paper, a new method of encrypting a color image based on # modulation is proposed by using the
tricolor principle and computer-generated hologram (CGH) technology. The encryption process includes the 6-
modulated three primary color components and the coding of computer-generated hologram, which is
implemented in a Fresnel diffraction and spatial filtering system. Firstly, the color image modulated by the first
random phase key is divided into three encryption channels by red laser, green laser, blue laser, and tricolor
filters. Each channel is introduced by a transmissive amplitude-type sinusoidal grating with different directions,
which is used to separate the three primary color components in the spatial spectrum plane. Secondly, the
modulation results of tricolor components are superimposed together to form a compound image, and the phase
truncation of the superposition result is performed to achieve the asymmetric encryption. Finally, the amplitude
of the compound image is modulated by the second random phase key and is encoded into a binary real-value
gray-color CGH by Roman-type coding method. Therefore, the gray-color information of the original image is
completely hidden in the encrypted CGH, which is more general and deceptive in the storage and transmission
process. Decryption is an inverse process of the encryption. Firstly, the encrypted CGH is placed on the input
plane of the spatial filtering and Fresnel diffraction system. Secondly, the demodulation of CGH phase key and
the spatial filtering based on optical filter are performed. Finally, the color plaintext image is obtained by using
the correct Fresnel diffraction. The simulation results show the validity and feasibility of the proposed method.
In addition, the anti-noise attack and anti-shearing attack performance of this color image encryption method
are investigated. Compared with results from the three presented methods reported in the literature, our
investigated results demonstrate that this method has good robustness to noise attack and shearing attack, and
has obvious advantages when the attack noise density is larger. Due to the characteristics of high security and
anti-noise, we believe that this color image encryption method promises to have important applications in the

information transmission and multi-user authentication.

Keywords: color image encryption, computer generated holography, 6§ modulation, asymmetric encryption
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