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Fig. 1. Shift regulations on a cycle with four vertexes.
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Fig. 3. Schematic of the suggested arbitrated quantum signature scheme. QKD is short for quantum key distribution.
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Fig. 4. Alice’s disavowal probability Pjisavowal(m) as a func-
tion of the amount m of the disavowed qubit in the signa-
ture state |Sq) for the respective m =50, n =100 and
n = 150.
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H SR B Yot 3 BN RE )L 1 Alice 1Y%
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Alice B2 44 |Sq) LA AT B o), B Alice 2544
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ARG IS AT RERY, IXFPFOLA Alice A AT HEAH Y
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R
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#*2

ANBEHLPL Alice LI Tt A1 Bob 17746 1 Dh it
ey, EABREALSCHR [13) e T 20T, AR
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FIE—A™ FRET R — A~ HUARE, R FURR A A5 R
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Table 2. Protocols comparison.
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SCHk[16)  BellZs ETBellZS MBI HAZ R 4 e
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AP RS L R ROB S KCCC 7 &

5 % #®
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55— A Alice Fl Bob Z JAIAY 2 7%, HETH1
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Alice Fil Bob Z [H] 2] 28 B {7 7E, Alice FI & {75
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based on quantum walks”

Feng Yan-Yan  Shi Rong-Hua  Shi Jin-Jing? Guo Ying

(School of Computer Science and Engineering, Central South University, Changsha 410083, China)
( Received 27 February 2019; revised manuscript received 15 April 2019 )

Abstract

Quantum signature is quantum counterpart of classical digital signature, which has been widely applied to
modern communication, such as electronic payment, electronic voting and electronic medical, owing to its great
implication in ensuring the authenticity and the integrity of the message and the non-repudiation. Arbitrated
quantum signature (AQS) is an important and practical type of quantum signature. The AQS algorithm is a
symmetric key cryptography-based quantum signature algorithm, and its implementation requires the trusted
arbitrator to be directly involved. In this paper, employing the key-controlled chained CNOT (KCCC)
operation as the appropriate encryption (decryption) algorithm, we suggest an AQS scheme based on
teleportation of quantum walks with two coins on a four-vertex cycle, which is used to transfer the message
copy from the sender to the receiver. In light of the model of teleportation of quantum walks, the sender
encodes the message to be signed into her or his coin state, and the necessary entangled states can be created as
a result of the conditional shift between the coin state and the position state. The measurements performed on
the generated entangled states are the bases of signature production and message recovery. Then according to
the classical measurement results from the sender, the receiver performs the appropriate local unitary operations
(i.e., Pauli operations) on his own coin state to recover the original message and further verifies the validity of
the completed signature by using the appropriate verification algorithms under the aid of the trustworthy
arbitrator.

The suggested AQS scheme makes the following contributions: 1) the necessary entangled states for
quantum teleportation of message copy do not need preparing in advance, and they can be produced
automatically by the first step of quantum walks; 2) the scheme satisfies the features of non-repudiation, un-
forgeability and non-disavowal due to the use of the KCCC operation; 3) the scheme may be achieved by linear
optical elements such as beam splitters, wave plates, etc., because quantum walks have proven to be realizable
in different physical systems and experiments.

Analysis and discussion show that the proposed AQS scheme possesses the impossibility of disavowals by
the signer and the receiver and impossibility of forgeries by anyone. Comparisons reveal that the designed AQS
protocol is favorable. Furthermore, it provides an idea by employing the quantum computing model into
quantum communication protocols with a possible improvement with respect to its favorable properties, for
example, the automatic generation of entangled states via the first step of quantum walks on different models.
In the near future, we will further investigate the production of entanglement by quantum walks and its

applications with some improvements in designing the quantum communication protocols.

Keywords: quantum cryptography, arbitrated quantum signature, quantum walk-based teleportation, key-

controlled chained CNOT operation
PACS: 03.67.Dd, 03.67.—a, 03.65.Ud, 03.65.Aa DOI: 10.7498 /aps.68.20190274
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