Chinese Physical Society

YIRS Acta Physica Sinica

€D Institute of Physics, CAS

—METEHRANSERTRENSIEZEGMELTR
&AL EmW St

Multi—process image encryption scheme based on compressed sensing and multi—-dimensional chaotic system

ShiHang  Wang Li-Dan

5|5 B, Citation: Acta Physica Sinica, 68, 200501 (2019)  DOI: 10.7498/aps.68.20190553
TELER 2 View online: https:/doi.org/10.7498/aps.68.20190553
AN View table of contents: http://wulixb.iphy.ac.cn

BT BB A HAB S EE

Articles you may be interested in

ST IR R 0 P BRSO E 7 ik

Color image encryption method based on computer generated hologram and 6 modulation

PB4, 2019, 68(11): 110502 hitps://doi.org/10.7498/aps.68.20182264

— BT R A B — 4 SR AR R R O TR ) DROEOR AR T 7

Compressed sensing based fast method of solving the electromagnetic scattering problems for threedimensional conductor targets

YrH2E4R. 2018, 67(10): 100201  https://doi.org/10.7498/aps.67.20172543

FETQ-plate A XU MR AR XS R i P fin 8

Q-plate based dual image asymmetric polarization encryption

WIEEAEAR. 2019, 68(8): 084202  hitps://doi.org/10.7498/aps.68.20181902

BTt e R AR R Z GO T
Multi-section images parallel encryption based on optical scanning holographic cryptography technology
YFREHR. 2019, 68(11): 114202  https:/doi.org/10.7498/aps.68.20190162

LT P T A BT bk b B2 I A T D7 %
Pulsar time delay estimation method based on two—level compressed sensing

PrPeEd. 2018, 67(9): 099701  https://doi.org/10.7498/aps.67.20172100

BT W AR T B TR A R 4 BN SE A TR
A quasi—cyclic compressed sensing delay estimation algorithm based on progressive edge—growth

PPz 2017, 66(9): 090703 https://doi.org/10.7498/aps.66.090703


http://wlxb.xml-journal.net
https://doi.org/10.7498/aps.68.20190553
http://wulixb.iphy.ac.cn
https://doi.org/10.7498/aps.68.20182264
https://doi.org/10.7498/aps.67.20172543
https://doi.org/10.7498/aps.68.20181902
https://doi.org/10.7498/aps.68.20190162
https://doi.org/10.7498/aps.67.20172100
https://doi.org/10.7498/aps.66.090703

#) 32 % 3R Acta Phys. Sin. Vol. 68, No. 20 (2019) 200501

—METEA RIS LERERSER
ZEREEGmMELE

% 4

F 1 - V2909

1) (ARLRPE B S R s S AL R DRl R S E, PG 400715)
2) (PR FF B TR, K 400715)
3) (FRBMG B AR BRI G TR SCM =, K 400715)
4) GRS E R E T E AR E, FK 400715)
5) (R ELFA DR E0H G, EER 400715)
6) (PURI RIS, HPK  400715)
(2019 4E 4 A 16 HYk#; 2019 4£ 7 A 15 HiEMENH)

RO TH R RLRE 2 Y DR T, 5 5 A il A% 1 0 TR 25 R T SR ALRE 1 L 22 b R0 46 22 8] BE4T , A& GEHY
BN T 5 S B A IS . I, ST S HL A5 SO 3k A AF R0 AP N B S Al 4 S /N
AR AR | R AR ST A BRI, — i T A O N 2 R T R G Y 2 G R RGO T SRR L %
T 7 G S BT R VA ) s 4 R T s B 0 O e s e e e e /DN 0 7 f B T ) PRI 4 T Ak
PRB B G BB IEAT /N AL 53 A, ) IRE 23545 19 (L A B 5 326 o8 20 ik O BT A B VB AR 5 B EAT 0 28, IR Z
J5 g b B 5 AR P AR TRAR AR 5 20 e (0 A5 P 0 AT X0 b R AT TR 40 L N2 s IR B TERMR R S B B, 51 AR
200 TR v M A G SR R TR A g B o O i FK 25 B A PRSI S B BE, 455 226 24 IRIE
RGA MR KBRS o0t dE AT B AL e, IR AR 0 DL/ 6 728 45t ) a0foiod e S92 B0 0) i I [ 0 ) e
FA. P ELA5 R R W], LGNS T B ACIPUIN T eSS A B A ROt AR T % SRR I AR B
LA 17 e B S 1ot A A - B R TR AT AT A FHAR .. B A, iz in g O S8 0 J 14 8 SC MBI 155 I AR
KA BRI HE T 275 SR rh i 53 vk S A T BARUEL, I v BT W 0 i 4 T

REEA: BT EIR, I, /MBS, TR
PACS: 05.45.Ac, 05.45.Vx, 05.45.Gg

BB P B I T S AR R SCIRI R
TERBEROCR EANBER BRI SCRIR A 2UE B, HAH
QAR A ZEHA BRI BEALE, NI, B ESR

DOI: 10.7498/aps.68.20190553

I T AL 25— 28O BEA L e Ak AR 7 4]
Al — 28 O BEAL I 51 % R 2R AT Gt LA K 5]
T By FAS. ARBT R, IRIEBUE SRR G AA
BN R AS R S0 PR S L, KR B 02
PR G vh RS 75 AR 2 T8 DA B L
o i B OR B A s ] i R e o SR R A

* E R SRR L R (HEHES: 2018YFB1306600) . [EIZE H AR R4 (LS 61571372, 61672436, 61601376) . & KT
SRRl SRR AR LT S0 H (S estc2017jcyiBX0050, cstc2016jcyjA0547) Fl i de g & SARIINL 55 2% (3t e

51 XDJK2016A001, XDJK2017A005) ¢ B8,
t BIE1EE. E-mail: ldwang@swu.edu.cn
©2019 HEHEFS Chinese Physical Society

http://wulixb.iphy.ac.cn

200501-1


http://doi.org/10.7498/aps.68.20190553
mailto:ldwang@swu.edu.cn
mailto:ldwang@swu.edu.cn
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1

) 32 2 3R Acta Phys. Sin. Vol. 68, No. 20 (2019) 200501

P SRR Y FE B EL Arnold MRS RO IERE EEAT R
HEIF R T R A B RL NS Lin &5 ) A1) A& R
Chen RZe i T —Fhie T MR I R 58 G0 %
vk Li 45 Bk 455 4 Logistic REE 58—
Ak B RLR Go b — PP B R YT Je 5 4 s 1] HL 4 0
AR UGN T 8. XS R 7E 0 Ui T
FERCT UGN % 7 5| ARIE R G T 71 DL K
AIREVE.

fdt A B AF AR D SR fa 7E T HATE A4
TVFZITURIGE B, B, S Eer G b 2y
R Moy I NG 4 53 125 D s/ A 3 A v Y
Bt i LU S Sk i AT AR, (HR MG GE 1) R 46 55
AL BRI FR AR A AE R AL BUAS (57 . EE ) BT 1 {1
MR BE, X I 2 ) G A 3 B T S TRTRE ). e 4
JE&HI (compress sensing, CS) YEN—FHr 2409 4
FLRTE M TERCRAE S oMb (5 S I ETHE T, Al L
T S I TR G0 R JL A RAE RXHE 5 AT R
FEFNEAY 1, PRI 4 B R R 3 S is TR
N2 EG AL BT ZE . Chai 4§ B FT Zhu 55 0
PRGNS 2P AT RAR A e, SC8
T AR E A T X W SCIER A T2 AL 3, FEp)
R b e Tn 88 Sk A TR S R IsE, AT5ORIE 1
CE iR o

ASCER T — I T R 4 B FIR TE R GE
B GO 22, it 5| AR BN EE, X
G EGAE 5 oy st AT R4 A B, J b 1 g s AR
T S AL PR B, FRAR T IR A6 RS B AEAL il
R RS, RIS, (i 2 4B IR DG R GER I 1)
EURME S o A TR R Y1 B AL, FIHZ4ERME
RYBEHLIECRIIE T % SCEMR 2 2. Z g
W7 BB AEGE R PATRCR A [R]IN, PRAERE SC
SEESEIETA G

2 —FEHEETE %R e R R
G50 B A % T

2.1 BEGmLE: EF/NMNEETHRAE G
SREMBENSZE
TERCFRGINE 5 28, /N AL B (wavelet
packet transform, WPT) 2% ¥ 12 F 78 T4k 2 fr
BOG W SCIEMG AT 43 ik 2 T A5 RIS [R] ) R AR 5
G318 LA BR — S0 T 5 22 b B0 BEAS R 1 471 1T 1A
2 S RS AL By 2RI T TR AR SCR A

BT/ N L AR R W SRS AT o0 A, FEXE 93
fige e 0 BB AR5 BEAT 1 3 23 Ak B LA /D 5
AIICA R BN R AL BRALCR 19520 -9, LA Lena
BIGB, FE B/ M A i 1 B,

(b)

Bl 1 Lena BME X BN (a) BEIE; (b) —Hr
UNZRIE S

Fig. 1. Lena and its second-order wavelet packet transform-
ation: (a) Original Lena; (b) second order wavelet packet

transformation of Lena.
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Fig. 2. Flow chart of classification algorithm.
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Table 1. The number and proportion of 0 pixels in

C; signals in Lena.
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Fig. 3. One scrambling encryption algorithm flow chart.
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Fig. 4. Ciphertext image of the S signal: (a) Scrambling
ciphertext image once; (b) secondary scrambling ciphertext

image.
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Fig. 5. Secondary scrambling encryption flow chart of S signal.
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Fig. 6. Image reconstruction flow chart.
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Fig. 7. Original, reconstructed image of Lena: (a) Original
image; (b) reconstructed image.
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Fig. 8. More encryption scheme running examples: (a) Ori-
ginal image of Pepper; (b) reconstructed image of Pepper;
(c) original image of Cameraman; (d) reconstructed image

of Cameraman.
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Table 2.  Comparisons for the correlation coefficients of different encryption scheme.
- HH S 15 #ICEIB
KA L3} R K L3z Rk
Lena (4<3) 0.9189 0.7339 0.8097 ~0.0002 ~0.0004 0.0001
Lenal'dl 0.9180 0.7345 0.8083 0.0032 0.0025 -0.0173
Lenall 0.9151 0.8097 0.7484 —-0.0274 0.0051 -0.0117
Pepper (£3) 0.8849 0.7567 0.8323 ~0.0003 ~0.0004 0.0003
Pepperlf 0.8827 0.8374 0.7482 0.0210 0.0010 0.0071
Pepper!!7 0.8864 0.8398 0.7466 0.0070 -0.0198 -0.0228
Cameraman (4<30) 0.9275 0.8364 0.8866 0.0004 0.0001 0.0002
Cameraman (10 0.9339 0.8898 0.8459 -0.0035 -0.0014 0.0159
Cameraman!'7 0.9280 0.8835 0.8411 0.0277 0.0141 0.0281
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Fig. 9. Correlation distribution of plaintext, ciphertext image in horizontal, vertical and oblique directions of S signal of Lena:

(a) Correlation distribution of plaintext of S signal; (b) correlation distribution of ciphertext of S signal.
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Fig. 10. Correlation distribution of plaintext, ciphertext image in horizontal, vertical and oblique directions of S signal of Pepper:

(a) Correlation distribution of plaintext of S signal; (b) correlation distribution of ciphertext of S signal.
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Fig. 11. Correlation distribution of plaintext, ciphertext image in horizontal, vertical and oblique directions of S signal of Camera-

man: (a) Correlation distribution of plaintext of S signal; (b) correlation distribution of ciphertext of S signal.
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I T 56 T B SCEUR BAE BB A FEAR(E 8, A
SCHTHE A I BV AE N Lena, Pepper B9 S 17
SRR T B KRR B, Sk, Cameraman
(1) S 455 28 B AS SN 28 Bk A FRASR 3] 1) 2% SC IS
EOREPSREEACIERUED S i e S liw ey Ny =R e 1 AT BN
IR SCHY N J7 22 REAS B Ho ot I SCES (S 1R
) B ER ST E L, R SCEURE B

3 BRI R RE B
Table 3. Comparisons for the entropy of different
encryption scheme.
IS WHSCIR e
Lena (43X) 7.3035 7.9544
Lenal'dl — 7.9642
Lenal' — 7.9531
Pepper (4<30) 7.4344 7.9633
Pepper!!f — 7.9586
Pepper[”] — 7.9543
Cameraman (4<3() 6.9571 7.9554
Cameraman!'®l — 7.9636
Cameraman!!”] — 7.9538

3.4 HAENH

JKBEE B (histogram) J& KB A%, &
T UG BAT BRI BE PR R B4R, &l
G A BRI RS B AT 08, — BT, K BT
PRI AR AL B 2 IR FE G, DAL B 212 K B G B A 3t
R EUR IR M G RE 1. AT ST
EUEEY S 155 6 g () B SC %86 SCH L B, RARSC
NG A TIPAY, 25 RGO R () ¢ B 5 el
12 Fiow.

SREE P 12 T LAR I, A SR s 3435 %k B S
EUL B IKBE S AR AT T — a3 it A, (45
5 SC UG ) I BE A L35 3450 b A A T 384 K BE A
DX J) b, B T BH SC UG B B BE o AR

=SB 1)

2553 Bk 53 B 2 B 5 43 B 9 el e i FH ) —
T B, SRR 7 i3m0 a6 BA SCHEA T R iU e LA 3R
FRARIN Y% SC, IRl MU B %% 305 58 SCZ 1]
125 F R ORI PR R G, A s AR R
M 7F 3R (number of pixel change rate, NPCR), —

3.5

0 100 200 0

100

(2)

200

40 40

200 0

0 100

& 12
P

100

(b)

Lena, Pepper, Cameraman {5 1) S 155 14 B 3C . %5 SCHY K H 7 &

40

200 0 100 200

(a) STHS MBSO E BT (b) STE5 1% Kl

Fig. 12. Gray histogram of plaintext and ciphertext of S signal of Lena, Pepper, Cameraman: (a) Gray histogram of plaintext of

signal; (b) gray histogram of plaintext of ciphertext of S signal.
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OO ¥y ok AF % JE (unified average changing
intensity, UACI), Y- P78 & (block average
changing intensity, BACI) 5 =~ 48 45 & & 43 H7
TN Iy BT 25 53 Bt P RE.
W Py, Py 5 PR — AR R A TR Y %5 5C
B, & & SCEIR Py, Py (1 NPCR IR
NPCR (P, P»)
| M N
=27 2 2 ([Sign (Py (i,5)) = Pa (i, )] x 100%),
=1 j=1
J Q
Hrp Py(4, g) N SCEB Py E (4, ) IR R
1B, Py(i, j) A SCEIME P E (i, ) R R
{H, Sign(-) A5 pREL, HeREERAA T

1, z 20,
Sign (z) = {O,
-1,

x =0, (10)
XTI RT AR S, K BEZCh 255 Y REHLIL

r < 0.
18, 33X P R AR AE — sS4 A AR 3% (8 AH 55 i A
1 255
Py

= 555 RZARFMER P =1 - Py = 55
M a5 Y BE R AT B, AR e B R
NPCR E’J,ﬁ;@%{ﬁﬂuﬁ% ~ 0.9961.

SR, A5 PR RV GAE A% A B Ak (A5 R A
¥R M/NER, B SR I E R B NPCR
FRAEE, (EE PR U AELE 22 3D, 31Xt
B L NPCR 1 Ry i i 9 e 115 22 i de b B
. R, A5 A UACT KyRENE—ANE, UACIT
ESH

M N .. ..
1 | Py (i,5)— P2 (4, 5)] o
UACI—W Z Z S x 100%.
(11)

SR, 24 NPCR=1, UACI~0.3346 (FHi{H) i},

PR PEUGATS A AT g ) B AL A OR , OAS SCRE 5 |

A BACT R — A, BACT & SCXUnF
BACI (P, P,)

i=1 j=1

(M—-1)(N-1)

1 m; o
) > o5s X 100%,  (12)

i=1
Hodr ) m, B 0E
1
mi = ¢ (|div — dia| + |di1 — dig| + |di1 — dia]

+|dia — dig| + |dio — dia| + |dis — dial) , (13)

din  di2
(13) X, dyy, dy, dig, dy ZFEE D; =
diz  dia

IR, MHE D, 2 M D = |P) - P/
WY (M-1) x (N-1) DNMRSER 2 x 2 B FHRES
FHy, 43 M1l BACT BYFRIS(E N 0.2840. &1 XA
] 8] 1% i1 % i NPCR, UACI, BACI 1 {8 78
4.

F4 BH1EREAGARER (SFES) M
NPCR, UACI, BACI

Table 4. NPCR, UACI, BACI of different images
after changed 1 bit.

P& NPCR UACI BACI
Lena 0.9954 0.3303 0.2682
Pepper 0.9944 0.3305 0.2657
Cameraman 0.9966 0.3394 0.2684

H 3% 4 BRI, TE—E IR ZEIE RN, &
%f Lena, Pepper, Cameraman ¥ 14 ) NPCR,
UACI, BACT BB {E ¥R bn i BAEAEL, iIX UEH]
A SRR R N2 L RE I R A b HR AR 22 43 Bk

3.6 EEMESH

MR RGNS 5 5=, M SRkt
— ARG EM RN EZRNER, AT
FT =R EME, 8 2% SCEIR G A MRS KRBT A
R KB AR SO T 0 EHe .

Kl 13 SR T ] =R R R S {55 2% 30h
TR BE N 0.05 BIBER M S 5, DAY M 1 %% SC
FUG M FEREXT UL T A 4528 B 14 R T
X =R BRI S AR5 %SG AT R R 55 V), LIk ST
J& B SCEMG R R BR AT A 25 . AR
H2ZESM, ARSCRH TR IR 8T, (#1155 5C
FMG LR TR B R =R T KA 12.5% MR 2R (1.
X b Az 1 W s Y my g U] ek i SR BRSO
THOLT MEMA R (5K 6., K 7 X L), R
15 Y B U1 A e A I S A S e A T —
s, AH R BEATI R SRR EUR i A E BB
TR, BIVEHMG A R FEe B A5 B AR TT LAY, X
U A SC T4 L0 25 SR e S T — a7 L 1) Mg
FaTs Y e B Gs.

3.7 EFRANXILEHH

TERRS S — DGR I AL 2 /D BRI R
Pt ¥k £ W] C W T (chosen plain-text attack,
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13 AEEGRE SEEHmAMRSEG W EMLE R (a) Lena FIGEE . A B S (55 %30, B EIR; (b) Pepper JF IR F
15 AT (1 S 155 % 30 mMIE; (¢) Cameraman JEUIA EIM% iR AR 1Y S 55550, T EE

Fig. 13. Reconstruction results of S signals of different images embedded with noise: (a) Reconstruction results of Lena with corres-

ponding Cipher S signal embedded noise; (b) reconstruction results of Pepper with corresponding Cipher S signal embedded noise;

(¢) reconstruction results of Cameraman with corresponding Cipher S signal embedded noise.

CPA) RO AT {4380 1o — > 157 B 1) 3 P R B e AR
SCH T Ak B A A B B SO

S PR R AT R 0 WKEE A, Pyl
N—MEER S P ARIMKERE, H P, Py
RT AR it A SCHE H A 2 Sk % Py, Py 43
SHEAT TN g 45 2 H X 1) % SCEHE O, Gy LR,
FENX Py=|P - Py, Cy=1C, - G, LiR 61§
FganE 15 FioR.

FH & 15 AT, 7l AR SO S vt B
BRIETEE T, AN AT A B A S AR
EATA BT B, #— LUl T A SO 7 Z A

3.8 BEREHRESH

V{5 8y T Joi A DT — ol T 5 A TSR 3
AR IE G TR, A SO B I 75 S0 4

S EAE | N SRR A AT TR A EUR AT T A
Z AL FRA T, B, A5 g | A — e 5E R
P E AR A B A SN 75 28 i) UG EE A o 3
A E U6 {H {5 M kb (weighted peak signal to
noise ratio, wPSNR) J& F T fi 1t {5 44 Jot 1 1)
H J1FEFR, wPSNR 8 T
wWPSNR = 10log ( f2,/WMSE?) (14)
Hrpr, wMSE #FR N AL E )57 25 (weighted mean

squared error), HFAAANT:
wMSE

1 M N R 2
1 2 e (Fen-ren)]
(15)
S, [ (0g), S o) SPRIRIAEIR , T
1975 (2, ) (0 B ORI, (s, ) 2R IR 6
T (0, ) AR BT AR ROR LA

N
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K14 AEEB SIES 15 R U 5 M 45 (a) Lena JEUIG 5 . 5700 125% R R A5 1 SR 5 % 30, BB
(b) Pepper R EE . 8591 12.5% 4 R S5 1 SR 5% 30, S (c) Cameraman JFUIR EIR . 5TY) 12.5% B8R sUG M S5 5%
. EEH

Fig. 14. Reconstruction results of S signals of different images after pixel shearing: (a) Reconstruction results of Lena with corres-
ponding Cipher S signal with 12.5% pixels lost; (b) reconstruction results of Pepper with corresponding Cipher S signal with 12.5%

pixels lost; (c) reconstruction results of Cameraman with corresponding Cipher S signal with 12.5% pixels lost.

P15 SR AR SO 5 vk i 1 1 W SOk i
Fig. 15. The CPA against the encryption algorithm in this paper.

[ A N VI 7 N W N~ SR V5 (REEApeEbE e N s M i una =N CHESL AP & i |
(structural similarity, SSIM)[ 31X — $§ b 4 fiy 5 Je Y SSIM T LAPEAT, SSIM 1Y E SCAH:
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SSIM (X,Y) = L(X,Y)xC (X,Y)xS (X,Y), (16)

2uzuy + Ch

L(X,)Y)= ——FF—+

(17)
20,0y + Co

CX,)Y)= ——FFF—F—

(18)

_ Ogy + Cs
oz0y +C3’

(19)

(20)
X P O =k x1)?, Cy = (ky x )%, Cs5=C4/2,
ky = 0.01, ko = 0.01, | = 255, u, I u, 532 4
XM YHRIE, o, Ml o, 5302 KGR XF Y 807
2, oy =FUR XY T 2.
5 I THEIRGR LR 4:3 1), —iEER Y R
U 5 e A R 1) wPSNR Fil SSIM. 434 2
FEE AT R, A SCH A UGN 7 S8 AE i/p iR
ZEVE T BRSBTS AT E G . 24K, X T
Cameraman X 2877 A7 4l (.15 5 (19 K5, HE KL
RN 22T HAR Lena, Pepper X405 B4R

2R | 5 SRR

5 AR AR E&RA wPSNR Hil SSIM
Table 5. wPSNR and SSIM of different images
after processed by scheme in this paper.

EHEA wPSNR SSIM
Lena 48.90 0.9898
Pepper 50.33 0.9927
Cameraman 43.34 0.9736
3.9 HMESEFRESH

TEVFEHURL 7, B B I (] 52 2R B — >R
B, EREMEHN I T — LA IE AT A A,
Tk (R s ) S 2% P R A e — N R R R PR BE Y
AR HYHE R, A SO 7 S A BE = iR 1A {3
IR [E] 4 6 B,

I3 6 FR R AT R, R0 AR SCRY PG 53
TEAEBEAN TR B FBURE, BREERT G A5 5 1 a4 X
eI RE A RERS A AR R B B8, R B B RERT 2
AbAE— XSRS RE B 23 A al HAEXS C; (5
4 K R, A R R ES GRS
AR R BN LRI SC R, 7 — 2 R b AR
PRI TR, X Bt — W FE i A 7]
. £ PRI, ASSCREAE AL BN S 25 sl /N Y
BB, LR, A RER) CAR 5 8RR

RO ASITIAC AR BRI s i) 52 4
Table 6.  Algorithm proposed deals with the time complexity of different images.
E3he WPToMi K32 IR YR ) s M MR TR SAFERT /5
Lena 0.600 s 8.893 s 1.098 s 0.377 s 10.968
Pepper 0.734 s 7.815 s 1.105 s 0.362 s 10.016
Cameraman 0.617 s 3.908 s 1.901 s 0.353 s 6.799
PR ELAE AL B4 S LS 91 FUAL BI85

ARSCHR T — b T s 2 B S 22 R il AR
LRSI T 48, B 51 A ZHERIE R G RO
o T SCERR R AR, A O R B AR B
908 55 B e ST PG PR P RE 8 A S 0 T AR
{H. BLAN, ARSCTIABTE B R4 BB, H Hoz
PRSI 2 A B B, A7 R0t b 1 G0 456 Tin
Wi i L Kas 47 1) 7E A 5 B AR a8 A7 iR,
P TRIER I ATIE. BRI AN, AR SR B AL

i T SRERBATRCR, AR RIEE T R (A A TR
FEPERAROK . ARSI SR UERR AT, AR 3Gl i % =
PR RIAE TR, 255 SCIEs RIGUE 1A SO Y5
b= K o087 o ol D R E A R R SR e
TEFE S & e 5 B U Rt T —E 1y
2%,

S 0k
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Abstract

With the rapid development of computer science, the storage and dissemination of information are often
carried out between various types of computer hardwares and various networks. The traditional information
encryption scheme has gradually disappeared. Therefore, computer-based information encryption algorithms
have gradually become a research hotspot in recent years. By combining the theory of wavelet packet
transform, compressed sensing and chaotic system, a multi-process image encryption scheme based on
compressed sensing and multi-dimensional chaotic system is proposed. The encryption scheme implements
compression and encryption for grayscale images and corresponding decompression and decryption process. The
wavelet packet transform theory is applied to the image preprocessing stage to perform wavelet packet
decomposition on the original image. At the same time, the image signal components obtained by the
decomposition are classified according to the threshold processing method, and the characteristics of the image
signal components are processed in the subsequent processing. They are compressed, encrypted, or reserved in a
differentiated manner. In the image compression stage, by introducing the compressed sensing algorithm to
overcome the shortcomings of the traditional Nyquist sampling theorem, such as high sampling cost and low
reconstruction quality, the compression efficiency and compression quality are improved while the ciphertext
image reconstruction quality is guaranteed. In the image encryption stage, the encryption scheme combines
multi-class and multi-dimensional chaotic systems to confuse and scramble the related image signal components,
and introduces a high-dimensional chaotic system to make the encryption scheme have a large enough key space
to further enhance the ciphertext image reliability. Finally, the complete reconstruction of the original image is
achieved by applying the inverse of compression, encryption and wavelet packet transform. The simulation
results show that the image encryption scheme effectively protects the basic information about ciphertext
images by virtue of algorithm robustness against external interference, and does not reveal any useful
information when dealing with cracking methods such as plaintext attacks. In addition, the information entropy
and correlation coefficient of ciphertext images encrypted by this encryption scheme are closer to ideal values
than those of the encryption algorithm in the references, and its encryption performance is significantly
improved.
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