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Fig. 1. Multimode specklegram generator (LD, laser diode; SMF, single mode fiber; MMF, multimode fiber; IR, infrared camera)
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Fig. 2. Flow chart of the construction method of the fiber specklegram based measurement matrix.
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Fig. 3. Optical DRPE system based on 4f.
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Fig. 4. Flow chart of compressive sensing optical image encryption and decryption based on multimode fiber specklegram.
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Table 1.  Decrypted image quality analysis.
NGVRS
AL SCHR[15]  SCHR[18]  SCHEK[20]
PSNR/dB  35.94 31.48 30.88 34.19
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Fig. 5. Comparative analysis of specklegram matrix and Gaussian matrix: (a)—(d) The decrypted image using specklegram matrix at
compression ratio of 0.3, 0.5, 0.7, 0.9; (a’)—(d’) the decrypted image using Gaussian matrix at compression ratio of 0.3, 0.5, 0.7, 0.9;
(e) comparison between the PSNRs of the decrypted images varying with the compression ratio when using different measurement

matrices.
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Fig. 6. Histogram analysis: (a) Original image; (b) histogram corresponding to original image; (c¢) phase histogram of ciphertext;
(d) amplitude histogram of ciphertext.
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Fig. 7. Correlation analysis: (a)—(c) Pixel correlation distributions of plaintext images in horizontal, vertical and diagonal directions;

(d)—(f) pixel correlation distributions of ciphertext images in horizontal, vertical and diagonal directions.
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Table 2. Correlation coefficient of adjacent pixels.

E3EE K1l FEEIT IR XA
BSCE% 09359 0.9687  0.9262

FEM% 0.0018  0.0034  0.0010

PASCEE 09355 09581 0.9161

FCEIR 0.0071  0.0052  0.0009

SRS 09681 0.9562  0.9398

FEME 0.0023  0.0094  0.0005
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Fig. 8. Anti-noise analysis: (a)—(d) Decrypted images with noise of 0, 0.1, 0.3 and 0.5 variances added to ciphertext image respect-

ively; (e) curves of relationship between noise variance and the PSNR of decrypted image with noise in ciphertext mage.
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Fig. 9. Cropping attack of different degrees in horizontal, vertical, central, corner directions and decrypted image after cropping at-
tack: (a) Vertical cropping 10%; (b) vertical cropping 50%; (c) horizontal cropping 10%; (d) horizontal cropping 50%; (e) central
cropping; (f) corner cropping; (a’) decrypted image after vertical cropping 10%; (b’) decrypted image after vertical cropping 50%;
(¢') decrypted image after horizontal cropping 10%; (d’) decrypted image after horizontal cropping 50%; (e') decrypted image after

central cropping; (f') decrypted image after corner cropping.
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Fig. 10. Specklegram key sensitivity analysis: (a) Original specklegram key; (b) modified specklegram key; (c¢) decrypted image cor-

responding to (a); (d) decrypted image corresponding to (a); () MSE curve for decryption using specklegram generated at different

wavelengths; (f) the corresponding specklegram at 1550—1551.9 nm with a wavelength interval of 0.1 nm.
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Abstract

In order to ensure the secure and effective transmission of image information, a new method of optical
image encryption using the multimode fiber (MMF) specklegram based compressive sensing combined with the
double random phase encoding (DRPE) is proposed in this paper. The specklegrams obtained from the facet of
the multimode fiber are used as the measurement matrix of compressive sensing (CS), and the compression and
the first-stage encryption of the image are completed by compressive sensing, in which the specklegram also
functions as the first secret key. Then, the second-stage encryption is implemented by using the double random
phase encoding technology, in which the random phase mask acts as the second secret key. All of the
specklegrams used in this paper are obtained from the facet of a 5 m-long and 105-um-diameter-MMF and offset
launching technique. Then the fiber specklegrams are proposed in several steps to provide the measurement
matrix in CS. By performing an encryption and decryption test on a standard Lena image of 256 x 256 size, it
is found that the decrypted image and the original image are visually consistent, and the encryption is also
realized in the process of compression, which indicates the method proposed in this paper is feasible.
Furthermore, the comparison studies of the performances of specklegram based measurement matrix and some
classic measurement matrices show that the decrypted image quality using the specklegram matrix is better.
And at the same time, comparing with the high hardware implementation complexity and high cost of other
measurement matrices, specklegram based matrix can be easily realized by simple optical device, and the
corresponding secret key can be easily changed by the working wavelength, which is helpful for enlarging the
secret, key space. It is further proved that the encryption method be able to effectively resist the statistical
analysis attacks, cropping attacks and noise interference, and also have high sensitivity to the secret key, which
shows good robustness and high security. Therefore, the image encryption method combined with the
specklegram matrix based compression sensing with the optical DRPE can obtain good encryption effect and
has a great secret key space, which may provide a good candidate scheme for the pure optical realization of

image encryption.

Keywords: multimode fiber specklegram, compressive sensing, optical image encryption, double random

phase encoding
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