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Fig. 1. Lyapunov exponent diagram.
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Fig. 2. Bifurcation diagram of system (2) variation with f.
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Fig. 3. Time series diagram: (a) z-t time series; (b) y-t time series; (¢) z-t time series; (d) w-t time series; (e) v-t time series.
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Fig. 4. Three-dimensional phase diagram: (a) x-y-z Three-dimensional map; (b) z-y-w Three-dimensional map; (¢) z-y-v Three-

dimensional map; (d) z-z-w Three-dimensional map; (e¢) z-z-v Three-dimensional map; (f) z-w-v Three-dimensional map; (g)

y-z-w Three-dimensional map; (h) y-z-v Three-dimensional map; (i) z-y-z Three-dimensional map; (j) z-w-v Three-dimensional

map.

Stepl3 Bg, Bea, Bes, Bea YEUT T AL FH:
By = mod(round(Bg; (1 : M) x 10°), N — 1) + 1;
By, = mod(round(Bga(1 : N) x 10°), M — 1) + 1;
B3 = mod(round(Bgs(1 : M x N) x 10'°),7) + 1;
B4 = mod(round(Bg4((end — 7) : end) x 10%°),
(M x N —1)) +1; (7)

B,

Step14 L =M RFIIA TR CEINTT
AL, AT

RR(i3,:) = circshift(R(i3,:), B71(i3),2);

i3=1,2,.., M, (8)
Ho Z(i3,:) 2 5 Bz 5 317 19 Fir A 91,
circshift(A, k, 2) B HAT M & A #Y A JC R $2
7B 8l kAR

Stepl5 I RRWFTA ST EMFATHRAL,

040502-6


http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1

Y B ¥ R Acta Phys. Sin.

Vol. 69, No. 4 (2020) 040502

(b)

—15

-4 -3 -2 -1

z

K5 ZHEFEAE (a) oy Vs (b) a-z VI (o) - Vil (d) y-2 “FH; (e) y-w FH; (f) z-w - H; (g) z-v-FHi
Fig. 5. Two-dimensional plane phase diagram: (a) z-y flat; (b) z-z flat; (¢) z-v flat; (d) y-z flat; (e) y-w flat; (f) z-w flat; (g)

z-v flat.
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Step22 EE; 5 Bgs 1460 “Ruk iz 8., 15

~—
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BT S EEg, 8 EEs ¥4 8 M < N Y5
Vi EE,;, EE; FiZ e K.

4.2 BEEEMIL

Stepl i AERIE 5 EE,, RS Bgs 47
e S is 5, 158178 EEs
Step2 EEg ¥4/l k%, SR I5HEATH i3
Tk, 132 EE, ;
Step3 EEo %% it il | 3 il £, 153 B
EE,, Hl EE il FOAXRF I EE,,
EE.(j) = (EEy(j) = 255) x (max(EE>)
— (min(EE3) — 1))
+ (min(EE,) — 1), (13)
Hj=1,2-- MxN;

Step4d TE EE [ /£ N KR IR I Eyy, B,
E137-E147E155E21"" ’Enl7En27En3)En4aEn5aE

B3, 534 RR, ;
Steps RR, W78 T8 R, M52 % R,
L E S RAE, SR EERIZ P.

(b)F

(@) Bl

X )

5 LIHER

51 XBFER

PC #LEC % : Intel(R) Core(TM) i3-4170 CPU
@ 3.70 GHz, N f# 4 GB, Windows7 32 i #:4FE &
4t. @it Matlab R2014 a 455 F2 7 5280 Lk s
Ak

5.2 SCIG4ER

SLIGER T 22 L1 lena, baboon, boat K K]
%, HK/NE R 5125512, BISCEMG | s &R
fige B R AN TE] 6 B,

6 ZAMEPA

6.1 FH=ESH

g EG I kR ) i RN R — 2
RS TR RN, AR ST R B R yo I T

K6 BFEBONE S LKA (a) lena JEE; (b) lena 1% KR (c) lena i % 1% ; (d) baboon JEI&]; (e) baboon N % [ 15
(f) baboon fift % % ; (g) boat JEIEl; (h) boat fin% K4 ; (i) boat i % Fl 1%

Fig. 6. Digital image encryption and decryption experiment: (a) Original Lena image; (b) encrypted Lena image; (c) decrypted Lena

image; (d) original baboon image; (e) encrypted baboon image; (f) decrypted baboon image; (g) original boat image.; (h) encrypted

boat image; (i)decrypted boat image.
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R RGS8a,b,c,d,e, f, g (LM B AR
G e RAE S/ ME AL, LA RHURE BE Ry 10~ 101
TG, AR R % 4 A (Rl HE K T 10290 > 9100,
AR —Ff G 3 B 1 3 B 23 (R KT 2100, B
LR A 202 R AR B S 2 4.

BAESH
L7 P AT LAAR g i Sz ke PR A R AEL 19 20 A1 1

i, HT B IR R A Ak 45 1 7 4
JlJ2& lena, baboon F1 boat 5 IEI% H 5 RN

6.2
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(e) boat B SCH 7 El; (f) boat % SCH F A

G

1§

LS FiE

Ja PR BT AL

EREaH
FEMERETENMENRZ —. itEAK
R

6.3

L

- Zp(mi)logzp(mi),

i=1
LAY p(my) & mg BIFLA, L% m, B EECE. X T
JRBE PRIk U, A5 BV B e R AEA 8. Lena,

H{(m) (14)

2500
(b)
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500 “
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&
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(d)
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HRIEAE
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(a) lena BASC I 7 ; (b) lena % 3C 1 /7l ; (c) baboon H3C 1 7 l; (d) baboon % 3C E 5

Fig. 7. Histogram of plaintext and ciphertext images (a) Plaintext Lena image histogram; (b) ciphertext Lena image histogram; (c)

plaintext baboon image histogram; (d) ciphertext baboon image histogram; (e) plaintext boat image histogram; (f) ciphertext boat

image histogram.
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baboon F1 boat % A5 B9 15 S8 -5 SCHR [11—17]
AIE AN 1 BT 8. S g 4 R AR AR AR
FERER SRILNINE R E S

F 1 WG S I EBRE
Table 1.

plain text and encrypted image.

SRR

Information entropy analysis table of

E1% Lenal&1& Baboon &% BoatE1%

J RIS 7.4644 7.3713 7.1267
B 7.9994 7.9994 7.9993
CHR[11) 7.9992 7.9993 —
SCHR[12] 7.9994 7.9993 —
SCHR[13) 7.9971 — 7.9993
SCHR[14] 7.9960 — —
SCHR[15) 7.9993 7.9993 —
SCHR[16] 7.9993 7.9992 —
SCHk[17] 7.9974

6.4 AESLLMKEFEATHESH

ANy 5L g RGN I I LR S A A Y
BRERAGRARZ AN G, 715 A
(15) 7R WK B4 AL RE S 4 M FAR Jin
PRI AAL IR, 18233 (16) R,

BD(G, C) MNZZf i,7) x 100%,  (15)
1, gij = ¢ -
Hodr £, 5) = g i (15) R AR

0, gij # cij
AN S LR 2 frsil.

M N

NZZ |cij— 9ijl, (16)

1=1j5=1

GAVE(C, G)

Hrh G WASCER, © s, i (16) Wit

K2 EEBAS R

Table 2. Encrypted image fixed point ratio analys-
is table.
% BEFEE ABEE RIS
Lenal&{% 262144 1015 0.39%
Baboon &4 262144 1014 0.39%
Boat &% 262144 999 0.38%
3 KEFEAE SR
Table 3. Grayscale average change value analysis
table.
&4 Lenal®lf% Baboon[El#: Boat[E{%
IREESFRARME  73.1937 70.8589 74.8383

AR K A E ISR 3 Fs).

6.5 FIRBRMES

BRI NS B 2 B0 SO R s
%mmﬁﬁﬁé%ﬁu%ﬁMMmW@ﬁmﬁm
BN T AR G5 0 0 06 % B ) R L B 8(a) &
lena B9 B SCEIG; 14 8(b) FE 8(c) 43512 FH 5 45
yo=11,0.1,2,0.5,0.4] F1 y; =[1,0.1000000000000001,
2,0.5, 0.4] /111 % (19 % SCEMR Y M Ya; 8] 8(d) & Y:
FH yo IEW iR 25 B9 25 R 1K 18] 8(e) AL 8(f) J2 Yy I
Yo 53l FH A TR 10 25 4H oy T yo MR T 25 21 1] 8 Uik
R AE B4 yo M g1 Z RN S A8 Ak, 2% SCR
18 Y7 R Yo HIRREFRL A9 25 yy A1 yo IERRAFR 25

TR P45 =22 ] A 25 5 30 T DL AR R AR b R
(NPCR) FlIH— b - 48 {55 5 (UACT) K JiE

HRALS 0T
1 M,N
— > 00
NPCR = MXN;D(Z,]) x 100%, (17)
M,N
Z|Cl i,9) = C2 (i, 7)|
o,
UACI = N 3 x 100%,  (18)
1, Ch (27])7&02(27.7) N
H D (i, j) = ; M,N

0, C1(i,5) = Ca(i,7)

RN, Cy (i, 5) T Cy (i, 5) 53 1) 2 W i 1145 78
(i, 7)o & F IR ZE . NPCR F1 UACT fy {8k,
ok I VR S PR 22 ) ) 2 Sl K. ol 17 SR B i R
B R O B AT T 43 i %
y0=11,0.1,2,0.5,0.4] F1 y; =[1,0.1000000000000001,
2, 0.5, 0.4] %% iy E& Z [E 9 NPCR F1 UACIT Y
A, WA A SCHER [13—16] B9 38 an =& 4 fFrg).
M A TR, DHRZE SR R AT, P $e b i
AR EA R A R

6.6 FHEBMGEEXRMES T

FHAR A5 25 10 AH & SR VAN PG 2 B 7
TH R BH SC UG S5 ZEAH DG D7 T RICR. A Sy
HI7E lena, baboon il boat [ SC EI&F1%% SCEIE
HBEALEEL T 5000 MAHARRER s, # (19)—(22)
I WIS 5 5% SCEMBAEZKSF- 5 ] 1A <R 15
TR G R B T BT 1) A SRR R A DCE R
BORXS FZ 7 1) AR SRR 2 A AE DGR 2R 88 A,
AN 5 T, Baboon BH SCEI% A28 SC EIR 4 K
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E 8 AAMUBREMIRIE  (a) BISCEHR; (b) B Y (BN yo); () BX Yo (BEHA N y1); (d) YiIETEEL R, () YaH yi &5
WRIFEAR; (1) Yo yo FE IR H 45 R

Fig. 8. Key sensitivity tests: (a) Plain-image; (b) cipher Y7 with key yo; (c¢) cipher Y2 with key yi; (d) right decrypted Y7i;
(e) decrypted Y7 with yi; (f) decrypted Y2 withyg.

x4 EYHBUEIENIASE SRR

Table 4. Key sensitivity test result table.

E3EES lena&{% baboon &% boatE1%

Eitan NPCR UACI NPCR UACI NPCR UACI
ES'EEAS 0.9964 0.3340 0.9962 0.3346 0.9958 0.3344
SCHk[13] 0.9962 0.3347 — — 0.9960 0.3340
SCHiR[14] 0.9957 0.3508 — — — —
SCHik[15) 0.9961 0.3347 0.9961 0.3347 —
SCHk[16) 0.9962 0.3344 0.9961 0.3349 —

F 5 WISCEIGSH SRR C R B A 3R

Table 5. Plaintext image and ciphertext image correlation coefficient test result table.

" IR AR SE R B T H T AHE RS X FZR DT R A OG R B
HH S 15 FIEG HH SC I 1 FIEG B SR G
Lena 0.9762 —0.0084 0.9659 0.0461 0.9468 0.0131
Baboon 0.7204 —-0.0050 0.8264 -0.0074 0.7046 -0.0322
boat 0.9621 0.0106 0.8252 0.0087 0.8327 —0.0423
S 1A | 3 B T RIS 27 T 1% A SR P — Df"v(u’ ;) . (22)
o w) + /D ()
N MR 5 AT LA, BISCEIRAE = Ar LH
)= > (19)  MEFRBCHAT 0.6, BLUIISCEIRIAANE 2
i A A 3 T SR TE =y T8 B
L . S FHARHEE T 0, DI PR RIAAME Z 2 1
Dlw) = 2 (=B @) e T

N MIEL 9 AT LU, BISCIER SR sidlE b oA
Cov (u,v) = 3 (ui — B(w)(v; — E(v)), (21) TERT LML, Ul I SCIEMR IR 3R A Z R A G
i=1 PEAR R, 1M SRR BB R R A 15 LU 2] |
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Fig. 9. Correlation analysis chart in three directions before and after baboon image encryption: (a), (b) Diagonally adjacent; (c), (d)

horizontally adjacent; (e), (f) vertically adjacent.

i, Ui BT SCIRR A AR 3R 2 1] AR S P iR
PRI A HE A9 53005 T AR 4 M AR R R AN SRR R 2
[ By 5t A A, o PR FB0n e AT LA HORICR.

6.7 EVIRE N

S i R B b By VI aE 1, FRATT BT b
Lena M EIZHIE 60 x 60 F/NYEIZ, 40/ 10(b)
TR, TR 5 U5k 0 i s Gk A i i %
WE 10(d) Fios. F 10(a) REMEER, F10(c)

S0 A R i A, X EIET 10(c) FIET 10(d)
AT LUK BE, B 10(d) A S R R E R A T
AR ARATEER T DL SR B SO RR R EBUE L. BRI,
s R AE 18 32 55 U Sk J5 AT IR HA — 5 A il 2%

6.8 MREENIDH

WER M R B T WL B B — RS | 2 524%
T Z BN TR AR ZL T | S LR e g ol
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B 10 BBy e A Hr L (a) BYUIHGEE 3C; (b) BYYIE % 3C; () BY VIR (d) BT VI )E s
Fig. 10. Anti-shear attack capability analysis chart: (a) Ciphertext before cutting; (b) ciphertext after cutting; (c¢) decrypted image

before cutting; (d) decrypted image after cutting.

11 Pl EGEREI AT I (a) MR ST (b) MRS B30, (o) MR AR 25 () 0 ik
Fig. 11. Anti-noise attack capability analysis chart: (a) Ciphertext before adding noise; (b) ciphertext after adding noise; (c) decryp-

ted image before adding noise; (d) decrypted image after adding noise.

P TCAE R DR AR T BB R MR M s . Sy T AR
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58, AR GEHTE . SHZIRIE R SR HEA B Sy 27
Rk 2R 4T 1T BEAE o0 r ROBCEL DT ESE R, AL AR
Lyapunov 850 | V#7507 K] i) )3 51 | A
IS5, MAHE R a] DU, iRl R SLRE S 7E
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FRE TR 2R 90 107 T 40y B TR o 2 A0 A0t %8 A TR
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Abstract

The complex structure of hyperchaos and its complex dynamic behavior have a good application prospect
in the fields of image encryption, digital watermarking and information security. Therefore, it has become very
important to generate chaotic attractors with multi-vortex and multi-winged multi-rings with complex
topologies. In this paper, we propose a new five-dimensional hyperchaotic system capable of generating multi-
ring and multi-wing, and carry out theoretical analysis and numerical simulation experiments on some basic
dynamic characteristics of the chaotic system. Such as equilibrium point, dissipation, Lyapunov exponent,
bifurcation diagram, phase diagram and so on. In the process of encryption, first, we decompose the plaintext
image matrix and the five chaotic sequences into an orthogonal matrix and an upper triangular matrix by QR
decomposition. The five chaotic sequences generated by the chaotic system are respectively decomposed into an
upper triangular matrix and a lower triangular matrix by the LU decomposition method. The upper triangular
matrix decomposed by the QR decomposition method and the lower triangular matrix decomposed by the LU
decomposition method are respectively added to obtain five discrete chaotic sequences. At the same time, the
five discrete chaotic sequences are added to the upper triangular matrix decomposed by the LU decomposition
method to obtain the final five discrete chaotic sequences. Secondly, the orthogonal matrix decomposed by the
plaintext image matrix is multiplied by five orthogonal matrices decomposed by five chaotic sequences. At the
same time, the elements in the upper triangular matrix decomposed by the plaintext image matrix are
chaotically arranged by the chaotic sequence, and then the two matrices after the operation are multiplied.
Finally, the multiplied matrix is chaotically placed on the bit by a chaotic sequence. Then use the chaotic
sequence to perform a bitwise XOR operation to obtain the final encrypted image. The theoretical analysis and
simulation results show that the algorithm has large key space and strong key sensitivity. It can effectively
resist the attacks of statistical analysis and gray value analysis, and has good encryption effect on digital image
encryption. This image encryption algorithm using a combination of conventional encryption and chaotic

encryption does not have a defined plaintext ciphertext mapping relationship.

Keywords: five-dimensional hyperchaotic system, orthogonal decomposition, bit disturb, digital image

encryption
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