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Fig. 1. Dependencies among power infrastructures!.
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Table 1.  Data on major power outages!'!.
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Fig. 2. Modeling of cascading failure iterative processes!'”: (a) The network is attacked in the initial state; (b), (c), and (d) are the

cascading failure processes of the network due to the dependencies between dependent networks after the attack, respectively. Even-

tually reached a steady state.
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FEFE R 21 SCHR [69] DUz 38 3o 5 175 5 A A
M FIAH 2 7 B Sl fff e L SE M T . X
TZ)Z M4, Berezin 55 1 & BRI 51 EAE
F R R SEAF BT Y B AL 5™ 8. SCER (71
X0 T Jr BB L 7 A S B AR A R AT AT
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SRR A FEA D 2 v Ay e ] 30 50 s SRR A
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S 53k

1
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i
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Pl 4 WCRR IR S R TR A 1 2 A T 45 B I L 43 32
T 7R L A B 1 T A 38 S R A 3 3 Y R AT R (TR
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Fig. 4. Tllustration of failure recovery strategy!'. The giant
components of network A and network B are shown in the
figure. Case 1: Two failed nodes (nodes 1 and 2) connected
by dependent edges are respectively at a distance of [ = 1
from their maximal cluster, and then repaired with recovery
probability . Case 2: If at least one of the two interdependent
dent failed nodes (nodes 3 and 5) is more than 1 away from
its maximal cluster, the recovery condition is not met, so

the pair of nodes is abandoned to be restored.
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AR FHR 52 R v R BEMLE B 90 s 2 e AL
Jrge. T A 3R R 55 e B 23 S N A
BN BO TR E SGHFAT R B, R
TAH D ) FEA K Z 533, (preferential recovery
based on connectivity link, PRCL). SZ 5 g 7R,
PRCL Sk RIS SRm ST, AT AR R A2 5 A
SR AU SR T
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7E Buldyrev 4 i (8 AH AR 24 9356 R ROR AU 1)
LAt |, La Rocca %5 671 2018 4F47 H 76 AN AHAR )
2% bR AR AT 7 R S AR AN SE IR R IR A X 4 A A T4k
B HRmS. X BRI B AT AR LS 1
AW n = 08F, NI A HRE 1 - p LB S,
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WA RWOITAERL. AW LIS, WE M
Ui B Y A% A A B — 2R S IR, WAL 5(a) HHHY
RELII IR,

NV \/

K5 P4 BRIk E R SEBUR BRI (a) GC ERIR
[ 2% B4y 32, MELR3RIR 25 NI, 2l B 45 TR 3 30 I A 3R R
B S TR, B 25 TN I 300 1 3R R TG 1 AT R O R R
(b) M B 58 i 1% J5 1Y L4 3¢

Fig. 5. Schematic diagram of the implementation of recov-
ery strategy in network BI7: (a) GC represents the giant
component of the network, the dashed lines indicate idle
connected edges, clusters with free connected edges repre-
sent repairable clusters, and clusters without free connected
edges represent clusters that cannot be recovered; (b) the

giant component of network B after reconnection.
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Fig. 6. Schematic diagram of recovery model.
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Abstract

In real life, most of the infrastructure networks closely related to the national economy and people's
livelihood do not exist independently, but are interconnected with or dependent on each other, so the multilayer
network model is proposed to study the independent complex systems and infrastructures. When the nodes in
the multilayer network suffer initial failure or attack, the cascade occurs due to the interaction between the
“intra-layer” and “inter-layer” , and the failure can propagate in the network layer and across the layers
iteratively, so that the scale of the failures is enlarged gradually. As a result, many multilayer networks are
more fragile than single networks. The cascading failure of multilayer network usually brings very serious
catastrophes to our society. So, conducting the research on preventing the multilayer network from cascading
failure and recovering is of great significance. As far as the prevention of cascading failure is concerned, what
are mainly included are the strategies such as the fault detection, the protection of important nodes, the
optimization of the coupling method of networks, and the backup of nodes. As for the recovery of multi-layer
network, included mainly are the strategies such as common boundary node recovery, the idle connected link
recovery, the link addition, the priority recovery of important nodes, the topology perturbation, and the

repairing of localized attack and adaptive link.

Keywords: complex network, cascade failure, precaution strategy, recovery strategy
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