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Fig. 1. A schematic illustration of quantum and classical
adversarial learning. The image of a panda can be encoded
as classical or quantum data. A classifier, which uses either
variational quantum circuits or classical artificial neural
networks, can successfully identify the image as a panda
with the state-of-the-art accuracy. However, adding a small
amount of carefully crafted noise will cause the same classi-
fier to misclassify the slightly modified image into a gibbon

with a notably high confidence.
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Fig. 2. Adversarial examples in machine learning phases of matter: (a) A legitimate sample of the spin configuration in the ferro-
magnetic phase of the two-dimensional (2D) classical Ising model; (b) an adversarial example misclassified as the paramagnetic
phase, which only differs from the original legitimate one shown in (a) by a single pixel; (¢) a legitimate sample of the topological
phase of three-dimensional (3D) chiral topological insulators; (d) an adversarial example misclassified as the other phase, which only

differs from the original legitimate one shown in (c) by a tiny amount of noises that are imperceptible to human eyes.
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Fig. 3. Adversarial examples in quantum learning of MNIST
hand-written images: (a) After untargeted attacks, the
quantum classifier will misclassify the images of digit 7 (9)
as digit 9 (7) with notably high confidence, although the
differences between the adversarial and legitimate images
are tiny; (b) after targeted attack, the quantum classifier
will misclassify the adversarial examples into the category
with the targeted label, even though the adversarial and le-

gitimate images only differ slightly from each other.
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Abstract

Quantum artificial intelligence exploits the interplay between artificial intelligence and quantum physics: on
the one hand, a plethora of tools and ideas from artificial intelligence can be adopted to tackle intricate
quantum problems; on the other hand, quantum computing could also bring unprecedented opportunities to
enhance, speed up, or innovate artificial intelligence. Yet, quantum learning systems, similar to classical ones,
may also suffer adversarial attacks: adding a tiny carefully-crafted perturbation to the legitimate input data
would cause the systems to make incorrect predictions at a notably high confidence level. In this paper, we
introduce the basic concepts and ideas of classical and quantum adversarial learning, as well as some recent
advances along this line. First, we introduce the basics of both classical and quantum adversarial learning.
Through concrete examples, involving classifications of phases of two-dimensional Ising model and three-
dimensional chiral topological insulators, we reveal the vulnerability of classical machine learning phases of
matter. In addition, we demonstrate the vulnerability of quantum classifiers with the example of classifying
hand-written digit images. We theoretically elucidate the celebrated no free lunch theorem from the classical
and quantum perspectives, and discuss the universality properties of adversarial attacks in quantum classifiers.
Finally, we discuss the possible defense strategies. The study of adversarial learning in quantum artificial
intelligence uncovers notable potential risks for quantum intelligence systems, which would have far-reaching

consequences for the future interactions between the two areas.
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