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1 53 &
TG IEAE A F Sl SR, ORI R R AR A% LR BT R (DG ET
BEER B BE I, MR S W Bt R, IR R A 1S BTN
% DA ol AR 224, SR 0 R AMBE 2 SO RIS B 22 2 A% O AT i
[1.21

BT S R BUE M W B S A TR KRB, e e o T4
ST SENLR AR 8 B AR 0 T SN () SR R, (B BT ROR R BOE R R
X2z AR IETH G H 28 P2 0R BV AR B . AR R, W0 B R 0 R BRI 22 42
YA T B R AR T R R IR R, B T2 R

Y T &5 NS SR L=~ G K2 - A NI e SSPL T B B NI )
TRTE IS0 S FIE 0 5 122005 B P34 R AR EE _BAE R T e
A, SRTIAE SERR LA Hr TS I VR 2 PG, G 7w i) IR R & SR BT
BB ME DL S G LFEME R R . FE OGO SR KT 5, EHE S
A5 FH G T AT A% O M £ 308 15 B B b by S RV R s, 5 FH S ) B LB ok 1 ol
BOGEACEOGHE, AR IEOGIRES Hhiice t— 30 % 81, & T ORI R 2 1)
B R T R ZEULEC R S BOGaHE N R RS GIR, PASEELBE I R
TR, i BEAR OGRS 5 iR U — B & 8. 2 TORAHEE B 5 %
B9y R T3 G MR A FH 0 A B 4 3 A 455 MY 49308 1 v i B v FEE AR DG (M A B 2
O FHEMER . WRIRES . RGO, BRI E A AR B 5. S8, 2
THRMZ, FR7; R B R T ol NBUS S Re Sk A R, E
—ERREE LI T SACEIEE RGM A S R

BT Y-00 PR BB B 4y 7 TG TR B AN EAE, S ROGAEE
ARG eI, HETAHIRTT 5 CA A RARIED S @G5 X005 M A Y-00 BB 1)
=T QAM (5 S EASE R, [FIN Mm EEAH SRR 2 h 2 rp IR UE H. R
M, B J7 %2 L2 2 Pk s AT B AN AT IR . 410 iX — R, Bilr 2 #11)
BE— PR T T PEE s AT B IR T R0 R AEXIAR Y-00 iSRS ) i
QAM 55 RIFEZER, BEITT IEA L FE T 22T HEH, AHEHSK
HAEAAE T kbit/s HH.

XE, AV 7Ry R F AR HOR R S G T R A
PRI, AMIIRTFHE SRR &, SR E A KER. N TIER —J7
FHATATIE, FRAILE 25 km BOGEFEERS EIT/E 1 IR BMEIOUE LS. 45 R 2R, H)
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FZ 7T A0 0 R R R TH A 13.76 Mbit/s; 17 H., B30 77 5EE 7 340 1
FRBIE T 0——IX RS 5T # TC R BT AT AR OG5 B AT Y-00 i)
FIREAR, A7 R 2R, ST %8 0 R R A T ——
3 MR
2ETHEELWENKY-00NFHAL X F £
2. 1 Y-00#ri¥

Y-00 PR A% O JBAR R R F I8 AT B8 SR B AT I R ], K B HE e T
(SRR R [E A 1 e B, AT S IR 2 0 2 38 15 B I rp (1 B T e e R
AL LRI 28 1 ORI 75 S 4B G AR TEOR 38 10 B R AR G 7, X e i A B
WUV, 34557 U 2 LA A 75 e 2 B0 2UE B

K1 AT Y-00 B E: 16 QAM 155 I/Q PR RI#% 2 bit HE 20 7l 9t
2 bit IBATE AN, T AR BN B B A WU A 256 QAM {55 Biltnn, 1 ) 4G
B A& [D=(D1,D2)], IRAFEE[BI=(B1, B2)], % 3L B AJ LAER A

E,=(D,®B,,D,®B,,B,) (1)

Q % S 4e Kt ) AL BRI R U 5] 1A ). Gt 2 R 7 0 e R v B
B S FAHSRAE 5 B, B30Tl e A X 0 SRS 5 B, AT i
AERA AR IR AE B 2T [F) I AT 3 B T I 1 A ) o 6 A2 e 2 ) o g R A1)
SRR, R AR TTBR R EAE A R R R R, BRI B RS S T
PRITBRN, A7 F R T 3 52 18475 5 20 ) Hedie v e 1) okt oK.

Detection lever for illegal party
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ececccoolecccccce - [sssssesilsssssses
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H 7 o o0 ® 90 o0 4
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eoccccccjecccccoe & eeccccccjecccccce
16 QAM plaintext 256 QAM ciphertext Ciphertext with noise

K1 Y-00 risos =&
Fig. 1 Schematic diagram of Y-00 protocol
M5 7 5 55 %0 (Number of Masked Signal, NMS) &7 R 4t %7 4 4 i) B B 4
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HrF 20160 RN QAMAE 5 R 16 QAMIE S, ARFA L8 25 11y 1k 7 15

itk HASE AW

_ 1 16
GI6QAM:\/3—22(O'IZ”1 +G(22,”) 3)
n=1

Hrb o], Mo, , R WG Hn 2 RVQr B 5 2. AFIRFEIFTQAM

SRR, MES RGN, RN
2
2 @
MO QAMAE 5 L/QIHS A Il 4. 722 R I b, B34S 2 8 R ARy (4 4 A
IBATHY], A5 0T RS HERR IR H AR AE 5 I LS ARAR, AT B e I o £
PafE 2. e S da Y, S — D IEF R ESE S, RIS 2RIk

JWME % (Detection Failure Probability, DFP) A PAEIRA:

1
DFP~1—— 5
= ©)

LA 1O, 238 305 5 IINMS=9, 453 HIRIMZAS T, TR0 B )2 e 7=
78 i Y A OG5 2 R AR R A, T OAN 2 JE sxt B [ K A iz 47 3 B
HEAAHIF, K E L DFP=8/9. B % 15 5 (¥ 1Rl A S5CA8 0, AAH 405 22 J3 i D B (B 1
AR, BRSNS S N e AR, 32 T DK W R SR R
2. 2 MBI

k2 B JY (Probability Shaping, PS) 2845 & I — iR, H AL EH SR
$5) 50 53 AT 1) 3R] P 0 6 i IR R S M3 A (1 2 R PP A1) AT v i
JR R S IR, ARG v PS8 e s Pt A . 3 o g = mT PRI 2R 49 P 35 114
PR, BRMEAFEIR S TR, MR BIUAS 5 2 R ] RR IR PR B
55 R PR RS, ANITSE A P T TBR A4S R G 0 1R D 2R PR I8, ST AR
R TY IR 0 B 4 A UL G 2%, P fE 8 B4 4 A DU AC 2% ( Constant
Composition Distribution Matcher, CCDM) J& —F $L7) H &= 20454, HAF A2 4l
195 5 AL R A HE TR AR 23 JR 22 o 7 5 - B /R 28 2 4y A

exp {—V [Re(x)2 + Im(x)’ ]}

)
D eXp {—V [Re(x)2 + Im(x)* ]} o
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TRAE. MERBIE R TV WHUE e 5 B AN, BEE VIR, BUWERIE
JE LR A IR B, QAM {55 A2 sl i) L SR

KRB HAR S RETRAERMELS S, AT &N QAM 15 5 # TR
Y. WA E S A EU R S, MR A SR 10 1Y 25 R . N, & 2
/& PS-16 QAM £ Y-00 PN aif = 22 e 7y A1 1.

Y-00 Protocol

—

PS-16 QAM PS-256 QAM

K 2 PS-16QAM £ Y-00 BriSUin 2 iy J J2 14
Fig. 2 Constellation diagrams of PS-16 QAM signal: pre-encryption vs. post-

encryption via the Y-00 protocol

2. 3TTHIEH

K 32— R SR BB AR AT Y-00 MY E TR i, BE
i Sk RN LORP AR R i, I O SR RO SRR, ALt d kR R A
YRR AR BE RS, E K IE 0 (Alice), JRIGHUHE Data ZREZHETE 5 A6 RIS E
BEZR 341 B ROEHAR Dar. Dar #EIZAT %8 KeyA 42 Y-00 B30I B spAy s By
QAM 155 I RIZE N (Bob) . FEAERILRRES, = iRhi(E 54K 5 52 31 5%
HH R R P AR, 2R K TR AR R e TR (R PR R I, AN R R R
A BSIRAERE S 2, AT B 1557 Wr 2 e R0 31 2 6 e LS Ak b, 3 — 25
SR L A i P A

Bob {1 B CIEAT %X Alice KIZK MG 5 AT WU, 152445 Dsis
bt 5 5 B B4 R %58 KeyE 193] Deo. Hi1, KeyE 2 HBENLE ] Key £ R K
AR, Fltn, Key={101...}, K=3, M| KeyE={111000111...} . HJ5, Dga #
KeyB BB I H MU il QAM 15 5, &l Alice. 1X HLFF 21 HI/Z, Bob [
T IN# ) KeyB 24145 Dei IE K AL,  AAN:

KeyB, if Dy, is even
KeyB, if D,, is odd

KeyB’ :{ (7

Alice 5 ME A R ST %40 KeyA fEBT Bob KIS 515 24055
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P& Daz. BEJE ¥ Dar A1 Dag Be X 2020, S-S K 5 Dai/Dax HE, it H AT
PRI R R ES R AR, 10N BER(?). % Alice #%IRA Q@) HI =, H
W T N BER()IHI 514 -

_|LBER(1)>T (2
“710.BER(1)<T

EAERIZ, AKJTEHM) Data. KeyA. KeyB. Key & YN EU K
AR AR AR 1 EU R

1 1 I 1
' PS Y00 | [ Y00 '
) — — ] |
A Dy Mapping | | | [ Demappin Dy, B
: | :
1 1 ! 1
1| Key [ BER KeyA L KeyB XOR [ KeyE | |

y y b y |
: Wl :
| | |
NT Y00 [0 ] Bob
i Alice L Demapping | ' || Mapping Dy i

B 3 % KT R EE
Fig. 3 Schematic diagram of key distribution scheme

3LB R
3. 1 RGbE

FTHE 77 S Sz it s B U 4 i, Alice S A5 28 S8 O % (Laser) I/Q i
#1198 (/Q modulator) TR KR (AWG) 4k, Bl B8P ok 88

(EDFA). ATl (Receiver). 7ni#F (Oscilloscope) ). Alice ¥iii & 4% FH

AR TEHOLAR £ R Y 1550 nm. ZhEE0 10 dBm. £ 52K T 100 kHz 562
£ DSP H, ARG Sk BENL ELEE B Data M 16 QAM 155 HHTHER R,
BV JG 13211 PS-16 QAM 15 5 S AR S5 X 8 Dia. BlJG,  &R G0R H BENLEL
RAFR T AEIZAT 2 Key A, K38 Y-00 PhiCHE Dar 0% H B 9 PS-28x28 QAM
55, IFBHFAFTHEREN 10 Gbaud. ZE T ERMER T 0.1 PIRTHRIZIER
HTEBKIT RS, RIRAT ERAE . MR RS S, RN SR A
#2990 GSa/s [l AWG ™, SERETAE SHA AR S, &2, Juiks
B RS 5 — [RE N 1/Q 1T #8 Se 2= I, HidEid 25 km ARt BB AF R ik
Estzdleny

7£ Bob i, HWUE 5 8 464 EDFA O # K 2 -10 dBm AKMEBERE AL,
JBOK J5 WS 5 22 3 i 42 1) 45 R B IR 2. [RII, R R SEMOGAS I 5 — i@ iE A=
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K. & IIRESEIY S5 R FF—EUARIRYE (Local Oscillator, LO)D,
FTAR TR, AR TS 215 5 MR I O 3, BARRL T — A 90° JLiRAn#:
FNVY PRI S, H TE S0 S ARSI FIRAUS . 2, (5568 A
/Q Pk HL(E 5, I HH R SE /R I 2% LA 80 GSa/s [IZRAE I IR, Bob I F 1%L

TAE 54 DSP TR LR, A4 1Q IEASAL. A ME . (RIRIIMT. HilAl
RVRIE A5, R H K PS-28x2°% QAM {5 5 J2 e L[] 4 Fi7is. Bob i FIAHAZ T Alice
HIBENLEOR 4 28 72 421217 KeyB FI %8 Key. H A %4 Key 40 JE K IR 28 % KeyE,
KeyB KM S H 1) 2 e K145 31 Dy, B S Dei 5780 b KeyE 5557 i &
A Alice.

Alice $447 5 Bob 1 [F] (U HEISCE BRRAG I 1045 5 2 K B, B 5 A Key A X

2 P SRS 34T Do, BT IR F MR TH 5. 3 H ) TR A SRIBUES A

Constellation Bob
diagram Osalloscope

TLo

K4 seind s

Fig. 4 Experimental setup

3. 2 SRIREE R

KT7 R RGERIE TAHEFR BN 10 Gbauds WA N 2828 QAM; %4
FRERE K M 200 2 1600, SiEN 2005 MERBEIEF V38 0. 0.1, 0.3,
0.5 (V=0 fi3E QAM 15 5 RIATMZEEIL) . % iH 5 KiEZ (Key Distribution Rate,
KDR) JE SUHME 5 A IR 3 5 %40 U LU, B KDR=Baud/K, 7E[#
TEPRFRMZ%MF T, KDR 5 K BUx .

LS PR BT 5, AVER 10290 KGR & 88 32 0 5 5 B 01T 5
O, B 10%H06(E 5 R Eve 940, BN GINT Alice IR AR i
QAM 15 5. Eve i H g T B WIS BERNGE 5, JFHUTS Alice AHF 1)1t
BRI L . H D R



K 5 AR T REHER e thRE: BEESHIRBIREUNE N, Alice
FIJUE I RS R R T35 N IR RN, BEE MR BIER T VG KR, Alice SEILTG
R e B T 7R 1 /N B 0 JE RSB A Rk b T Bve 7EAH [RIAE S 441F T BT
RE AR IRFIRAEE® T Alice.

0.4 . . .
-H- Alice /v V=0
-V- Eve W/VY v=0.1
0 /v V=03 ||
= - - vV=0.5
A A (LT YO
¢ B FIR R FIIT Y-
B V- - -
PR NS A 5 S ¥
o . -
. A Y
\
¥, W
0.]":\\ ‘\‘
‘1l\\ “~a
\ii \\\
0 g S--pg__ o

200 400 600 800 1000 1200 1400 1600
Key expansion count

B 5 P R S R B DN 1 e 3 B R R 1 RS
Fig. 5 Effects of key expansion count and probability shaping factor on KER

TR, BHMRRE K SHRBEIER T vV IHHEBOORE, —HHHE
AN SRR AT RUE . —J7 T, B R BN I BN R T A R
hd, EWMEIRE Eve £E[R]— % FHHZHUR A A AT RESRICE 2 5 % M R 115 B
HO7H, BRI RO G SRR B O X, T E SR
S Dh B e S IR °F 7 IEA G, BIHE T M QAM /55, PS-QAM 13
5T RS DhER AL, FER ST ZIEE M4 T, PS-QAM 55 HH 4R B A
Z AR QR BS 22 KT H A QAM 155, AHRLF NMS 428 /0h [ 5 M R T ]
THIIE R, PS-QAM 15 5 AH QI A Jo ki 2 8] () EE B — 2547 K, NMS RREEFEAIK, Uk
i) Eve BE45 5@ Id xf L Alice WOk A5 5 1 B K Z BRI E G R, SHRS
22 4k PRI

ARG, ATFIER V=01 fFARGSH. A SHILE T, NFEHET
1000 R #4H & Alice {8 1] TG IR AGHEHU A AH. 1 T IEAC IR QAM 551 1/Q
% BT M R3S B, R KDR=10 Gbaud/1000 X 2=20 Mbit/s. i}, Alice 1
Eve HIHHHHIIRFE KER Jy 0.236. BABELIL T, Eve JoikZRIBUEATA S B
KER B4 0.5, 3 B H X 2540 PR (0 0000 1F A 26 S5 [ T BE ARSI 110 SE48 F Eve 1
KER=0.236, & W] Alice 55 Eve %A [AIAFEFHRNVE. v 1 BEARIXAPAR G E IF 42
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THRG A, FEA R B Y SRR 2 AT J5 AL B ER A, K070 85 1) )5
U8 DI ST WL Dy BEBE LA e 23 B, A4S 53 W 8 RG22 42 F 20 JR 4R 15 Bt e
VRAEDN H B 2B H HATAT A 25 B

RRGHTR AR IG5 R AR LR T SHA-512 50 o 58 B, 1% B30T K
R KA LU 5 R 9 [ e B2 ) 512 PeRefan i, alid 2 40 HE 4 itk iz S
B A DRy H 25 ) v B AL S AN AT I . 3 e S T R S N B ]
KIEREERRA G, N T ORIER A BN 22, 4G RN T (n-1-5)/mB0).
Forn RYREYVIRE, ¢ 8 Eve IHIE B &, s WL ESH(0<s<n-1).

YT E N 10000bit B, Eve 3REXAIMS B EN:

t=nxI(E:A)=nx(H(A)-H(A|E)) (5)

THEAR] =2112. IRATEE 2 4S50 s=1000, M ESEEE N 0.688, Eve 587507
Z A RA HAZEAN:

—n+t+r -s
2 2

= (6)
In2 In2

I(K;GV)=H(K)-H(K|GV)<

X r AL RE G R A EHANKE G=n-s-0), 55107 5361505 2 1%
A EAERE IKGV)=0, EMWAETIWE LSRRI ERGE R, & HEA R
B0y R ZN 20 Mbit/sx0.688~13.76 Mbit/s.

YA T RIS R, Alice A1 Bob ) FH i 45 2] (0 e 28 B A AT (5 55
HEMNR: Alice Je¥s B (5 B b hil LU, H5 %P7 B A R 58 Bon
I RKIE LT Bob, Bob {3 FHAH [ i85 P o 52 18 v FLTn e &5 R K i) 7
Fiizm: Cal) - (a3) 23 B%H R0 B4 . Bob fif % S A Eve fift s 1545 25 (b1
- (b3) I Cel) - (e3) 4 BRI B G I B 7 B RIAE AR AR 5% . Nz J5 1t
K RGB “ANBIERIE T BN ARIS), AP, TE. A=A T FRIARSE R
MR T 0, N2 R K UT. Bob A IEMfR S HIKE(E R, i Eve {f H5iWr %
PUREE R EIG, BT B AT, =AN 7 R AR & 5 2 8 oA G (n
T 1), ERBUERA R AE R, #E—PRAE | i) 2 et



Encrypted Image

Decrypted by Bob

Decrypted by Eve

x10*
2

Count
Count

Kl 6 KB 4 R
Fig. 6 Results of image encryption and decryption
1 AHLIR AR AU S
Tab. 1 The correlation between adjacent pixel points
Encrypted Image  Decrypted by Bob  Decrypted by Eve
Horizontal 0.003 0.978 0.013
Vertical 0.015 0.979 0.025
Diagonal 0.016 0.959 0.003
3. 3R

ATT SEMATA T ICEAF BOR B H X6 T 5 A i 28 A0 B v A i et e 3L
R (G RCHE /7. —J7 T, A TGRS BORR AR TS M R R IR ST U

RYJL, 45F DSP BORATAMARE B AL R B2 RA5 58007, H KEe AL )

CA Rt =i OB N =2l VAP S AN N1 &4 VAN 52 4 3 VA S g

P EIRNUE S R PR I T R, TR I R BB 2 (A I SR A e S LG iR A

I 7 K. AR SCAE 25 kem HDGET EREAT IR TE S 56, X AR BE DG 2T B
i A A TR B P e O DR B AR s O, RETHE S AR i
HI S R IE, ARG AWG MRS #3508 8 bit, Ik
RERHME T d i)y PS-28X 2% QAM. A #4 I 7r HE R B UL ok, W SEBLE
HIME S P HE 3, 32D TH NMS M55l & 1) DFP, MM+ RG24k, B
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B DR AT SR 25 5 2 o v 1.

A, AR N E LG, RGBS A AT RS 5 — ok
TR, B AT B A T BRI (R0 A, AR IR (S R D T 5
f 53 22 1G5 75 K B IR b B LA R W] R 37 R 1 1) o A 0 28 4 R SIS I 22 43
5, RGEMERER: REOGEGEHE BN ZAAERBORE RS (ASE)
RS AL, A LB, RGREVEE. Bk T 5 & MR R
OB AE B B A, AL N AT B O TR BB MR 1B AT R E IR
508G R m B AR ST, B K 1O ST ).

4 % #»

EEXTAEXIFR Y-00 p LS 3§ 03 R T SATAE (RT3 3 52 R e, it I s 1
ET — Mol T & BEREREARS Y-00 Whildhs, JFELm AR BUE4 Y]
UREH, WERA T BAEHN AR, SR T A RMEEILE T v
I RIBFR 22 VER S, 85 REW: 78 v=0.1. JE4ittH 0.688 MZ&AF T, i
REGHETT RINF RERETHE 13.76 Mbit/s, AT ASGET RT3 4
gy, RN, AR 58577 2 AR B EAS BIE T 0, VR BUT M2 4(E
B, HABE Nzt
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Abstract

In the era of explosive growth in communication data, secure key distribution is
urgently required to guarantee information security. Different from key distribution
based on deterministic algorithms, physical-layer key distribution hasattracted
extensive attention owing to the inherent randomness of physical processes. Typical
physical-layer key distribution methods mainly include quantum key distribution, ultra-
long fiber laser, chaotic laser synchronization, fiber channel reciprocity,-and the Y-00
protocol. In particular, key distribution schemes based on the Y-00 protocol exhibit great
application potential, as they require no additional hardware and.are fully compatible
with existing optical fiber communication systems.

In this paper, we propose a novel key distribution scheme combining the probability
shaping technology with the Y-00 protocol. This scheme significantly optimizes signal
transmission performance by adjusting the occurrence probability of QAM constellation
points, thereby effectively improving the key distribution rate (KDR). Meanwhile, we
analyze the effects of different probability shaping factors on the KDR and the system
security, and select the optimal value.as the system parameter. Furthermore, privacy
amplification is introduced to compress the initial key sequence to strengthen the
security of the final key, and guarantee that eavesdroppers cannot obtain any effective
key information. Experimental results demonstrate that the proposed method achieves a
KDR of 13.76 Mbit/s over a 25 km standard single-mode fiber. This method provides a
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feasible solution for exploring a high-speed and secure physical layer key distribution
that is compatible with the current optical communication systems.

Keywords: Physical random numbers, Y-00 protocol, Key distribution, Probability

shaping, Privacy amplification
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