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LS, EE RO BNE R 24 AL 5 AN RERA )5
Ao BEERTIS. mrERR T SRR RS R, HE T AR A e 2
R % (W RSA. ECC) I H 28 /U AV LE B AR IHI 1] AR 1 22 418 1S
HRFR, ARG T RIS BB 2 2 AR, HAZ .0 B R a
{RIEA S B PE (AN s 29k TR SRSCIUE B85, maExEa
AT B0 BRI S R . R —HORVERUT TR O 25 JA5 PR R 13
R, BON TR e A U R R AT S T

TR ARG A A U, . 0 75 T AR DL S e MEBE AL, AR
&AL TN # AR . H Pecora LM Al Carroll T L T 1990 4F 5 X SLHL R i [ 25
DAk, JETIRM R %85 0 S E R M. R P IR i 5
THEALOTEH B, W Kocarev LI 58 AT 1992 4E4& HH IR MU S 7 =, PLK
Dedieu H %5 A\ T 1993 S R g 5080251, g\ 21 4], BEERAB T
ARHHEA, TR A B B RE A SEBLR NI 3 Rl TAER, [ A Ah o A v B TR
Rt DR E MO AL KA Bdi B 4R T 55 5 I BAS | R P H EBERE
Suykens J A K #l1 Vandewalle J {E IEEE Transactions on Circuits and Systems I:
Fundamental Theory and Applications 18 UGB 8% 515k KRG HAIE H 2 i TR
TG, BE U EEREY, E A R E DO (WBAEAR)  EARIERY
HET B 3E A R VR R B U7 B AR T T IESBUR IS T I F) 0 B i D
ifi Anwar T J&T 1E5Z B EUZ L%, K5 Sine BT 2D Logistic-Gaussian #87R i
(LGH) Bffle, Mg T —Hiugt (4D) 7P IR B RS, JE ik
KA g & B SIRTEFPFI 45 & TR G BIGINE, JHie T AREBOR M F 2 512
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JUETRMEOR B IEE T T ISR, (E A 17 SE AT T Wi Az oo Bk e
B, AR SRR R R . YR TE RS ) SE bR n S A = . TR
FARIER R, SHEERHEA GBS A E, BERYMASFPRESE
EAEEMEDL, ok, ZapE s TRERENTE. WATREERELENtS
&7 5 W LB 2 ) DL, BOAIE SR B 24T il TR 2%, BUNRE LI
M99 % TR . WA, SERUENRRYE. 2400 Fe b TAuE 0 5 5 HAEA
B, SRR ESGEEEE (2R BETID MRURGELEIT
(EESE K = vin i

ST, AW S I RSN A BTN R - R G SRR IR e
R 5E B T A, TF R IF VAL — & n] s AL TR E BB e R 50 B AR AR 4E:
(1) &itET Lorenz R4t HIRMUMIR A RS 9805 %, @I AR = W] ot 5 4eit
DI AR N2 B TR A KB . AR S R, (2) Mg E L
RO BEMGIN A SR, R 2R G A SR 5 P % 23 W R R
A B RIE SEUE AR, LM AU EN: (3) A e BRI P A LI S ET &
TS KB SRR, Rtk ;R 2 etk gt 2 ett (5
JiEBIAE. AR KZEp watE (NPCR. UACD ;  (4) JFexs
LT S BB ETTE, R RS ANRMINE AT HURL, IRk T SEa 45
15 H 2R R PR 5 i SR S I Pk o

ARWFFCRIE AT, BB FIRwH 2SI 50 UE R R R 7T
AR T — Pk RE T IR B BN T %, IR T B ARSIV L
ROREAL B 22 2 I R G PESC I8 T ik o WE TR TR s MBS 1 5
B TREN AR O 1 SIESA, ROV i 2 el s 55 s R R Y
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2 JU4%kE Lorenz BV RS LAY
2.1 BERER

PR AT RIS, HAZ A AW PR,

W (@) = a+b-arctan(¢p)
i, =W(@)-v,, =(a+b-arctan(@))-v,, (1)

o=y

Soi g SEAZ LB PR AR R DIV vy S5 A7 58 35 0
T BLE IR o A b R RSB B O 8

Lorenz i 5 S —FhAE LGN /) R 56, BOWI I L6162 (Bdward
Lorenz) T 1963 45| N, BRI BITFRA 51K T IRMEH IS KT EITER . Z R 5t
SERTILR M RTG, R T S RATBIG T, A I SR
Tt LU ELE T A

Lorenz M3 34 1 =AM BB MR 7 BRALALAL, X = A7 BAR T =
ARAER: (A PRI ZFIINER . R RFR R Ay
BT B I8, 02 o A B 53 10 2 b R
. Lorenz T REALREALI T

x=0(y—x)
y=x(p-z)-y (2)
z=xy—pPz

Hoh YRR, SRR, YRR R,
AT R AR T E R BRI s 2 FORTE BT IR 2, AR By
R TR ERE B 40417 ; T o CEFRIRRED , SIIRB B R TE (g iR )
M p GRFIBO Sk FRIIEZRIELL: g UUMET) 53X R
Rt Bl Con s i i 2 bk A%,

FHAZBHZS (1) 5] N B Lorenz 1R R G Q2)H, M T — N HIZFH Lorenz #IR
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ARG, B RGHRE TR

dx

—=0(y—Xx

” (y—x)

dy
=px—y—xz+k-(a+b-arctan(@))- x

dt 3)

Hha, p, B a» b, kZ2RBSE, URBSE =8, p=20, f=8/3, a=0.1,
b=1, k=0.8, WIEEAE (x,» Vy»Zg»@,) = (0.1,0.1,0.1,0) I, RG LI 1 Fros iR
W 51T o KR 4R 01 R FE A L1=0.884764, 1L,=0.00172038, L3=0.000636325,
Ls=-13.7197. Kaplan Yorke 3£ 4E% D1=3.1325. # RGORETTFEQ)RIER 5]
T 1 B, A 1@ 1(b) A UG H#T R G0 B A 3 5 3 7y %, HI s
TAHB T R RGURIL I E AR R MR as 2 [F, Wl 1ofn, RER
B P ISR 2O IR AR R AR, 2 A Sl b I £ B EE T

ARG T E IR RMIZTIRE

@ (b) ©

i

1 1ZH Lorenz R R 8 VR IEN 5 7 AHIE SIS HIEAC KL (a) x—y FHEIAHE: (b)
z— o FIHAHE: () REALE o FIRHREIE K
Fig. 1. Phase portraits of the chaotic attractor and time-domain evolution of the memristive Lorenz
hyperchaotic system: (a) Phase portrait on the x—y plane; (b) Phase portrait on the z—¢ plane;
(c) Time-domain waveform of state variable ¢ .

2.2 PR RRRE AT
H AR GHCARR A EETF, TR R RS TR N:




o(y—x)=0
px—y—xz+k-(a+b-arctan(p))-x =0
x-y=p-z=0

x=0

(4)

HE 4 DHREERTHx=0. Kx=0RANFINHTEMEIN TR, [
y=0Hz=0 (RZRLGSHo#0HB #0) . ¥ix=y=2z=0R N 2 MF,
SEAME AL, T AR AL & o AT R SEHR £

PRI, 1217, FH Lorenz R RGEAAF AL IS4 2, 18 BAT — AR ol
PESE A 26 T4 5 4E (Line equilibrium set) , A &R A:

E=(x,9,2,¢)|x=0,y=0,z=0,p=c (5)

Horb, OMERSEEE, HAEBRT RS MPIEIRE @, .

AT T T SR RS R e . TR RGERES = A A RT LLAE

[% (Jacobian matrix) :

= o 0 0
s p—z+k-(a+b-arctan(p)) -1 —x llib(;z ©)
y x —-f 0
i 1 0 0 0 |
AR T 1E(0,0,0, o) Ab5% MERT LLAE R ATSRAE, 7931
-o c 0 0
_|p+k-(a+b-arctan(c)) -1 0 0
J(E,)= . 0 5 o %)
1 0 0 0

Y M HE 3 R GUTE P4 i AL PR RFAE J7 72 (Characteristic equation): |41 — J(E,)|=0 .

—MFIEE 4, = B (FUE)-

A+o = 0 0
—(p+k-(a+b-arctan(c)) A+1 0 0 _ ®)

0 0 A+p O

-1 0 0 A




1 HAG RIF, TASHRHE 2 TG TRA
A+ P)A* +(o+DA+0(1— p—k-(a+b-arctan(c)))] = 0 9)
NT RIEFE, S W(e)= p+k(a+b-arctan(c)) » W RGETH 5 E, 4794
REAEAR 2330 -
4 =0 (10)
AH=-p (11)

_ (o DEJ(o+1) —4o(1-W(c)
2

% (12)

H T RGP AFEAZ LA B I, FHAE T R A5 — AN BHRHEE (4, =0).
KRR RGP S E AR (Non-hyperbolic) o FHRFAEAE HIAF1E
AL R G AR T YIRS T T ZW 517 (I 2 A S, Extreme
Multistability) FIFERARYEI,

X T F R ARFAEAA B RS E 1 70 A

BERGASHWMBAITEME (Wo>0, F>0) , WA EANREE. REMR
HR R E TR 78 A B T AL HURER 4, ,

R 57 87 - B R 4k Pk F1¥E (Routh-Hurwitz criterion ) , - YK T £ T 5{
22 +(o+DA+o(1-W(c)) =0 BRI BAT S R E KA R B TMABAKT .
o+1>0fEMOL, FE MR I S A AR BT LE -

(1) BREEARE: AW <1, HHEINo(l-W(c)>0. WA, HWEA
BUSEER, AT RAERR TR O IR A IR AT 7] b 2 ey S A A E 1

(2) IRaE B sl il G AR LB « HUw(e)>1, RIWIESH
/2 p+k(a+b-arctan(c)) > 11, WEIUVNTFF. I A, N—IE—FRER (3

HATIESCAR I R ILHUMD o 7 s ALy AR 185 5 Bl #£ 3 (Saddle-focus) o




XA R S5 RS § RENLA K HEIERIRR 5] T (Chaotic
attractor) %03l 77 2L 121,
2.3 EP AU T PR i I S A T R

B Z¥0=10, p=20, p=8/3, a=0.1, b=1, k=0.8, ¥JEA{E N [0.1,0.1,0.1,0],
K VUB etk -2 (ODEA4S) SN KGR, "I RGIRELE x, y, 2, M
AN 2 (a) Bros. MR AT DAE Y, SRS AR 5 I [] )T A0 S B H 4
(s TCREI SR 2R v, HICHH S )  BIE ER, WTLUR 2 RGOV W R S .
RGE 2z =27 B _E PSS WP 2 (b) Framo %1 T ek B o 748 AR T R
P 2R BB, XS R IR U ST R A I B AR A, E— PR
RGHA RN I1FAT N,

’ W i

-30

2 12 Lorenz BT RGNS R 5 B INSRETH : (a) RS ERNHRBEIZE: (b)
z =27 4 _E R P ISR AR
Fig. 2. Time-domain waveforms and Poincare section of the memristive Lorenz hyperchaotic
system: (a) Time-domain waveforms of state variables; (b) Poincaré map on the z=27 plane.




3 RGN 1%
3.1 PRGBS TR 5 AR SRS BRI

2.2 FNFREMS TR, B ERIIZIE Lorenz IR RS A FEIAL
HIPHT AL, TR W S A I 2T 3 Eo I T iZ RGP A IR
T 1T, RGO A SR AR E P S RRIEAEAS, BRIAR I AR 230 7
FHW, ZARGARAIW G TR T ALK R E K 5] T (Hidden Chaotic
Attractor) '8, HE—BIR NI RGECEBAL A A, 5 UK Lorenz % RGN,
ARG EAT W AR 1 P9 AE R FRYE (Intrinsic Asymmetry)

A TZ B A% A ERIRES S BT 5l N 1 7 B # arctan(p) » 2 RGEIEAT AL FR AR
(%, 0,2,0) = (=x,—y,z,—@) i, ARG HIRATIERFFEEAL . XEKSE, RIfEE
RN MBI RIS (RIBCES M a=0) HEEST, RGAEAHE T TS
A TS R B AR AR, T BRI IALE . BB I B R AN RE S 2 A
[F FIASZIRIR 5] 7 N T BEUAERIX — WAEIENRIEFIL R, ASCRE RGt A
¥ No=8, p=20, B=8/3, k=08,b=20, FH-LEEHHE NI
G264 IC, = (0.1,0.1,0.1,0) 5 IC, = (-0.1,-0.1,0.1,0) AT HE AT EL, Fris i =4EAH

S AU S AT B 1 3 s




© . = @ .

K3 RGETLMESE (a=0) THRIWEIXNFRILFERBG] T (a) x —y — o =4EH 1]
Bts; (b) x — y PHIEEEL (o) y — @ FIIHREE: (d) x — @ P E (O il
o3 ARER I AR 2541 Cy FDT Co I AT SR IR B SZ IR 5] )

Fig. 3. Phase portraits of the intrinsic asymmetric coexisting hidden attractors for the system
without offset parameter (a=0): (a) 3D trajectory in x —y — ¢ space; (b) 2D projection on the
x — y plane; (c) 2D projection on the y — ¢ plane; (d) 2D projection on the x — ¢ plane (the
blue and red trajectories represent the independent attractors evolved from initial conditions IC;

and IC,, respectively).

TESLIERD b, ARGIWHIGINT ERME S a=0.1. ZSBIAFIFE
15 B P ot BR MR A B OG ™, TR T 2 T IR R ST A AT I 1 <A SR R RS R B 4
(Global Drift Control Parameter) ”. 4 J W #ERIX —a /1AL, Ak
BZ$o=8, p=20, f=8/3, k=08, a=0.1, b=20, XtL T a=05a=

0.1 BJ ) 3D A= (A EEl,  anid 4 Fios.
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4 RETHRBESH g 0.1 FHZRER S8 S BRIRE T ) x—y—p =
AP () x -y FHHEE: (© »y—¢ FHEEHE: @) x— PHEEZLE @
L1 G 5 MR WG 2 1C, A 1, BT R (AT 3] )

Fig. 4. Phase portraits of the spatially translated and the diagonally dislocated coexisting hidden
attractors for the system with strong offset parameter (; = ().1): (a) 3D trajectory in x—y—¢@

space; (b) 2D projection on the x—y plane; (c) 2D projection on the y—¢ plane; (d) 2D
projection on the x—¢ plane (the blue and red trajectories represent the independent attractors
evolved from initial conditions /C, and [C,, respectively).

3.2 KBRGSHEBRUHBNSIFATH

N T AR R R AZ B I RS EL b KN R Ak B )y A A, AR
ERGHMBH N =8, p=20, f=8/3, a=0.1, k=08, FHFEWEREE
SE N (Xys Vos Zgs ) = (0.1,0.1,0.1,0) oy 7 S PYAE AR RRIE S R 1 SAG AL LR,
A B T 5% b 78 X R [-100, 0] 45 152 X 18] [0,1007] (#1445 18 5132,
FON REFRPIRAS AR B 20 |y 11953 75 B )2 Lyapunov #5410 (LE) 151815540 & 5(a)
FE SO)Fw. W S fir, 4280 b fE5EAI[—100,0] X M N ABLLE, REGE
fmthiﬁ,ﬁﬂ—%?%m#ji?é&?c%E@”E%l:z‘:ﬂﬁ%é’fj\jo
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— 1
— 12

L3
— 14

;A\j
) MJMU&M»JJ

0 100 50

Lyapunov i

K 5 BESH b (b € [-100,0) MM ARG ZN AT N () RELE y 7 FE: (b)
Lyapunov 5%t
Fig. 5. Dynamical behaviors of the system varying with parameter b (b € [—100,0]): (a)
Bifurcation diagram of state variable y; (b) Lyapunov exponent spectrum.

b e[-100,-85] i, RGiMIH% K Lyapunov 8% L, >0, H L, =0, L, <0, L, <0,
RGA T HELLIIRIARAS , 75503 B L% i 78 K X 25 4 i 46 (1 S(a)) s

1Ebe[-85,-701X[H N, RAZT; | RIZINPIRESEHIL. Eb~-85iE, R4t
KA, L BRIER 0, RGHIRBTDIRASI RN IRS . W5, REG&h T

% (R R I o0 20 S0 L A o 0 R, FE R PIRES 5 IR WIS Z RSB D)4k,

RERAE b~ —T5 Mt 5 30 B S (B JA S B R AE ),

Mbe[-70,0]0, RGFHUHEN TR AR X . EX— XA, L KM
R AE 1.0~ LS Ze A3 (ARG IEE KT, R R G H A R RSP . (HARE R
(R, £ 12 B8 R ARV DX 4ty oy, B RS A T /N — i A I T 1 (g e
b ~—60,-50,—42 fI) . FEIXLLE AL, K Lyapunov fa#( L) 2RI TR 0
PAF (ST 00, RGER IR (K 8 W47, B 5 S lid ) #8f&@ HLInterior Crisis)
s U143 2% 10 77 ORI RS N TRMRAS .

5P 2 M0y 2 B AR BUR AN, RGTEIE 1 5h b €[0,100] JEILH T 564
SRR ) 1AL, W 6 BR.
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(a) = (b) -

a

-4
. — L
E
= -3

-10

- AU”JU LJ_ LMJMJI‘Www“ bl ), A

40 60 80 100

Kl 6 BERGZH b (b € [0,100]) ALK 4 MBI )1¥4TH: (a) 7774 El; (b) Lyapunov &%
Fig. 6. Global dynamical behaviors varying with the system parameter b (b € [0,100]): (a)
Bifurcation diagram; (b) Lyapunov exponent spectrum.

MRS TEERIX (bel0,8]): TEZXEWN, HZKEEIWN=EIRE, HLE
B L <0, XRWEWSET KAV R PR, RGIRERLST
FasE K RG] T (Point Attractor) , TERFEHRG ™A . RRIBIEIMAR (b=8): X
SR IR FHUE b ~ 8 I, RGEL T RIZIR NG, 72 Bl LBk gk b — I
BUERRIE S s, H L ERT 2 AL B . RGAETCW A A 5 2000
JERESL R, B RE MR NIR FERIMR S,

KIGHEEERTE (be[15,100]): BEEH b MBI K, RGERMHRE T
R A A& PR IR (Robust Chaos) 45 . 7EIZ 58] IS HUR M, IR E |y 1
PRIEAMY 5K, L RR8-PRa IR AE T4 BT . B T AR BOR R R E O (i
b~ 25,35 IR VEMRIR) 41, RGN SEERR I AR BT THRE S, 4E
R e FEE AN PT TR0II ) 52 2 5 AL

Lit LRSI IE Lorenz R TH RSt (130 172 40 M o] 1, JE IR 7E 115l
RS, RGN Lyapunov TEHZ MIERZH R Y 1L <0 (HL =121k
HRMENMEET) - R B RAER] 1714 Lorenz BRI R G0 — M mifE
FERUR G, JLARMRRBEIS A A0 AR Bl s, W2 75 5] A7 AE R 2 5%

o BT HEMARLE, LB (h ESBINICE TINS5 112
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BH Lorenz kil 52 ¢ F6& I 36 Z KO8 1 v B SBURK RO AR X PR A b, AR =

T RGMNARLNEZ) 12T N

4 NIST MR

5 B E F AR5 R 5T B (NIST) il 72 B BENL I 21 pR 1 SP800-22, & H

R4 2 N B B ALk bR v o A3 T iz T ) 15 TR B VR T R S e 41

FIDBEALYE, BRI B — MR PAE, P KT 0.01 RORFPHIE R M.

XF 100 HAEE N 125kb IBENLF F)EE T8, MRt a1 Fral. MR 1 AT LA

A, FraAMRBE K P EEKT 0.01, RINRIME RGN FSRA RIFHD

BEMLYE, & T BB EIR RN .

# 1 NIST it
Table 1. NIST test results.

el I P& g3
01 BRI 0.035174 [as)
02 e it 0.213309 DA
03 SRR 0.419021 BIh
04 AT 0.595549 [as)
05 BOR 1 JERE A 0.437274 DA
06 BRI 0.262249 R Ih
07 0 AR R A 8 0.955835 I
08 A BB 0.115387 DA
09 6= e IR R 0.834308 B
10 16 FH 0.554420 D@
11 T ACLJGE I 0.554420 I
12 I8 ML A 03X 0.772760 as)
13 W5 AL A A AR N X 0.134686 D8]
14 J7 F1 A 0.867692 %
15 St 5 2 P 0 0.946308 as)

5 ZTH ARG BB INEMH

5.1 fngE g et

PG IR TE BRI 3 O SRAEAER I S s A0,  HAEAC R O BB 2 T
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B 3 TE [A] ) A S 1, B ) 52 B B B SC Bt (Chosen-Plaintext Attack, CPA)
W&, AR RF R ES R v, AR T — Mg A SHA-256 1

Rty RGB EEMHIEZEE X5 (Cross-channel Cipher-Block Chaining) #LHl ]

DA R N
AN S YIRS =P
FEEXES P SHA-256 I IV iErE R
(MxNx3) T ISHEIREY w EimaficEF
HIEEE (IV)
B4R
A4
RGB BESES 1ZPH Lorenz EHSHR
—HEFIRF BRERE MRS
A4 A4
FiBiEMIEE WISREIER
(2RIEEE) XY, Z

IREVHIFI S|
Ind_R, Ind_G, Ind_B

v v v
BilliE GiEi RifiiE o
BTN E LR iR BUFBERT B

SEEENFFSHSSHHEES

FeENER C
(MxNx3)

Bl 7 ETHAZEEE RS S SHA-256 R E RGN FxniE R
Fig.7. Flowchart of the color image encryption algorithm based on the novel memristive chaotic
system and the SHA-256.

AP

AR 1 IR/ AM x N x 3 RIER A SCEE P, FIAH SHA-256 5%
THEI 256 frmaAid . SIS AE AT PO A 52757 70 e oA MR R, IR
A2 MEILI Lorenz R R G HIRIUIRE (X0, Yo, 2o, 9o) 1o EZHLHIHHLR T
“—EE, AMERFERRRERNELR, Mo AR E 1R & PR
JPA, MARAR EHEAD T OB S S i B B Se B 2

15




S BREAEG P AN R (4D . G (5 B () =AHE-P,
FEFAKE N L(L=M=xN) W—HEETFH. KHUMN etk- L%k
IR S PR RS, A B AR S IO BT X, Y, Z o (AR RN
&, EULEHRAE IR, RRGIRH N RIS 2RSSR (CadT
SCE 3. B 4 B RIETIZOER. S 1 PEINNREUMsIERZ), AMLEE
FEZ AL TR R ML T S B0 2188 5, O iR RGUIRSTEA F A7
BBl 51 7 % A AR AR R BROT o 3 o o TR 2 Al e P e A YR A X 0 (1 P B AL
75 A5 RS B BRI 25 IR X, Y, 7 BT R R SRR R G 0 5 A FE AR
A BEJS . 4RI R A XLy, Z BEAT TR T HES 4R B R 5 ) &
Indy, Ind;, Ind, . FIHX=HMSZZREG] 737006 Ry G, B MiEFHI#AT 2 RALE
BELEY, WIRAT R R A AE S E, i HAE B GERE EAE AT R R AR S,
B2 E AP 5 Py, B, By o

SDBR 3 AEAL G ML, 85 SO SR A R T 2 iy ) 25 B HL % e i
MSrR BT, SRR R G S B Re ) (B8FF NPCR 5 UACT #645)
AFEGIN T AP W S R . B, RIS RERNE 5 AFERY)
dhIEE (IV) , 6 ROEIE T AT 1A S 1K

Ce(i)=F ()@ X (1)®C, (i-1) (13)

Hrb, Cr(0) =1V, i€[1,L]. FEfE, fIH0EERES, ¥ G @EY B

SIRAS R OEIERREIH SRR AT IR A Rk
C;(I)=PF,(i)@Y(i)®C,(i-1) (14)

Hr, €;(0) = Cr(L). [FIFE, B @IEMY BWIGIREME N G BEMARE
EHIXRER, BIC5(0) = Cg(L)-

I s R I A, SRR R OGETE R R A — AN R R KA
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AR, A TE HACETE A 51K S RN, B 2 A 15 AR AN ) 200 5 il 1 2
BRERE G BiES B BEY, FERLENBOE SRR,

IR 4 BRI — 4% ST C,, Cy, Cy BTG HIFE I M x N x3 41 =
UESERE, R AR AN BUR Co A2 IR ™ e R N 2% 1 0 ) A, 7E 4R
WO NG A A A B RGBT By G R EHIE R0 ) 5 10 R A
BJE AT mIE Y B AL, ARSI R AR e B .

AT B UEA SRR B AGIN  FE A S S A AT, SR
256x 256 {5 3 PR R 4 Baboon AR Ml WA SCHEAT 07 Sk 6 . e 120
Lorenz R R 48 ) B H S HUE T B HIRMEX (o =8, p=20, f=8/3,
a=0.1, k=08, b=30) , JFRBWCIEE SHA-256 W57 {E HIHT Y75 1F
NIRRT (%, ¥y 29, 0y) IRBN R GEEAL), A= i) G 25 5 A B MR A R

WA 8 s

K 8 BGINE AR (a) MICEE; (b) #3CEME: (o) MHEIER
Fig. 8. Image encryption and decryption effect: (a) Plaintext image; (b) Ciphertext image; (c)

Decrypted image.
WP 8 i, A SCEIE (K 8(a) FEBEMEREER. HEMLEH
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HOE AL, ST R&5mitps G (& 8(b)) ZIHZE
TSR FOIRES, ol id P IRFHR HATAT 5 SRR B SRR A B 5 &
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B MG ARHALIS, TR AT R R R, TR B a ER (1 8(c)) 7EML
SR S LG SR =T B GBI R YRR LU, B
B ZEEAE, XFER T ASCREAM e e, i AR %™
EiP R ATIBUIN G

5.2 HHAT RS EHBBRMAELS T

% 7180E (Brute-foree attack) 2 B8 i 75 2% 25 51 7 1A v (¥ BT v R 44Kk
fREE S DR, B IR KN B R T N3 7 St 2 ) B kB AE 700,
AR RGNS T R, VARSI HIZ Lorenz BB RS 6 MEh S
¥ Co,p,Brab k) VLI 4 DMYIIREE Cxp000.20,0, ) LR 7EH AT
WUbRAER) IEEE 754 XK BEVE s BOhR e, THEDRE Ik 1077 o PRI, AN 5
B A A KN ATIA (10°)!° =10 o ZUE 2 A AN B RS 2 22 4 R IR
2% (A5 T 3.4%x10% ), IX R IIAFIVEL BE W BAAHUARAE o T X 10 8 B B 271

BEAN, A e SRR 1 8 R UL 2 R 1 B A U, IR B R A
TR AR ZEAY,, 02 5 50 P 2 B TR0 A 4 SR IS X s
IR 35 IR , B WA RE 54 Key 1 INZ BN G =10, f=8/3, p=28,
a=0.1, b=30, k=0.8, ¥MEN(x,, ¥y 2, 0,) =(0.1,0.1,0.1,0) o 7ESLILRY F, £
FEHAN S HARIAAE , AUIE x, BN 107 BB MRS 28, K i I 1 2 4
Key2 (i x,=0.1+10"") &

il 9 o, A Key 1 X5 A —BISCEG AT NS S 2550 1 (& 9@a))
S INEAL S 1) Key 2 In# 4R 2250 2 (B 9(b) « R Key 1 5 Key 2 X
A107° HIZE S, AE RO P S R A AERL 58 35 B30 9 A L TG 3 ) s 7 ]
HME ZE B R ZE RS (NPCR) KIREIE£)99.6%, KUIEATZ5E2AE K
2P, MeAh, Mk E AR S 2 FHREE AR AL Key 1 3T HERET,
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fREBRIE AR, RBER R R A B (& 9(c)) PiIgiR. SKR ek
W, A T ot 1R A W i UK

HERERE, BT ARG PRIRTE R G 5 e € 280X TR R\ 1) 2 1 gk
K1, ASCRGEAE IR AR AR AR IE Rl S A AR E R E S B a 5
SRS Hb ), A IE Sk FRE I EH AR R R EL AN R B A R X R] CAn i S B 5
K6 Fim) « RAMNIRT 7 Z8a, bHERKANDUETEH, ISR
YIS A5 LAAE SE PR TAE P se M, I8 MARAS _EAR 26 17 50k 3 A FH S 400 Rtk

B 2 [A) B AR R AT % B 2 ) B 4 3 T ol ) T

K 9 2HKENc=10, =8/3, p=28, a=0.1, b=30, k=0.8, ¥IHEMEKEN
(Xo» Vo Zo» ) = (0.1,0.1,0.1,0) = (a) 3L 15 (b) %3 25 (o) HHEH 1 A% 2 KR

B4
Fig. 9. The parameters are setto o=10, f=8/3, p=28, a=0.1, b=30, k=0.8, with the
initial values set to (x,,y,,z,,%,) =(0.1,0.1,0.1,0) : (a) Ciphertext 1; (b) Ciphertext 2;

(c) Decrypt the ciphertext 2 using key 1.

5.3 B ESMT

KR B0 B B RE 8 ELU0Hh S HE AR ZRABLAE O ~ 255 AR5 2% X 1) B 73 AT -0 o %
T AR SCEIRING S, FAR A o AT I8 2O AR 5] E 4RI R AE . X
s KA AE S GE T 2L, 5 OB AT Ge it 70 B i i R 1
N T IR SCHR H 5 T2 B Lorenz VR 5 40 b5 B 4 v Bk 1) e
AATFRHERI R Baboon EMEHEAT T B 7 BN
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WISCEMER 5% SCEIER I RO G B =8 TE BT B0 Ao B a8 R an B 10 fras.
Kl 10(a)—(c) 7l REIRASCEIG A, 4t IEBEE T, TUE GRS
Atk AT HRRER, EaRik 7 EEEAGIHRE, 5 E 2B,
L2, i AT 2 (6] B AL S s Il JURY iR 5, S
] RGB ELJ7 B E 10(d)y—(f) Fras. ML =18 T8 1R 3 0 A B ARG 3L A
#2], HEFEEHIMBRI P2, SRR K fikk. X%
Wiz Sk A Rk e 1R W SCE BRI S5 S, R INT 1SS 5
Z IR GETE R, AT S35 G 9 1 R GRS GE it 0 MLy (4t 102,

Kl 10 BB R: (@), (b), (c) HISCEMER RGB HATE; (d), (), () HXEEM
RGB H K
Fig. 10. Histogram tests: (a), (b), (c) RGB histograms of the plaintext images, respectively; (d), (e),
(f) RGB histograms of the ciphertext images, respectively.
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N7 BUEARSCHR L TIZFH Lorenz IRV 5 4855 5 1@ 8 P B N 2%
J7 FATWAR ZARSHERIRE /7, A5 LA Baboon FIME KLt (R) B A 4T A 3¢
PR, FEM SO MR S %SG, 2 BIBENLAEL 4000 XS AHATRE R AL, 2
HAEIKF 3 BRI =ANT7 1) BRSO A B, 45 R 11 s

i 11(a)—(c) Fx, Baboon B ST BRI AH SRR 2 5 R 5 25 M SR AETE 320 £y
LRI, SRR ML, X E I T R A EMR AR AR R R AT
HISRIRIE AHEE N, @ A SCEE N Ja , 3 EHR BB E B B A B 11(d)—(f)
e 2 SCHG R BUR 5 BB T A —4EA0hr T, SRS R 1Y
HIUIR B A RENL . X —4E BRI, AREERHIERR 7 SR AR 4R 2= 1]
HUsmAE R E, % SR e S RIS MR A R, NI B 2 5T 1 RS S S it

AN P 35
ST Bt Re 718,
250 Y 250 250
200 200 200
>
=150 T 150 + 150
T = 3
<2100 <100 ::i 100
50 50 50
0 0 0
0 50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250
x.y) x, y) x.y)
250 RETF 250 FATTENRIL S : 250
200 200 200
B =
=150 1 iylsn + 150
;‘ 2 = ~
100 ¥, & 100 +c 100
50 K 50 50
0 s RN s Mt AR W T 0 PR R LI B I 0 b AL N e e
0 50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250

x, ¥ x, ¥ x, )

B o1 AiEE AR EE 5 (a), (b), (c) Baboon BHSCIEME MK 3 ELAIX A
MK AitELL: (d), (), (f) Baboon 5 SCIEMR /K- 2 BN A A5G 73 A 5
Fig. 11. Correlation tests of the R channel: (a), (b), (¢) Correlated distribution of the horizontal,
vertical, and diagonal profiles of the plain Baboon, respectively; (d), (e), (f) Correlated distribution
of the horizontal, vertical, and diagonal profiles of the cipher Baboon, respectively.
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BEAT RSN A4 (A 50— MR IR EEAED SR 5 LR AL S A
P25 SCIEG, DAL SRHE I N 25 S50 1 B B RT B 4 o iRk 2 ey,
BRI R IR <S5 RN, BRI R SO o T 3O SR A A R TR
JIZIARALPO, fE2R T, H KA NPCR (R ILH) Al UACI (4i— T2
ARALHRIE) XA B AR ARG T PR SRR T 2 S, AT PP IZ S
BB E S B EE . HAP AR IR

M N

NPCR(C,,C,)
N =1 j=I1

0% (15)

\
/
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L ifC(i,))=C,(i,])

D(i’j):{o, if C\ (i,7)=C, (i,/)

G (i’j)_cz(i’j)|

UACI(C,,C,) Niﬁ' x100% (16)
=1 j=1

A, C AN C, 4 AIARER R 4 B SC MG RMN B3 BB 3R i ) B S MG AE
—HEAMAEE (1 R, G B B @IE) T 4EGRAER: MM N NEBK
AR . X T 8 MR EER, HARK NPCR HIE{EZIJY 99.6094%,
HAEH) UACT HIS{H 2104 33.4635%.

NIRRTy P ZE 7 Bk ae 71, JATAE Baboon F B 3L AL
= AME &R, KR EEMOR O 1), RS 58 4 F 886 2 5

Co,p,fB.a,bk,xy) SFXPHIEEUGHEAT N . HTASCEEGINT SHA-256 #
VSR BB ST A5 AL I T R £ B 2P Lorenz i IR R S IWIG S AF 1, /N1
BERRBCL FHBUE SR PR BOAAN P, 4k, BiiE RGB B5IEIE RIS
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B, 22 5k (R TBOR 22 4 1 o IR R AnEE 2 PR . ASCHEAE RV GV B =
ANEIE 11 NPCR IME IR TE 99.6145% /5 47, UACT MBI FE & 1E 33.4910%
Fed o SREGEE RN, RISZEAE FAH [R) % B B iU 22 53 1) R AT In & i
AR B SC MG R I 2 22 S . S Sk R R A ATV SR AR L, BT R
g 55 s I TE PR BRI SR R e WA OB 2 1 By, BRI R ST
At 22 A pEBE,

*® 2 NIFEHEIEN NPCR Fl UACI {# HLE
Table 2. Comparison of the NPCR and UACI values of the different algorithms.

NPCR UACI
R G B R G B
A 99.6292 99.6201 99.5941 33.4736 33.5259 33.4734
Xu et al. %] 99.5998 99.6120 99.6006 33.4525 33.4426 33.4574
Dehghani et al. [40] 99.5697 99.6368 99.6078 33.6510 33.5045 33.5231
Xin et al. [41] 99.6299 99.6037 99.6090 33.4236 33.4326 33.4886
Wang et al. [+?] 99.6002 99.6094 99.6155 33.4128 33.4347 33.4488

bR R, REWE 2 Pror, RAARHE Lorenz 559 MU IR TE &
Ll & A SCRIINEAELE, BRI T FAFGEE NPCR A UACT fEbnidir#ie
ifd, ERXMARRENERR A L e 7t 2iiLk. AICEE 2,
HRIUOR PR TR 2R G0 AR 22 W) 90 A 25 [ € B 20872 A I s [, R 8
S HE T AR R A AL I S EUE T e . AHEEZ TN, AT R BT YR
Lorenz R A4, FEAFH ARSI A AL AR AR PR S5 4 m 2 e S A HL I, S
BT EIRE IR 7S, —J7 T, RGN G T AERU NS T 4R
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TEHCZ BRI M 2 A5 S A7 i FE b, ol 5 e OB ik, %
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5 H AR A SC MG 2SS ). BTY)BGE (Cropping Attack) {2 BE4DLtL
B F R AE DL OAPAS T B A T B80E A SCHE HE R 35 F1Z B0 Lorenz ## IR &
GINE T BRI RE S1, AT Baboon % MG AT T AN IF EL ¥ B D1
We BAEIME, 3% SCEEIN 10% CEMAZ) « 30% (LEMiag) il 50%
ORFEBX IO HER B E o B, BAUAS FRE R 1™ A 2k BIY)E 1)
AR E S EURANE 12(a)—(c) Pos. BiJS, A6 JEUAR B IR0 3 P Lk 52 458 3L
BEATRRE, WA SR 12(d)—(0) Fim. SIEEREY, RE%ECEBERT
IR E SR A A BRSBTS BB ER 1 7
{H Baboon MEARREER . TLE 47T LK R QOB AEAR SRIE T T #% o IX AL 57 1)
LB e S B D T EE T <A R A B B L L —— 2 b R R H S
Wl E R, LI R A I3 5 o B T A B s RN AT 0B G T
FORFIE A RSB o BRI, AR SCE T AN s SEVEAE ARG BT V) Mo s 77 TR R L

HAT M )& At A SE o B (B
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K12 ARG s R SO B EI R (2)~(c) BYDIELGIT5H 10%, 30%,
50%; (d—(H) FIYIA R EE
Fig. 12. Encrypted images at different cropping ratios and the corresponding decrypted images:
(a)—(c) Encrypted images with the cropping ratios of 10%, 30%, and 50%, respectively; (d)—(f)
Decrypted image after cropping, respectively.
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12l Lorenz ##R R G0 AT MU B 8L, FEF Verilog HDL AR 1E = 757
‘K FPGA 1Ei& Pro FF KR (1.0 4500 /N Altera Cyclone IV) e LR G &

AZko 9 7K FPGA A HRA B sl 80 v R P S e OIS S i, SedeR
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I ek i K 2 (R O i B (DAC8830) HEATHIBiiEHe, IR B RIS 5
%\ Tektronix DPO 2022B 75t~ 85 FH BEATAH B3R, 50 B O 4 S 50 )
e uE 13 Pros.

FEREAE MR h, e 12 IR I RGO IEH 2N o =8, p=20,
L=8/3,a=0.1, k=08, b=30, FIEHREAEEE N (X5 p» 20> @) = (0.1,0.1,0.1,0) -
LA FL B (1) S PR B IS AT, TR IER I IR T RS FIRAS AR B A ) — 4k
s R, bR EoRBOR WA 13 Fis.

(b)

13 1ZBHERM RS H) FPGA WAL 5IASAR: (a) £ T FPGA SEUBHHds it
PESRIGINRT 65 (b) B AR 5] 7 — 4EA
Fig. 13. FPGA hardware implementation and test results of the memristive hyperchaotic system: (a)
Hardware experimental test platform based on the FPGA and the digital-to-analog converter; (b)
Two-dimensional phase portrait of the attractor captured by the oscilloscope.
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TR TZIRM G, M TSR BRI S SR R 58 % FPGA
EUG 02 R G %

SRERA OV7725 $RAGEREHUAT St g s (SRR (¥ SEm WA R
%, JHE FPGA WE T ASCR T« B &L-9 B0 I 280 . 4R 6.1
TYSIE 12 PH Lorenz VR R A= 23 1E A ELBE L S IR SR BVR - 7E R G BRI 5L
BT, $RESLA IR SR E 5 CORARHIEAE AL TFT & BF L aoks kit
J5, & 14(a) Frw.

Kl 14 2T FPGA [seif BN RIS : (a) LI REEIF BRI E RIS A (b)
fis A BE AP o i i ) S R
Fig. 14. Real-time visual demonstration of the FPGA-based image encryption system: (a) Original
plaintext image captured and displayed in real time; (b) Ciphertext image output after triggering
the hardware encryption.
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Abstract: With the rapid development of the information technology, the data

communication security has faced the unprecedented challenges from the emerging

technologies such as the quantum computing. To address the vulnerabilities of

traditional mathematical algorithms, the physical layer security based on the chaotic

cryptography has become a promising research direction. However, the conventional

chaotic systems often suffer from the fixed topological structures and the periodic

windows, rendering them susceptible to the modern phase space reconstruction and the

parameter estimation attacks. To overcome these critical bottlenecks, this work has

proposed a high-strength image encryption scheme based on a novel memristive

Lorenz hyperchaotic system and validated its physical realizability via the

Field-Programmable Gate Array (FPGA) hardware. From a nonlinear dynamics

perspective, the as-proposed 4D Lorenz hyperchaotic system has exhibited the

extreme intrinsic asymmetry and the coexisting hidden attractors by introducing a

smooth memristor feedback term and a non-zero global drift control parameter. These

unique dynamical behaviors have generated an ultra-wide robust chaotic region,

completely eliminated the periodic window traps and fundamentally upgraded the

system's security from the conventional statistical randomness to the underlying

topological structural security. In the cryptographic design, a two-stage "dynamic

permutation-diffusion" architecture has been proposed. The as-proposed 4D Lorenz

hyperchaotic system has been closely coupled with the SHA-256 hash algorithm to

achieve a "one-time pad" mechanism, where the extreme initial value sensitivity has

translated the microscopic plaintext variations into the macroscopic attractor jumps.

Furthermore, an innovative RGB cross-channel cipher-block chaining (CBC) diffusion

mechanism has been designed to exponentially amplify the avalanche effect. The

comprehensive security analyses have demonstrated that the as-proposed scheme has
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achieved the near-ideal statistical properties. The Number of Pixels Change Rate

(NPCR) and the Unified Average Changing Intensity (UACI) have reached the

99.6145% and 33.4910%. respectively, while the adjacent pixel correlations have been

suppressed below the 0.004. The scheme also has exhibited the excellent robustness

against data loss and the cropping attacks. Finally, to verify the engineering feasibility

of the as-proposed 4D Lorenz hyperchaotic system., the system-level hardware

platform has been developed by using an FPGA combined with an OV7725 camera

and a TFT display. The as-developed hardware tests have successfully captured the

physical phase portraits consistent with the numerical simulations, and demonstrated

the real-time and high-throughput video stream encryption. In conclusion, this work

has not only realized the efficient and secure image encryption but also verified a new

security paradigm that has leveraged the intrinsic physical complexity and the extreme

multistability of the deterministic chaotic systems to replace the traditional

computational complexity, providing the robust theoretical and experimental

foundations for the anti-quantum physical layer security.

Keywords: Memristor, Lorenz chaotic system, image encryption, circuit

implementation
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