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malware propagation in complex networks with the nodes having different anti-attack abilities. In particular,a vulnerability

Malware propagation in scale-free networks for the nodes
with different anti-attack abilities "

12)1

Song Yu-Rong''  Jiang Guo-Ping
1) ( Center for Control & Intelligence Technology ,Nanjing University of Posts and Telecommunications , Nanjing 210003, China )
2) ( College of Automation ,Nanjing University of Posts and Telecommunications ,Nanjing 210003, China)
(Received 1 April 2009 ; revised manuscript received 15 May 2009 )

Abstract

Considering the nodes with different anti-attack abilities in scale-free networks, we investigated the probabilistic

function related to node’ s degree is firstly introduced into the model to describe the different anti-attack abilities of nodes.

Then, the epidemic threshold and time evolution of malware propagation are investigated through analysis and simulation for
the various vulnerability functions. The results show that different anti-attack abilities of nodes can produce significant
effects on the behaviors of propagation. For example, different anti-attack abilities of nodes can change the value of

epidemic propagation, and slow down the spreading speed of malware. Finally, it is pointed out that the vulnerability

function is very important for adopting appropriate immunization strategies to control the malware propagation.

Keywords: scale-free network, malware propagation, anti-attack ability, vulnerability function
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