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2.1 BN R ESTHIE

AT, 4 RER A K L 2 3T CMOS TS
Fdm, TN R EEREAR TR i
CMOS Jx 7] 25 [T HL 2% FH — X% n-MOS #1 p-MOS fiy
A AR, 28 H RS AR R AR, n VAT T A
BORAECER S A RS WRAR R & i), p A iE
e R AR, BT R IeE RIGRsh 4T
n VA TE SR E OGRS T 2 S A, SRR e
f X 38R S e T 2. CMOS 2 48 K65 5 R W
Wi A AT NS THFEAAL, (EAE T IhEE, T
JIE R 5 LR FL R B A T AR A IE L 1210,

Rk, 4 CMOS I'THEE R B IR, Stak
A esm it aon UL T R TR RE R A,
TR BT R G O T RO RE AN ], 4R SR
FEl A\ 500 21 1200 nm PA _, 5 K48 55 985 [ 78 900 F1
1100 nm 2 8] 1 45 56856 7 50 & O 748 5T i
2R) B LN A 2RRES 15 H sk Dol

N, = SGBMTS, (1)
qus
Ho S, RO E %, B ARSI, Ly &#H
WM T XK, Iy AT, ¢ 2B T HAT, v
BAARFIRRE, Ty & R 4 5 . Bl A 5008
T EIATR, R S B 4R S 1 6 T2 1072
F 1074 A5 171,

2.2 BFEHRMEA
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ANTR] PR R A R AL SR AN [R] PR B B, AN 8] X330 S
Sem R ARFIM. Bk, 2608 TAER, XES
(A7 3R A 43 BT I B 6 115 5 b BRI, BESRR
WA RENE X 7 Bk T, HOX R E 6 e A
BGRB8 v R R AN v PR N (] /7 ) 43
PR T RER ST I K AE 500 #1200 nm BA |, &
w1 AT ORI LA AN I B, DRIk, S R U 25 11
FERME BAA FRRR 223K 14, fEdE (Si-based) CCD.
ot LA 1S BT O IR E A SRR W WG ER
(500—850 nm), M (InGaAs) 5 it R EE
A AT LT ANERSY (8501200 nm). T4 5
(0 53 AT R AL 8, 95 J 5 P B 1) 0 2 (] 43 AT, 3X 75
TR 5 BRI 2% VT B 1) 15 O 1 o B R AT Ak

M. JE, BT AR R B A A R, D
Tk 3 R0 T BN, 4R s TR IR, Fif it
v BT B DAAEE 8 A i r B K T T
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i S22 T A5 SIS AR R TT -
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WA AHEL, A SCUTE 1 A RS A B S I B ot e
BPREMAL I R G, (6 A B0 15 Ok R
(single-photon avalanche diode, SPAD) # il % [°]
VRS 5 R AR, 15 ICHE R I TR AH 50 B0 1
AR L2 B AT S0 R AHE B A B, &
SEYR IO UIE, X — ] B s AR B0 T B R A S
R TE DX B AT AR G 17 23 BT AR D' e S 00 R Ak B
R4
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B[] AH OC 5.5 F-1H 28 (time-correlated single-
photon counting, TCSPC) & A JF B /& # M i
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T BTE RN G B R AN [R]; e 2 X vy B AR
EE 223 s S ST =V i A T E2 i i R U = S
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TCSPC AR BA BT RBUE, MR 7] 18
T8 ¥ 2 /0 m] DAk 3] B R SR R I 1) 73 . s,
B HLAT89CH2 ML i 2 1 s, 82 8 3=
BEHTE 12 ps, [ TCSPCH A X SPAD #4430
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5k S S IGHET T2 RGHER
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(30 FRLEEAT L RS (I 8, IX 75 T LG B 1
O IRRE R DX AT IR N 2 AT, AT A4 658 5
M B BE N . T 48 A SR S o3 A SRk
SR P R (R B e i 58 BT A B A 4 4 i B 1
AR T AN ECHE A M 2 S 1. SRR A BRI [X 45
K, MBS RS R B A — 2 2R
REAE AT LU 3G 8 PRI X 30N, UM T B 4 ¢
Xof BT 5% 0 B B A RO AT SE RS B e b, —
MM, BT A B UK, efE S i BGE
BN HEAL B, IR T Bk 2 B OGO I FiR A A AR
£ Rtk fESIeH, FRAT 3 B SR A SRAM £
I DX (48 A AR RS, m it RAEZ RS SRAM A
RIS CERST, AT 7050 HH DG TR 2 1 R VAR

P AR AR RO G 6 . AR o s e
DI IR R A5 B S 3R s RS R, BT
LR R B SR HEAT 65 S M B, AT LAt i
RICER SRR S &, B, 8 e Y
IS FE IR GRS 3 M« SRR AR B 3 B 4 23
TR AR B SR B AT Bt

3 EBRRE

FEXF AT89CH2 R i HI 48 5 43 B S 36 v
N T SEBRIGEAE FH TCSPC K 1A 201 A el 47
P, BATE T ESLI R4 T TCSPCH A
1 H S 6 AR SR F IR I 28 1O FLSIZEE R 4.

3.1 A

{8 FH AT89CH2 H [y HLAE A AR I 2 65 5 J, &
HA 8 k711 Flash £2 /3 17 i #% A1 256 717 [
HHARATAE 25 SRAM. S250 1, AT89CH2 M TAEmS
BRATIZR L 12 MHz, 1 /MHLES A 1 ps; AT89CH2
AT B A FOERAE 1 B Bl e s A LS
i RS232 82 11 5 AT89CH2 il 15, % 1l B A AL AT
28 A A ERVE R EE K B HLE I RS232 2 1
PRSI SCER, JF TTK 0 2 S 1 SCEE IR B 45 Ak
ML, M A AT I 3 E H bR 2 SRAM {7 fif 2%
X 3.

K2 (a) it 5 11 AT89CS2 Szl #; (b) ARG 1 AT89C52 5

B3 HOKJE SRAM X5

XF AT89CH2 AT JeHE U 43 M, 75 B fdi
HUBE AT B FNAL 2 J6 i AH &5 A 10 7 90060 ¥ 46 3T T ¢

$e, XAEAE T8 0GR S L AT R
B2 s, Horb B 2 (b) 22 i 35 J5 TROK 1 AT89C52
S, B2 (b) A A XIEE SRAM 776 25

Sz g i 2 3R] B SPAD Rt 8 A &5 SRAM
X 3 A 77 A7 A AT IR, B3 KRG 1 SRAM
X d5k.

3.2 HETTCSPCHARMNESIE RS

SCUS RGN 4 Pros. % SR SPAD #£1
%4 Excelitas SPCM-AQRH-15-FC, RE5 173k 400
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F 1060 nm ¥ K 6T, K0T OG5 B m R
R, FFRERE TN IL AN T, AR b 8 i
I AR R 17 B 5 1B 20 BRI X 3. A
i Becker& Hickl SPC-130 %! ) TCSPC ¥ 45 % &

FE4096 AN EAE b THEAL 18 B 45 AT89CH2
BRI B, 45 ) SR AT AR S A D R
LA SR, THEHL 2 P9 22359 SPC-130 K4
&, fEEBEE AT R T TCSPC HROGE 5 4k

bR, 20 SPAD i A5 5, fRPE RS A % B KA

LAY CFD
AR — Wil

> FEHA g > -

B TCSPC !

Q o KR s syne | i &
N > (SEAD }—{ st |5 =i
AL AT89C52 L2

B

K4 T TCSPC HARKIGE T REMMIL R S

3.3 (ERRKRISRE S RS

SH RGN S Fron. A R R R N6
S5 RO A BE AR B 3 T [A) RE ) SPAD £
AT89CH2 % it Fr G S5 5, i Hh o 12 4%
PR A CHLEE, THEALE D DS %S A
LA 5., 28 1 L ARAT A S A IR 7 A Ak 2
FHOCHE. K ATS9CH2 [ ik < i HH 1% H2 B 7R Uk 2
CH2 I, AR s 5 RERMEFELE S, X
PR IE T Labview 26 2 5L H, FHiETE
5 A EE K T

fik CH1iEiE
) SPAD
ﬁJﬁiCHmfﬂi
T L
&
)
b
LI‘E s
AT89C52
AL

K5 IR DL 5 REM B R S

3.4 XWiEF

F AN AT89CH2 P AT B MOV 45 4 14T 43
1, MR AS [F] SZ 56 75 5K, % MOV 45 4 F2 F¢ 48 08
73 LI ARAD N 4 B AR B, FH 5 48 & 1A a6 B
N, VHPEMLIE T RS232 4% 115 ATR9CH2 15, %
il B MLBRAT A4 T A 0 4 1R e B 3 Wizu

NEII LR P Eh SRR — & (W R7 & 17
&%) BAE, THERLIE I A 1A AN R i )8 A A
#LOW LT, P B A Bode (0 . R PR
AR T REAUAE B 2 R nds A FE Y

R B 4 (XRL) 136 #2454 (SIMP) & 75 Z W
AL BT, HRTE A& T E— LA
A7, MBCRE 7 A HI3E T 10 ps.

1058: 7C0032

1059: MOV  RO,#LOW

1060: MOV A,@QRO

1061: XRL P1,#08H

1062: MOV R7,A

1063: XRL P1,#08H

1064: MOV R7,#0x00

1065: SIMP C0032

K6 A gAY

4 B R A AT
4.1 R EEXCERSTF

DR v SN i BURAR 1 €l B AW AR I K =R
Ak B ) 80405 S SR SR AT [ I 8] 18] g3 ) D6 5 515 5
oSCAR el A o) A PR, R IO A i 2R O A S
BEFRR. AMOE R IEE TERTR T, BER
o, JEHR SRR R . X AT89CH2 7EAN [A] T4 fi &
AT — 26 CRAE 5 min) KW, eSS 5 T
1 s R TR ok AR T AR R LR, 40 7 .
PRk, 7 T A A SR S, Jude AR SRR AL
e, PATESE TR AR (6.5 V).
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1 1 1 1
5.0 5.5 6.0 6.5
WHE/V

K7 s 588 TEREMXR

4.2 HIERBED R

Ttz i 2R AT a0 B 6 BT (R S B FE T, e fd
4 FiR [ TCSPC RAGIEAT L& 5 5 R4, oL
IRt R TR AL B S AT AR 4
AL o TCSPC Ab B HL R A il R A5 5, [RIA,
BT R R GRS SPAD SREE. PR T HR I 2%
SPCM-AQRH-15-FC i 1 {5 5 N Ax #E TTL JE, i
TCSPC KA R SPC-130 7 2 i ik rhf N, {48
TR #E. 6T R EIE O IR IS A A, 43
AifE 4096 MEIE . R4 10 min, K5 RAERE 418
6 BT84 P Ab 2 45 Ran il 8 Fros. RILA
[ A AT A e 56 RO B0 A AR TR, 68
RGO R S R R

120
MOV R7.A MOV R7,#0x00
100}
80
=
H-' 60_
R MOV RO, XRL P1,

XRL P1,

#LOW  #08H #08H | STMP C0031

40 [-(input)
MOV A,
20k / @P>O

0 200 400 600 800 1000
78] /10 ns

8 AR AN FTE 4 JE W1 B G ER IR I 18] 3 A

4.3 BIRMKEIE SR

TE S — W [0] [A] B PN, 250550 F 658 5 1 A
(R T 484, BN AR T4 AL B () E s, A3k
SRR RS P AT A [F) 9 A A BEAS [R]) B4 1) e A
REAE, B6TF-PRIN 25% 38 0 e 27 0 HEf % il 4% SRAM
[X 35k R7 25 17 2%, 41X AT89CH2 a4 | 8% R7 %5 17

AT, 4842 MOV R7, A. SEigitf2
TS T A PR SRR 2] IR AR RT S A7 A
HOWE R7 12 00(16 #E i, T ), B IRE XA 42 A
00 B4 2 A EAE R, 15 70 54 R7AE AR 00,
01, 03, 07, OF, 1F, 3F, 7F, FF, X} 23 /£ %8 R7 1K
UEIEL 0—8 Az (k). X4 MOV R7, A Y64E
SR AE BB A i an B 9 B, SRR 8] /2 10 min.
SO R, TR R T
2 BRI A (k% A AR ) S ER S
TEAEAE M.

840
-
-
820+ .
-
ﬁ -
5 800 | .
-
780 F
-
-
760 1 1 1 1 1 1 1 1 1
0 1 3 7 OF 1F 3F 7F FF

TR R
Ko SRS S F AR PR AR I O R
4.4 I A TCSPCH A 7471 g9 Sc 18
I6IE

NEUESE T TCSPC BRI S R ST K AL
BRI A R E AN E 2 R G R W AT, B

30

(a)

25

20

15}

K

10

HI\ Il LA VIO T M T 'S | | LU PR || 1|
0 200 400 600 800 1000
18] /10 ns
120

100

80

60

KT

0 200 400 600 800

W] /10 ns
K10 FiASE0 RO (a) T
BALFLE R, (b) TCSPC HARAbHLE R

1000
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T A T M S B T S B T S B ol 4 1R
FAE FH 7R i A5 HEAT 1R () 1) S (S 56 R 4t
K5 FR). %08 v A7 B 6 Fros f8 4, 43 il Al
FES . B 45250 & 903047 a5 S5 5 R A AL HL.
JGHE SR AN B 10 B R, 10 (a) A2 48 FH 75 3 3
BEATOUAS 5 AL B A 45 2R, HR BRI ) 2 2 4> /N
Bl 10 (b) 2 H TCSPC AR AE 10 min b FE 45
BT LUR IR, A TCSPC HAR 518 H
AN A A B A5 SR R S U R AR — B, R
TCSPC HA 431 R B iz e T 7= i s

5 & W

XT AT8ICH2 F Fy WLIFEAT H5 A A St A A0 5408 K
S AT RS SIS S5 R, (BN — M EEH
R R SEAAN 55 B Bk F B, K TCSPCHiAR
X B AT CER S oA, AT AR B ERAHE S
5 BRYE F P AH DA SR I L ) B e 1 B R
T 0T 5 A5 B 22 A R B T 7 B TR B S gk, TR
i, DA AN HE— IR NI A ST AES, RSA %5
SRS B B T B R S AN 2 AR S AT R
T RUF AR L.
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Abstract

When in operation, cipher chips emit photons which can reveal important information about their operation and
data. An experimental system based on single-photon counting for the detection, transmission, processing and analysis
of photonic emission from CMOS semiconductor integrated circuits has been designed and constructed. Using time-
correlated single-photon counting (TCSPC) technology, we have analyzed the photon emission of cipher chip AT89C52,
and measured the relationship between its emission intensity and voltage. We have also analyzed in detail the relationship
between the photonic emission and the operations and data processed in the chip at the instruction level. Furthermore,
we have confirmed the feasibility of our TCSPC technique using an oscilloscope. Our experimental results show that
cipher chip photonic emission analysis based on TCSPC technology is a relatively low cost but effective method for

optical side-channel attacks, and that it poses a serious practical threat to cipher chip security.
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