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Fig. 1. Polarization information is obtained by backflash in a TDM fiber polarization coded QKD. LD, 5, laser; ATT, ;, variable op-

BS9 CLK
. receiver

tical attenuators; PBS, ¢, polarization beam splitters; PC,_g, manual polarization-controllers; BS, 4, beam splitters; EPC,_,, electron-

ic polarization-controllers; AMP, voltage amplifier; APD,_,, avalanche photodetector; CIR, circulator.
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Fig. 2. Probability detection of the backflash of the polarization-encoded QKD carrying polarization information. LD, laser (qcl-
102); ATT, attenuator (SM3301); APD, s, avalanche photodetector (ID200, ID200, ID201); CLOCK, clock (DG645); OSC, oscillo-

scope (WAVERUNNER 8404 M); the cables are the same length.
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Fig. 3. Coincidence count histogram between Bob and Eve.
The third peak is the detected backflash photon number
distribution, and the other peaks denote the reflected light

of the optical instrument.
Py = neTeTpBy/2 = 2.5 x 107 (7)
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Abstract

Nowadays, the practical security of quantum key distribution (QKD) is the biggest challenge. In practical
implementation, the security of a practical system strongly depends on its device implementation, and device
defects will create security holes. The information leakage from a receiving unit due to secondary photon
emission (backflash) is caused by a single-photon detector in the avalanche process. Now studies have shown
that the backflash will leak the information about time and polarization and the eavesdropping behavior will
not generate additional error rate in the communication process. An eavesdropping scheme obtaining time
information by using backflash is proposed. Targeting this security hole for backflash leaking polarization
information, an eavesdropping scheme for obtaining polarization information by using backflash is proposed in
free-space QKD; however, it has not been reported in fiber QKD. In this study, the eavesdropping scheme and
countermeasures for obtaining information by using backflash in fiber polarization-coded QKD is proposed.
Since the polarization state of the fiber polarization-coded QKD system is easy to change, the scheme is
proposed based on the time-division multiplexing polarization compensation fiber polarization-coded QKD
system. In theory, the eavesdropper in this scheme obtaining the key information by using the backflash is
theoretically deduced, and corrects the polarization change of the backflash by time-division multiplexing
polarization compensation method, thus obtaining the accurate polarization information. The probability of
backflash in the fiber polarization-coded QKD is measured to be 0.05, and the information leakage in the
proposed eavesdropping scheme is quantified. The lower limit of the information obtained by the eavesdropper
is 2.5 x 104 Due to the fact that the polarization compensation process increases invalid information in actual
operation, the information obtained by the eavesdropper will be further reduced, thus obtaining the lower limit
of information leakage. The results show that the backflash leaks a small amount of key information in a time-
multiplexed polarization-compensated fiber polarization-coded QKD system. The wavelength characteristics of
the backflash can be utilized to take corresponding defense methods. Backflash has a wide spectral range, and
the count of backflash has a peak wavelength. So, tunable filters and isolators can be used to reduce backflash
leakage, thereby reducing the information leakage.

Keywords: quantum key distribution, polarization-coded, time division multiplexing polarization

compensation, backflash
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