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Fig. 1. Schematic diagram of the proposed encryption system (fis the focal length of lens 1 and lens 2).
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Fig. 2. Flow chart of the encryption system.
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Fig. 3. Flow chart of decryption system.
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Fig. 4. Histogram of original and encrypted images.
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Fig. 5. Key sensitivity of the system to the phase function Ki (z,y).
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Fig. 7. Decrypted image with wrong phase function K3 (z,y): (a) Kj(x,y) is correct in Ks (x,y), other phase information is

wrong; (b) K}(x,y) is wrong in K3 (x,y), other phase information is correct; (¢) K2 (x,y)completely wrong.
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Fig. 8. Decrypted images for different cropped image sizes (the correct size of the cropped image is 150 x 150): (a) 50 x 50, CC =
0.2272; (b) 150 x 150, CC = 0.9934; (c) 250 x 250, CC = 0.0056.
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Fig. 11. The effect of diffraction distance and wavelength on
decrypted image during decryption: (a) The effect of dif-
fraction distance on the decrypted image; (b) the effect of
wavelength on decrypted image. The correct diffraction dis-
tance is 100 mm (the two diffraction distances are the

same), and the correct wavelength is 0.632 pm.
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- w@ ot
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Fig. 12. Schematic diagram of diffraction attack process.

13 S BCEHR BI R AR IR R, CC = 0.2841
Fig. 13. Decrypted image obtained by diffraction attack,
CC = 0.2841.
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Fig. 14. Different system robustness to Gaussian noise.
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Fig. 15. Decrypted images obtained by different systems when the encrypted image is cropped at different ratios.

B 16 m#EGBIEREILERWREEGR  (a) BEILEXR 10%; (b) BENLE K 30%; (c) FHLE K 10%
Fig. 16. Decrypted images where encrypted image data is randomly lost: (a) Randomly lost by 10%; (b) randomly lost by 30%;

(c) randomly lost by 40%.
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Abstract

Most of the existing selective encryption schemes are based on image processing and cannot be realized by
optical structures, so their practicality is limited. Combining the optical design, a local hybrid optical
encryption system based on double random phase encoding is proposed. The system proposed in this paper
possesses a common aperture and dual optical path structure, which is widely used in optical design and can
effectively improve the practicality of optical encryption system. First, important information and non-
important information in the original image are separated by a selective beam splitter. Then light waves
carrying important information enter into the 4f system for encryption, and light waves carrying non-important
information enter into the diffraction system for encryption. Finally, part of the diffraction system ciphertext is
replaced with 4f system ciphertext to obtain the final encrypted image. Decryption is the reverse process of
encryption. First, the 4f system ciphertext is cut out from the final ciphertext. Then the 4f system ciphertext is
used to restore the information replaced in the diffraction system ciphertext, thereby obtaining the complete
diffraction system ciphertext. Finally, the two ciphertexts go through the reverse process of their respective
systems to complete the decryption. By comparing the statistical characteristics and mean square error of the
original image and the encrypted image, the effectiveness of the proposed system's encryption process is proved.
By analyzing the peak signal-to-noise ratio of the original image and the decrypted image, the effectiveness of
the proposed system's decryption process is proved. The sensitivity of each key of the system is analyzed to
prove the security of the system. Especially the system is highly sensitive to selective encryption key, which
proves the effectiveness and security of the proposed system for selective encryption. Through simulation, it is
verified that the proposed system is very resistant to diffraction attacks. Even if he can obtain all the diffraction
keys, the attacker still cannot obtain the selectively encrypted information. Finally, through simulation, it is
verified that the proposed system has good noise resistance and crop resistance, and high robustness as well.
The proposed system can realize the selective encryption through optical structure, which is safe, effective and

highly robust, and thus improving the practicality of selective optical encryption system.
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