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Fig. 1. Schematic diagrams of PTFT system: (a) Encryp-
tion; (b) decryption.
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Fig. 2. Residual module of ResNet.
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Fig. 3. Neural network based on ResNet.
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1ol /14]7]a

K4 MEMKELBCRE  (a) BICEIR; (b) % 3CE1E;
(c) 38 32 25 ) 28 W 52 114 B SC el 4%

Fig. 4. Images reconstructed by neural network: (a) Plain-
text; (b) ciphertext; (c¢) plaintext reconstructed by neural

network.

R T AR (e, T RS s e A A
HER SO SR I R A AIOCR . AR SCfil 5 %
AEE LL A1 10%, 20% 1 50% F e 37 g 7 15 |
BlIH G085 50, TR AR AR th AT, 15
FNE 5 BRI, F 5(a) S B IR A 4%

&l 5(b) TN 10% e 4 2R, 181 5(c) i
i 20% A IR, 18] 5(d) S2ESIN 50% i
RS 2 . T LAE B, BT SO A s ]
ST T SR i UG ATY SR T LAY B U B4R 5T, X 3%
AR SCH R AR AL AT ARSI A PR PR e ) . H %%
ST A R L AR R A0 50% B HE SR Y IR
REVHE, CHMELIFEIA, AT LATA A IZ A0 28 10 2 %o Mg

KBl 5 EA AN RE R LG TR TS % SO RSCR (a) 0%;
(b) 10%; (c) 20%; (d) 50%

Fig. 5. Reconstruction results of ciphertext containing

Gaussian noise with different energy ratios: (a) 0%; (b) 10%;
(c) 20%; (d) 50%.

PSR IEIEFIE 50% LAF.

BEJa, BRSO 20% AE R H i R A 1 17
O, TN b ZRER v B0 B S S B SCRE R L
h 20% B R TR T g, EROR AR SR ORI
25, FHIVIZRAS A 25 240 B S 20% RE i LG i T
M P Ay A S, SR ANTET 6(b) Fm.

i B

| ] I R -
BuOEn

G P A R T At L 0 R 7 S U 3
AR (a) 0%; (b) 20%

Fig. 6. Test results after using ciphertext groups of Gaussi-

an noise with different energy ratios: (a) 0%; (b) 20%.

VERXT L, P 6(a) S il 2R vh s SO Bl
Hr s Y L R UIZRAF I 2%, X5 A 20% RE it
F v ST P A 2 S R 2 R, T AR B 25
M 75 )1 5 P Ao 22 I 2 AR Py T AR B A R
FESEBR R, QSRR AL PR B S A M, T L R
3 LY ZR AR b % 85 SO A2 RO S 1 e s 75
JeryJrids, A 2 I 28R

1 TAESEBR N, 2 5052 M P T e 1 L)
T H SR TCIAAE 1Y), BRI X 1 A R S e
ELAIAS [0 i an 1] 7 7R (A M 7 L B
Y10 30%).

K7 & A TR BE i b v 307 R 7 1Y) 28 SC IR AR s 1 DU
W (a) 0%; (b) 20%

Fig. 7. Test results after using ciphertext groups of Gaussian

noise with different energy ratios: (a) 0%; (b) 20%.
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OISR RCR T

N TV IR B, FAE I (E MR L (peak
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tural similarity index, SSIM) 1E A2 [181;
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B EE, L =255.
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@ 04t «
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&l 8 6 &4 ) PSNR I SSIM  (a) PSNR; (b) SSIM
Fig. 8. PSNR and SSIM in Fig.6: (a) PSNR; (b) SSIM.
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9 (a) WE¥FEWE 4R, (b) W ERIRIFKE
FEIRE 4R
Fig. 9. (a) Reconstruction results by deep learning; (b) re-

construction results by two-step iterative amplitude retrieval

approach.
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03k - R IR I G
02t - P RIRIE TR Bk IR
0.1t —,
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E 10 ¥ 9 FF &40 PSNR Ml SSIM  (a) PSNR; (b) SSIM
Fig. 10. PSNR and SSIM in Fig. 9: (a) PSNR; (b) SSIM.
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Abstract

Most of optical encryption systems are symmetric cryptosystems. The plaintext and the ciphertext in
optical image encryption are related linearly. The security of the system needs to be strengthened. The
asymmetric cryptosystem based on phase truncated Fourier transforms (PTFT) makes the security of the
encryption system greatly improved by its nonlinear phase truncation. Deep learning (DL) as a method of
machine learning was proposed decades ago. With the development of computer’s performance, the practicality
of deep learning proves to be more and more obvious. Recently, deep learning has been effectively used in many
fields such as biomedicine, object detection, etc. The good results have been achieved. In this article proposed is
the attack to the PTFT encryption system by deep learning. Through the PTFT encryption system, we
construct a plaintext-ciphertext paired image dataset and then train it by residual network (ResNet). There are
two problems encountered by the traditional neural network model. One is vanishing or named exploding
gradient, which makes training effect difficult to converge and the other is a degradation phenomenon. When
continuing to increase the number of layers for a suitable depth model, the model accuracy will decline which is
not caused by overfitting. This problem can be solved by the ResNet to a certain extent by directly bypassing
and then taking the input information to the output to protect the integrity of the information. The biggest
difference between ordinary directly connected convolutional neural networks and ResNet is that the ResNet
has many bypass branches that directly connect the input to the subsequent layers, so that the subsequent
layers can directly learn the residuals. The ResNet can automatically learn the decryption characteristics of the
encryption system. Finally, the test set is used to test the decryption performance of the trained model. The
data show that the model can restore the image with high quality and the model has a certain anti-noise ability.
Compared with the two-step iterative amplitude recovery algorithm, the the method proposed in this paper can

recover high quality image.
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