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Fig. 1. Optical watermark generation and embedding process. (I) is the process of transforming the original image into a QR code

and encoding it through visual-cryptographic (VC denotes visual- cryptography encoding). (II) is the process of optical phase en-

cryption. (III) is the embedding process of watermark.
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Fig. 2. Optical watermark embedding and extraction process.

AACLIRANT

BB 5 ORKENE SCE R T (r,y) WK ETES
H(z,y)horegitick, 152

T (x,y) = [H (z,y) = I (z,y)] - a~".

HBR6 o B R K B 2 SCAF B ) A

NGO 2R G, TS 3 52 JIk i 14115
Q(z,y) = IFT{IFT [T(z,y)] - exp[—i2nb(u,v)]}
x exp[—i2nn(z, y)].

R T WERIFEEER Q(x, y) IR IR S5 HAL,

FEHATARA TS, RVl 15 3K B EHER
S(x,y) = abs [Q(x,y)] + angle [Q(z,y)],

Horp, exp[—i2nn(z,y)| Ml exp[—i2nb(u, v)]  BEHLAH
7 PR A2 4.

B8 KUK EN MR AR 1l i ik b 2145 31 A]
LA QR WS IEMR S' (x,y); IR Shid (5 B
XRIZ I QR A (E BT 175 3 I A6 7K BN EHR.

3 BIG

AI{T S
AL 0 2 i 55 7K B 7 3 R &R G5 4L
s A8 A P AR R A I i R R A L 58
B YR ATKED Y R AR 32 BT Ar] B BB e
fi I IE B ) 25 B RE A% T P2 U QR /K ENEIR,
IFiE I B A A R R /K ENEIS — B&oKED
UG EHE &A= 1 sl IR Bk EN A,
IR PR ) LSS S e R P ) T REIR.

AT Sk FT AR R A e S K B ik BAT —
B AT A5 M, il H MATLAB2016 #£17 T 30 F15
. SIS R FH 256 pixels x 256 pixels )45 ML K

3.1

E
i

1% “cameraman”{FE 15 FFES, ¥E£: 256 pixels x
256 pixels M @ K14 “peppers” {F A JE 4f 7K EJ K
& Bl 3(a)—(c) 25l Zs it T 1E FEIE . SR G 7K Ep
B LA K FR 6 7K ER MR AE B0 QR BS7K ERIEIE,
HE 18 3(c) s b BT = UG i A B 18 F G
FRIBOK BN G0 55— 20 = B K BN G b Y %
SF BB ok, TERIRAY AR, 15 3 BURAE Y
T—FhE R R g3 B 45 R A S S B 7K B
EUR AR BT R, BT 25 622 F0 QR A2
Jia 55 7K BN VA AT LASE 403 B R 3 SU(R B, il
B A 32 GO 7K B MG B2 O 5 52 . 5] 3(d)
FE 3(e) 30l Arix ATK ER 5 B 5 L B TEATAr 3
AV, B IR 25 A R U R K ER B R
9 T THBRAEIBCE R /K ERER MR P | i A B
ORI D, PR AT R ek R I A 3, 25 SR A 3(5) F
7, R S & R AT 3R A5 R LR K ED EIE, 4n
El 3(g) B, HUCIERRTE EEGOR ESE 2.
ULEIRRI, FTEE S QR WEAGEEES5/KEp
FFE LIRS Sl B LI UE T AT T

RIS

Jfa s 7K ERVE B K BN — b, SR HEAA
AL, AT ) = BB ROR K B AR, 18
F RGBT RN TR, NS R G T0E 580
BEIUG R T84k, R 1T I T 58 7 VAN AT By
T AOPERE, B =K K/NA 256 pixels x 256 pixels
1)1 G HEATAS AT IR I, an &l 4(a)—(c)
Fizs . A P AR B o« = 0.0 REZK BN o3l A
#|| woman, panda, baboo =715 F K&, 4%
W 4(d)—(f) Fros. i AKED G B EME 5 1
BILTAHF.

3.2

244201-3


http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1

) 32 2 3R Acta Phys. Sin. Vol. 70, No. 24 (2021) 244201

K3 KRBT St 5 B0 Y K B P2 B E (a) 18 Z MG (b) IR K EN A (c) s G K BN MR AE LT QR A /K BN IR ;
(d) #%A K ENJG B BB (o) ToAEAnf Sty R B, L0 TE A 85 49 482 3B oA 0 K B A8 () T ol 2 Mk Ak B B9 QR T 0K BN 4R
() IS S s o 414075 20 B0 L K ERV R 1R

Fig. 3. Watermark extraction results without any attack and tampering: (a) Host image; (b) original watermark image; (¢) QR code
watermark image generated from original watermark image; (d) watermarked image; (e) watermark image without any attack or
tampering, and using the correct key to extract the watermark; (f) QR code watermark image after corrosion expansion; (g) origin-

al watermark image scanned by mobile device.

Kl 4 (a)—(c)woman, panda, baboo i FEIE; (d)—(f) X} R 1% 7K ENENE

Fig. 4. (a) Host image of woman; (b) host image of panda; (c) host image of baboo; (d) watermarked image of woman; (e) water-

marked image of panda; (f) watermarked image of baboo.

K545t T DL R B o N7 B, LIAHOC noise ratio, PSNR) 4
RE Co MBBIFMARER X R, 7T LIE

Rpsnr =
R AKER 9 = B PEH 5 % 077 3 PR 2 o A1 5 S
FHUYTE 0.90 Bh I, BEI A /K ER PR 155 7 1%
AATHER ORI, 101og 10 X
I T e A K B R 5 7 R R 2 ) LSS (el ) — ol )
YA AT BRI, 8 B {EF M L (peak signal to RS =0

244201-4


http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1

#) 32 2 3R Acta Phys. Sin. Vol. 70, No. 24 (2021)

244201

PSNR. 5y, el REH A ] ERIPE G & 6
A =R KB G T i ek 2R K o AR A
2e. TLIE ) ASSCHE R I 55 /K BN 2R BE B9 AS n] %
SR L, o =0.016F, PSNR & &, ~
LRGP BEE o3 R, SOKENEG F R
R, EARSCERH AT, —RIEMR ) PSNR {EF
1E 34—50 dB Z [0, AR4E AR5, 2§ PSNR
{ERKTF 30 dB B}, Pilig EEAE 58 L BA 2552,
AR ST VR LA A AN T BT

1.00
0.99
0.98
0.97 -
0.96

0.95 |
0.94

HXRHCo

0.93F — Woman
0.92+ - Panda
091+ —~ Baboon

0.90

0 0.04 0.08 0.12 0.16 0.20
o

Bl 5 K EN RS %) R 2 PR 2 I (¥ A G 5 5
Fig. 5. Correlation coefficient between watermarked images

and corresponding host images.
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K8 R R EUR K ERIREE R (a) 18 R, (b) KETEMSR; (o) i ATKENG BIEME; (d) B80S BIEE; (o) BLUUS B ED
PRI A5 A

Fig. 8. Result of watermark extraction after copying and pasting: (a) Host image; (b) watermark image; (c¢) watermarked image;
(d) tampered image; (e) result of watermark extraction.

(e)
B9 SCRBMEEURKEMRIE R (a) i EEE; (b) KETESR; (o) #RAIKENG B EE; (d) BB IR (e) SLXUE K ED
AR
Fig. 9. Result of watermark extraction after the text is added in watermarked image: (a) Host image; (b) watermark image; (c) wa-

termarked image; (d) tampered image; (e) result of watermark extraction.

B 10 # B R A KERHREES R (a)— (o) T e A ity © BOER M 7S sk | BRE S MR 7S e s (d)— (h) BY )L RGBSR
JPEG JE45 . i i IG5 98 I

Fig. 10. Results of common attacks for watermarked images: (a)—(c) Gaussian noise attack, salt and pepper noise attack, speckle
noise attack; (d)—(h) shear, rotation, motion blur, JPEG compression, gaussian low pass filtering.
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Abstract

An optical fragile watermarking method is proposed based on visual cryptography and QR code for image
authentication and tamper detection. On the one hand, the original image is transformed into a QR watermark
image to improve the watermark hiding capacity. On the other hand, the visual cryptography and optical phase
coding are fused to encrypt the watermark image to enhance system security. The feasibility, vulnerability and
imperceptibility of the proposed scheme are tested through a series of attacks and tampering. The simulation
results show that the proposed method can not only have good imperceptibility, but also achieve high detection

performance under different attacks and tampering.
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