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Fig. 1. Alternating quantum random walking on the bidirec-

tional grid.
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Table 1.  Eight DNA coding schemes.
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1: function DNAcodingforImg (image )

2: img B img G img R < image|0,: 0]

image[0, : 1] image[0, : 2]

3: A=00,T=01,C=10, D=11

4 for i=1to n do

5 temp < img_B_G_R]Ji]

6: temp : Binarysystem < Decimal system
7 temp(ATGC) < temp(Binarysystem)

8: end for

9: newlmage + img B img G img R

10: return newlmage

11: end function
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Cosbeta +— cos(«)

Sinbeta <— sin(53)

posn0,, posn0, = zeros(P)
posn0,[N], posn0,y[N] =1
QWPmatrix < Cosbeta, Sinbeta

for i=1to n do
10: temp < QWPmatrix|[i]
11: temp : Binarysystem < Decimal system
12: temp(ATGC) « temp(Binarysy- stem)
13:  end for
14: return QWPmatrix
15: end function
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1: function Matrixscrambling (QWPmatrix,image)
2:  QWPmatrixafterArgsort «<— QWPmmtrix.
argsort()
newlmage = zeros(P)
for i=1to n do
temp +— QWPmatrixafterArgsort][:]

newlmage[i)] = image[temp]

end for

8: return newlmage

9: end function
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1: function DNAaddtion (QWPmatrix, image )
2:  QWPmatrixafterArgsort <~ QWPmatrix.argsort()

PRI, AR K TR0 S a8 AR I R
R;, Gy, By;

o5 = A3 B DNA gt 5000 A it 07 % b
(be Z,(1,8),b# a5 ma p i) X4 RS, G,
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3: newlmage = zeros(P)
4: for i=1to n do
5 temp < QWPmatrixafterArgsort[i]
6: newlmage[i] = image[temp]
7 end for
8 return afterDNAaddtionlmage

9: end function
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Fig. 2. Algorithm flowchart.
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Fig. 3. Encryption algorithm simulation renderings.
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Fig. 5. Correlation analysis of images before and after cake encryption.
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Table 5.  Correlation analysis data comparison.
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Table 4.  Pixel correlation analysis data.
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POyl 0.9097 ~0.0012 Blue XtFA: 0.0022
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Table 6. Key sensitivity analysis data.
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Red 99.6124% 33.4461%
Hokk Green 99.6528% 33.5315%
Blue 99.7004% 33.4499%
% 7 NPCR, UACI 3% 1t
Table 7. Comparison of NPCR and UACI data.
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Abstract

In recent years, image encryption technology has attracted much attention. As people pay more attention
to communication privacy and network security, the requirements for information encryption technology are
more stringent. As one of the information carriers, images are valuable for carrying the effectiveness and
vividness of the information. This paper proposes a color image encryption algorithm based on DNA encoding
and alternating quantum random walk. Quantum random walk is an excellent cryptographic tool that
participates in all parts of the algorithm process, and DNA encoding is used as the core encryption method to
complete the algorithm. This article describes the encryption and decryption process in detail, and conducts
simulation experiments to verify and analyze the results of the proposed algorithm. In the simulation stage, we
design the simulation key parameters, encode the color image encryption and decryption experiments, and carry
out related analysis. The experimental results show that the color image encryption algorithm proposed in this
paper can perform safe and effective color image encryption. The correlation analysis shows that the image
histogram after encryption is stable, the pixel correlation coefficient approaches 0, and the key space is 2128, the
three-channel information entropy reaches more than 7.997, which can resist statistical attacks, brute force
attacks and other attack methods. In addition, DNA coding has unique biological characteristics in addition to

the novel coding and calculation methods, which provide new ideas and directions for cryptographic research.
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