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Fig. 1. Quantum random walk.
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Fig. 2. Rossler chaotic model.
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Fig. 5. Arnold transform.
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Fig. 8. Encryption watermark algorithm flow chart.
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Fig. 9. Encryption simulation results.
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Fig. 10. Encryption algorithm.
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Fig. 11. 3D histogram of original image 1 and encrypted image 1.
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Fig. 12. Performance analysis histogram of original image 1 and encrypted image 1.
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Fig. 13. 3D histogram of original image 2 and encrypted image 2.

JRIE 25387 (GVD) J2& H s IR AN 2 & Hrp
B BEHLIER 55 —FhGei TR R, Al H R U0E X (@', y)={(z = 1,y), (@+1,9), (z,y+1), (z,y — 1)}, (31)
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Fig. 14. Performance analysis histogram of original image 2 and encrypted image 2.
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Fig. 15. 3D histogram of original image 3 and encrypted image 3.
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Fig. 16. Performance analysis histogram of original image 3 and encrypted image 3.
— . / o
Hrp G(z,y) RN E (z,9) S R R AR R M PR GVD = AN'[GN(z, y)] — AN|GN(z, )] (32)

(1 R4 2 ] AN’[GN(z,y)] + AN[GN(z, y)]’
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Fig. 17. 3D histogram of original image 4 and encrypted image 4.
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Fig. 18. Performance analysis histogram of original image 4 and encrypted image 4.
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Fig. 19. Correlation between original image 1 and encrypted image 1.
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Fig. 20. Correlation between original image 2 and encrypted image 2.
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Fig. 21. Correlation between original image 3 and encrypted image 3.
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Fig. 22. Correlation between original image 4 and encrypted image 4.
4.2.4  FHRERESH PTG B T 58 AN R RN ROCR , A S P
Rl R T A — R IR MR E R R (NPCR) RIS — T4
GIHT, AR SGE I S B B AR U S A LR AR (UACT) #4770, SEBE R UNEE 6 s,
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Table 1. Numerical analysis of correlation between
original image 1 and encrypted image 1.
&5 Wi  Horizontal Vertical Diagonal
R 0.9985 0.9990 0.9976
&1 G 0.9980 0.9988  0.9973
B 0.9980 0.9991 0.9975
R -0.0136 -0.0325 -0.0304
mEREZL G 0.0304 0.0014  0.0251
B -0.0234 0.0221 0.0051

2 JEUREIGR 2 A IR 2 BIARSSTERUE 2 B

Table 2.  Numerical analysis of correlation between
original image 2 and encrypted image 2.
[ESEES iHif  Horizontal ~ Vertical —Diagonal
R 0.9910 0.9858 0.9752
K52 G 0.9954 0.9941 0.9883
B 0.9969 0.9962 0.9930
R -0.0136 -0.0325 -0.0304
mEEG2 G 0.0304 0.0014 0.0251
B -0.0234 0.0221 0.0051

#* 3 RIREIG 3 ARG 3 AHSCHERE T

Table 3. Numerical analysis of correlation between
original image 3 and encrypted image 3.
&% Wi  Horizontal  Vertical —Diagonal
R 0.9293 0.9631 0.8961
Elt&3 G 0.9077 0.9522 0.8648
B 0.9011 0.9379 0.8484
R -0.0069 -0.0081 -0.0218
mERE3 G -0.0070 0.0065  -0.0245
B -0.0117 0.0249 -0.0134

F B H 42 FEAR{ NPCR = 99.6094%, UACI =
33.4635%. AR

= % 100%, (34)

2, Muian FN 5359k TR R AL I 4% P 5 8 v
B, XL E(i, j) M

E(@.)J.):{ 1,C1(i, ) # Ca(is ),

. (35)
0, otherwise .
AHRHE, UACT AT LA 2 2 (0 73 i %o L
SR BE AP, THEANT:
1 Y (Ci(i,§) = Cali )
Myigm - N 255

UACI = x 100%.

(36)

* 4 JRUIRIEIE 4 FOINEE S 4 BRSSP I

Table 4. Numerical analysis of correlation between
original image 4 and encrypted image 4.
[ESEEA i#iH  Horizontal  Vertical —Diagonal
R 0.9568 0.9750 0.9379
Pl g4 G 0.9449 0.9665 0.9170
B 0.9540 0.9746 0.9346
R 0.0162 0.0055 0.0147
mEREE4 G 0.0006 0.0003 0.0060
B 0.0207 -0.0291 0.0017
#5 GVD
Table 5.  GVD.
cp ENE AN N s
Kzl P52 K143 154
R 0.9993 0.995 0.9755 0.9809
G 0.9993 0.9947 0.9763 0.9815
B 0.9993 0.995 0.9804 0.9826
F# 6  BHHBEENET
Table 6. Key sensitivity analysis.
ESEEA i NPCR/% UACI/%
R 99.5687 33.4381
K& G 99.6098 33.4594
B 99.6180 33.4347
R 99.5690 33.4386
P52 G 99.6100 33.4598
B 99.6186 33.4350
R 99.5684 33.4378
K153 G 99.6094 33.4588
B 99.6174 33.4437
R 99.5688 33.4376
K54 G 99.6088 33.4590
B 99.6170 33.4347
4.2.5 E{AfFRIL

IE(EIEMEEL (peak signal to noise ratio, PSNR)
FEHERINGE S Z RINIRE. AER/INA M x N
Ry RS X FEEIR Y, PSNR R :
Myign x N(2" —1)*
S X - Y(i,j>(>;7)
H ) Myign F1 N 43 5 KR G R S8 8, n IR R
fEE; PSNR (LK, Fm kBN, PigkE A 2
FERIN, R R 2%

7 IS e LA TR G U 5 4% TR 1%
1, BHGEG S E% 2, IR ES s &% 3, J5
KRG MK 48 R, G, B =i 14 1) PSNR {4

PSNR = 101g

)

Miyidgth

i=1
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HRASETE 79 Z ). m LI B A6 R 5 4
T MR Y ZZ AR, T RO B4

®TOWEEHEMELL

Table 7.  Peak signal to noise ratio.

poNg  Mm-hdE e-d o e G-
F &1 Pl 52 53 P {54
R 7.691 8.376 9.369 9.582
G 7.755 8.132 8.686 9.193
B 7.479 7.747 6.782 7.782

4.3  JKEDTL T4

0 5 X5 7K B R A A PR S0 4% b g o A A
TKEN AR, o G Y T [l 5 mi A 1 £
B EUR K ENIAE B
4.3.1 HAKEPAYEEZ LR

WEAE A5 MR L B AT AR 2 8 Z iR 2.
A3 AAA 4 RN 25 G R A K B AR I8 {5
WLy, 2SR 8 A

#8 M ATKEDIIVEE (1

Table 8. Peak signal to noise ratio of embedded water-

mark.
PSN - A E-RA NE-RA INE-RA
R JKERL JKEf2 JKER3 JKE[4
R 38.81 38.81 38.8 38.79
G 40.28 40.29 40.26 40.28
B 35.46 35.48 35.47 35.47
HANIKEN ) T RS R
IS (BEFIREE = 0.01)
IKENES 2048 x 2048 2048 x 2048 FRIUKEN &8
64 % 64 . 64 %64

» | » B

gﬁg»»
%@E»»:ir' 
SR

§§§»>5

» G > B

» » e

» B >»

[&l4

P23 s

Fig. 23. Gaussian noise.

4.3.2 &R E

e ST P P A 2 R BUIRN R 3  A (R
TEA ) W —JE M i I ] DL SRR R
Clz,y) = f(z,y) + c(z,y), (38)

Hor, O(x,y) WA I e 5 5 IR, f (2, )
SEIREMR, clo,y) e irntEmgss | i 23 Fs.
ZmX M X
c(z,y) = o N
o) o X [ab] (31, Bl = (b+a)/2, Xt
FNIX 0] [ab] L BEHLEC m A5, 24 m R0 KA,

C($,y) iﬁﬂlﬂf?&éﬁﬁ, c(x):ﬁ exp [_ ($2—Uéj,) }

(39)

5 B 4%

ARSCHR H — P S T T REPLA T E 2
HEIR DAY =2 B Tk, AR TR
B, W TR ARG E S [ RRERLYE, (675
AR BB, MELL A 2 R A 7 U
WYL XHZIT R IEATEIT R AE B R AR
REMT, SLHR A R R X ik el 5, e HDT
Giitdids, 78 RGB @i 2 A A7 5 3R B ALl
AREME I —~38 TR fp 73— E A LR I
FIGIRA B KEME BJ5, e E s 2 s
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Abstract

With the development of computer network technology, people’s requirements for information security is
increasing day by day. However, the classical encryption technology has the defects of small key space and easy
crack. The problems of image encryption technology in protecting image information security and private
content need solving urgently. As a new type of quantum key generator, quantum random walk has a large key
space. Compared with the classical random walk, the computing speed and security are significantly improved.
This paper presents a three-dimensional image encryption algorithm that is based on quantum random walk
and involves Lorenz and Rossler multidimensional chaos. Firstly, Gaussian pyramid is used to segment the
image. Secondly, the Hamming distances of several sub images are calculated by using the random sequence
generated by quantum random walk and the random sequence generated by Lorenz chaotic system in multi-
dimensional chaos, and then synthesized, and the Euclidean distances between the three RGB channels of the
image are calculated. Finally, the sequence value obtained from the remainder of Hamming distance and
Euclidean distance, as an initial value is input into the Rossler system in multi-dimensional chaos to generate a
random sequence which is used as the key to XOR the RGB channel of the image so as to create an encrypted
image. The corresponding decryption scheme is the inverse process of the encryption process. In addition, in
terms of transmission security, this paper uses a blind watermark embedding algorithm based on DCT and SVD
to embed the watermark information into the encrypted image, so that the receiver can extract the watermark
and judge whether the image is damaged by the attack in the transmission process according to the integrity of
the watermark information. If it is not attacked maliciously, the image will be decrypted. This operation further
improves the protection of image information security.The experimental results show that the peak signal-to-
noise ratio of the encrypted image is stable between 7 and 9 and the encryption effect is good, the GVD score is
close to 1, the correlation of the encrypted image is uniformly distributed, and the correlation coefficient is close
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to 0, and the key space is in size and the encrypted histogram is evenly distributed, showing a high ability

to resist statistical analysis attacks.

Keywords: quantum walk, chaotic model, image encryption, blind watermarking
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