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Fig. 1. General architecture of VQC.
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Fig. 2. Cyclic cell structure of QLSTM network.
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Fig. 3. Radial diffusion: (a) Original sequence; (b) two-position radial diffusion; (c) four-position radial diffusion; (d) eight-position

radial diffusion.
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Fig. 4. Largest Lyapunov exponent curves for sequences im-
proved by LSTM network or QLSTM network.
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Fig. 5. 0-1 test images for Lorenz chaotic sequences and se-
quences improved by LSTM network or QLSTM network.
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Fig. 6. Effect of encryption and decryption.
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REASAIRPTEE T Ty, BGh & e LA B i o PR 15 ) 73
Ak,

5.2.2 AR

L7 R R B A5 R B GE s BRI A L
JE PR B4 B TR AT — R R, B 32 B G e
i R, s S 0 B RN 440 /Y, B R
el P I 1K oy Y 7o o 1IN 1105 12 B
A A BE Sy ki 1),

B8 g5 1R E 5 ng E {4 n9 RGB @B |
. W R AR R B, TR B A R AT,
Zord ARSI B e, s R 0 B T o A s
495, RZ AR BA R g T ok 1 g
71, Yok B Tk i A SCEMG A R A A
Bk
5.2.3 1Z &M

TR YTR AR EE, 5 B e e 2 SC R
1G5 A O BERLE B 75X (5 BB A (AT 8,
PG 18 R E AR AL, JCPTEE T2t B g 149,
5 B X h

N-1 1
Z p 05 10g2 ) (25)
1=0 i

Horfr, p(00) 3R o RAERIMER. BARGRUNGE 4 fr
%, RGB =i 8 19~ {5 BRI 8, 2o
FURIIR R A4 5), BB A RE N SO P R B
HUF B, PIASCER A RE HA R Y 2 2k

5.2.4  REABBNESHT

P HURME A A U NS BT, 248
TSR, I G2 E BRI, BBk
AR (number of pixels change rate, NPCR) F15t—
SEEARAEREE (unified average changing intensity,
UACI) 1) H A8 AE 43 51 4 99.6094% F1 33.4635%.
BT PRALE, 3 U s, IR0 2203 1
T HRE T BGR, INEE R .

AR SCHE N IS 1 NPCR Rl UACT i 4n
% 5 Ji5, NPCR 5 UACI ¥4 #AR M, KA
SCEE S s Sk AT AR IR T 22 0 Mot Y g

KA ST S N J7 585 30k [43] RS I s
Z M- NPCR il UACI £ B2 HEAT T LG 4347,
RIS LR 6.

120301-8



) 32 2 3R Acta Phys. Sin. Vol. 72, No. 12 (2023)

120301

JEE

I g

JEE

IS

JEiE

plIESE

Rilij&

Gl Bilit

100 150 200 250

50 100 150 200 250 300 0 50 100 150 200 250

150 250 300 0

150 200 250 300 0 50 100 150 200 250 300

Ri@iE Gl Bl

300 300

250 250 4

200 200 A

150 150 A

100 100 A
50 50 A

T T T T T 0 T T T T T 0 T T T T T
0 50 100 150 200 250 300 0 50 100 150 200 250 300 0 50 100 150 200 250 300

250

200

50 100 150

7 e S A G A X L

Fig. 7. Comparison of pixel correlation analysis before and after encryption.
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Table 4. Information entropy of encrypted images.
63 R G B
1 7.99928 7.99973 7.99951
2 7.99935 7.99908 7.99975
3 7.99912 7.99949 7.99921
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Table 5. NPCR and UACI of encrypted images.
& NPCR UACI

1 99.6048% 33.4604%

2 99.6063% 33.4609%

3 99.6029% 33.4627%
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Fig. 8. Comparison of histogram analysis before and after encryption.
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Abstract

In recent years, the transmission security of image information has become an important research direction
in the internet field. In this work, we propose a quantum image chaos encryption scheme based on quantum
long-short term memory (QLSTM) network. We find that because the QLSTM network has a complex
structure and more parameters, when the QLSTM network is used to improve the Lorenz chaotic sequence, its
largest Lyapunov exponent is 2.5465% higher than that of the original sequence and 0.2844% higher than that
the sequence improved by the classical long-short term memory (LSTM) network, while its result is closer to 1
and more stable in the 0-1 test. The improved sequence of QLSTM network has better chaotic performance and
is predicted more difficultly, which improves the security of single chaotic system encryption. The original
image is stored in the form of quantum states by using the NCQI quantum image representation model, and the
improved sequence of QLSTM network is used to control the three-level radial diffusion, quantum generalized
Arnold transform and quantum W-transform respectively, so that the gray value and pixel position of the
quantum image are changed and the final encrypted image is obtained. The encryption scheme proposed in this
work obtains the average information entropy of all three channels of RGB of greater than 7.999, the average
value of pixel number change rate of 99.6047%, the average value of uniform average change intensity of
33.4613%, the average correlation of 0.0038, etc. In the test of statistical properties, the encryption scheme has

higher security than some other traditional methods and can resist the common attacks.
Keywords: quantum image encryption, quantum long-short term memory network, chaotic systems
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