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%1 Shor F kit
Table 1.  Pseudo of Shor’s algorithm.
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1: if N is even then

2: return 2, N/2

3: end if

4:if N = pF | where p is prime, k > 0 then
5: return p

6: end if

7: select a random number a, where 1 < a < N
8: if ged(a, N) > 1 then

9: return ged(a, N), N/ged(a, N)

10: end if

11: excute quantum circuit, find minimal positive period of
fa(z) = a® mod N | denoted as r

12:if ris odd or a2 = —1 (mod N) then

13: GOTO 7

14: end if

15: calculate p=ged(a? — 1, N) and g=ged(a? + 1, N)
16: return p,q
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Fig. 1. Quantum circuit of Shor’s algorithm.
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Fig. 3. Effect of one-qubit gate noise in DC on probability distribution of |[¢4) in (N=15,a=2), (N=21,a=2), (N=35, a=2).
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Fig. 4. Effect of two-qubit gate noise in DC on probability distribution of [¢4) in (N =15, a=2),(N=21, a=2), (N= 35, a=2).
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Fig. 5. (a) Effect of one-qubit gate noise in DC on P ; (b) effect of two-qubit gate noise in DC on P ; (¢) effect of noise in SPAM

channel on P .
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Fig. 6. (a) Effect of one-qubit gate noise in DC on MSE; (b) effect of two-qubit gate noise in DC on MSE; (c) effect of noise in

SPAM channel on MSE.
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Fig. 7. Effect of noise in SPAM channel on probability distribution of [¢4) in (N= 15 a=2), (N=21, a=2) and (N = 35, a = 2).
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Fig. 8. Different 71, T> of TRC on probability distribution of |¢4) in (N =15, a=2), (N=21, a=2) and (N = 35, a = 2).
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# Bl IrABEBSHEYEEE (N, o) 7RIS FRE T KRR
Table B1.  Effect of different levels of noise in 3 channels on success rates of all (N, a) pairs.
N 15 21 35
a 2 4 7 2 8 11 2 4 9
R 14 1584 2860 4680
XA 1R 8476 17045 30594
LRI 6432 12059 20565
LR TERE (BT LR 18 22 26
st — T I a) /s 1.15 11.89 142.34
PO (JCE) 0.75 0.5 0.75 0.4559 0.5 0.4559  0.4559  0.4559  0.4559
P1 = 0.0025 0.2635  0.1593  0.2125  0.0408  0.0482  0.0327  0.0085  0.0058  0.0037
Py = 0.005 0.0964  0.0526  0.0776  0.0089  0.0078  0.0085  0.0029  0.0013  0.0014
Py =0.0075 0.0455  0.0204  0.0358  0.0052  0.0031  0.0051  0.0021  0.0011  0.0011
Py =0.01 0.0295  0.0142  0.0278  0.0046  0.0019  0.0044  0.0020  0.0010  0.0010
Py = 0.00075 0.1017  0.0512  0.0787  0.0073  0.0062  0.0082  0.0025  0.0012  0.0012
Py = 0.0015 0.0284  0.0124  0.0255 0.0042  0.0015  0.0042  0.0019  0.0009  0.0010
Py = 0.00225 0.0161  0.0064 0.0158  0.0039  0.0011  0.0039  0.0019  0.0008  0.0009
W A e P, = 0.003 0.0137  0.0048  0.0138  0.0038  0.0010  0.0038  0.0018  0.0008  0.0009
IR Ppam = 0.05 05513  0.3441 05295  0.2721  0.3596  0.3373  0.3029  0.2739  0.3079
Pypam = 0.1 0.4058  0.2354  0.4155  0.1823  0.1603  0.1438  0.1335  0.1223  0.1645
Pypam = 0.15 0.2805  0.1812  0.2955  0.1066  0.1226  0.0758  0.0937  0.0427  0.0680
Pypam = 0.2 02131 0.1193 02025  0.0705  0.0816  0.0721  0.0763  0.0125  0.0572
Ti=Tx=10ps  0.0792 0.0386  0.0646  0.0067  0.0041  0.0083  0.0029  0.0014  0.0016
Ti =T, =70ps 05455 0.3444 05497 0.1556  0.2740 0.1963  0.1004 0.0722  0.1019
Ty =T, =130ps  0.6314 03992 0.6238 0.2714  0.3579  0.2811  0.2202  0.1972  0.2007
Ti =T =190us  0.6603 0.4770  0.6513  0.3690  0.4521  0.3960  0.2998  0.3226  0.3014
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Abstract

Shor’s quantum factoring algorithm (Shor’s algorithm) can solve factorization problem of large integers by
using a fully-operational quantum computer with the complexity of polynomial-time level, thereby cracking a
series of encryption algorithms (such as Rivest-Shamir-Adleman encryption algorithm, and Diffie-Hellman key
exchange protocol) whose security is guaranteed by factorizing large integers, which is a difficult problem. We
are currently in a noisy intermediate-scale quantum era, which means that we can only operate on quantum
computers with a limited number of qubits and we have to take care of the effects of quantum noise. Quantum
states on a quantum computer are prone to quantum noise caused by low-fidelity gates or interactions between
qubits and the environment, which results in inaccurate measurements. We study the influence of quantum
noise on Shor’s algorithm through 3 typical quantum noise channels: the depolarizing channel, the state
preparation and measurement channel, and the thermal relaxation channel. We successfully simulate the
factorization of the numbers 15, 21, and 35 into their corresponding prime factors by using the quantum circuit
we have constructed on a classical computer. Then we simulate a running quantum circuit of Shor’s algorithm
in a noisy environment with different level of noise for a certain type of noise channel and present numerical
results. We can obtain precise measurements by calculating the state vector prior to measurement, instead of
simulating and measuring expending much time, which contributes to higher efficiency. Each experiment is
repeated 1000 times to reduce discrepancy. Our research indicates that Shor’s algorithm is easily affected by
quantum noise. Successful rate of Shor’s algorithm decreases exponentially with the increase of noise level in the
depolarizing channel, where the successful rate is an indicator we propose in this research to quantify the
influence of noise on Shor’s algorithm, meanwhile the noise in the state preparation and measurement channel
and the thermal relaxation channel can linearly affect the successful rate of Shor’s algorithm. There are O(n*)
quantum gates in the circuit, each of which is disrupted by noise in depolarizing channel during running the
circuit, meanwhile there are only O(n) interruptions caused by noise in state preparation and measurement
channel since we repeat the measurements only O(n) times in the circuit where n is the number of bits of the
integer about to be factored. Linear relationship in thermal relaxation channel is mainly due to the large gap
between quantum gate time and relaxation time even if each gate in the circuit is disrupted by noise in thermal
relaxation channel such as depolarizing channel. The present research results can be used for correcting the
subsequent errors, improving Shor’s algorithm, and providing guidance for the fidelity required in engineering

implementation of Shor’s algorithm.
Keywords: quantum computing, quantum algorithm, quantum noise, Shor’s algorithm
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