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Fig. 1. Reproducing, verifying, and restoring process.
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Fig. 2. Decomposition, hiding, embedding fragile water-

marking process.
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Fig. 3. Encoding scheme when the pixels in the same posi-

tion of secret image, verification image, and masking image

pixels are all white.

XHLLL (3.3) Tr g, BINK:— g bk o [ 150y
i 3 SRS, 3 SR HE T 5 S hinm] 15 B Ak
PRI, L — NIRRT N 16 MR
BERERITR. B HAR R B AT B
7, PERERL AR R, TR RR, HEAE R AL 3 iR R
/INFHTR] B8 —AFLPE, JUPAR )2 AR R e R AT 8 b
L. FERERE 3 WA, 7 20X 3 IR R ——
HEAT TN, 2 A% A R U g L - FE AR R B L, 2
WAREGOI A BRER, WY RER A 5 AR’
=, ROWA 4 AOGRER; HEIERE PO’
Rif, MEEANY REREMZRA 2 AR’

R, BONA 1P HOBRE; YREEEBNHAF
R, M3 MY REZSNZEE 1 MAGEBE,
I NG A AR R BT AR R TN
#a, RT3 3 sk & 15 B i 4.

mE 3 R ARl EUR . Bk EE . SIS
ARV B AR 234 0 R i 7 56, HiA 7 Fb
GZEHI I A —— G245, 8 R i R0 31
T R R AT

2.2 BB

TR FH AR S PR 55 A 1 T R R 3 A o
B R P A DA i P T AR A S, A
RIS Sk, I GS B9k iR k%, i+ 3G
A AT A OLE B X ELL GS Bk, i
FRANE 4 Fi7R.

Frif
Pi(u,v)
Py(x,y) —-‘ PREZAIAAF S
Pyi1(u,v)

Pi(z,y)

PI::('U"U)‘—‘ LE

S(u,v)

SSE[| Pi(u,v)|?, S(u,v)]|<a
SR EmAREIRKEL

Kl 4 GSHZEWE
Fig. 4. GS algorithm flow.
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Fig. 5. Fragile watermark embedding process.
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Fig. 6. Process of extracting fragile watermark image.
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Fig. 7. Spoofing tracking process: (a) Test key; (b) spoofing images with altered pixel arrangement order; (c¢) masking image re-

e
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covered from phase key; (d) test key and spoofing image superposition result; (e) test key and masking image superposition result;

(f) failure to recover secret image.
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A8 WS /KENTHREIRIE (a) fd EEME; (b) KENEIER; () R AMESKENRYfE ERE; (d) F2IBUKEIEMS; (e) 0.01 HUEE M5 i
SR ED; (£) 0.01 i 7 M A5 il SR MUK K B ()RR IR A6 F5 S BRI /K B () 1010 45 383 89 X 7 /5 42 R /K Ep

Fig. 8. Fragile watermarking function verification: (a) Host image; (b) watermarked image; (c) host image embedded with fragile
watermark; (d) extract watermark image; (e) watermark extracted by 0.01 salt and pepper noise attack; (f) watermark extracted by
0.01 Gaussian noise attack; (g) watermark extracted after image compression; (h) watermark extracted after 10x10 pixel cropping
attack.
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Fig. 9. Process of obtaining secret image: (a) Test key; (b) masking image 1 recovered from phase key; (c) masking image 2 re-
covered from phase key; (d) the verification image obtained by superimposing the test key and the masking image 1; (e) verifica-
tion images obtained by superimposing the test key and masking image 2; (f) the secret image recovered by superimposing three im-

ages.
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(2) (b)

(d) (e)

(c)

()

B 10 (a)—(f) 20510 14, 16, 18, 20, 24, 30 1% 2 K /PEI A4 RIE A5 1E
Fig. 10. (a)—(f) The character images information with the size of 14, 16, 18, 20, 24 and 30 pixels respectively.
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Fig. 11. Correlation coefficient curves of secret images after

noise processing of masking image.
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Abstract

A deception tracking system based on optical hidden visual code is proposed. The system uses visual
cryptography to decompose the secret image into a number of realistic masked images, which can be used to
conceal the secret information. One of the masked images is embedded with a fragile watermark to ensure that
it is not modified. This image serves as an inspection key to verify the other images, and the inspection key is
transmitted separately. The rest of the camouflaged image is hidden in the phase key using the phase recovery
algorithm, which ensures good invisibility during transmission. If the pixel arrangement of the masked image is
tampered with by a dishonest participant, it is called a fraudulent image. Each phase key is distributed to
different participants to ensure that the corresponding deceiver can be identified when the spoofing image is
traced. In the extraction process, only the diffraction transformation of the phase key is needed to obtain the
mask image. During the inspection, the inspection key is incoherently superimposed with any masked image,
and the appearance of the verification image indicates whether the masked image has been tampered with,
thereby achieving the purpose of deception tracking. The secret image can be obtained by incoherently
superimposing the masking images, provided that the number of superimposed masking images is is greater than
or equal to the threshold k, along with the inspection key. When the inspection key is superimposed with any
masked image, if there is a spoofed image, no verification image will appear, and as a result, the secret image
will not be restored. If there is no spoofed image, the verification image will appear, indicating that the secret
image can be restored by covering all the images. The system can be used to track internal fraudsters when

actual information is transmitted through invisible visual cryptography.
Keywords: optical hiding, visual cryptography, phase key, spoofing tracking

PACS: 42.15.Eq, 42.25.Fx, 42.30.-d, 42.30.Rx DOI: 10.7498 /aps.73.20231721

* Project supported by the National Key Research and Development Program of China (Grant No. 2021YFB3602604), the
National Natural Science Foundation of China (Grant Nos. 62131011, 62075221, 61975205), the Fusion Foundation of
Research and Education of Chinese Academy of Sciences, University of Chinese Academy of Sciences, and the Fundamental
Research Funds for the Central Universities of China.

1 Corresponding author. E-mail: shiyishi@ucas.ac.cn

144201-9


http://doi.org/10.7498/aps.73.20231721
mailto:shiyishi@ucas.ac.cn
mailto:shiyishi@ucas.ac.cn
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1

Chinese Physical Society

%ﬂ *ﬁActa Physica Sinica

Institute of Physics, CAS

FHTFRRTRAL 0 B K B BR R L
RAY XERE SHIF

Optical-hidden-visual-cryptography—based spoofing tracking system
Wu Cheng-Zhe  Liu Rui-Ze  Shi Yi-Shi

515 &, Citation: Acta Physica Sinica, 73, 144201 (2024) DOI: 10.7498/aps.73.20231721
TEZE RT3 View online: https:/doi.org/10.7498/aps.73.20231721
BHAPIZS View table of contents: http://wulixb.iphy.ac.cn

FEAT ARG HoAh S

Articles you may be interested in

BT HG R B 2 I OG5 B R R 58
Enhanced-visual—cryptography—based optical information hiding system
YA 2020, 69(14): 144202 https://doi.org/10.7498/aps.69.20200496

BT ALGE B S 5 QRAS G755 7K ED
Optical fragile watermarking based on visual eryptography and QR code
PrPReEd. 2021, 70(24): 244201 https:/doi.org/10.7498/aps.70.20210964

EETEREAY AL E RS DL R 55 K EN
Optical color fragile watermark based on pixel-free expansion visual cryptography

WyFREEAR. 2024, 73(13): 134202 hitps:/doi.ore/10.7498/aps.73.20231652

BT ARSI 1) R A AR A B
Quantum—enhanced optical phase tracking via squeezed state

PyFEEEAR. 2024, 73(5): 054203 https:/doi.ore/10.7498/aps.73.20231835

LT XURE AU S 14 Joy R 5 I 2R 58
Local hybrid optical encryption system based on double random phase encoding
PIBR2A4R. 2020, 69(20): 204201  hitps:/doi.org/10.7498/aps.69.20200478

BRI FRAFIE AR AL VC AL & F 3 70 &

Asymmetric channel phase matching quantum key distribution

YrHE2E 4. 2023, 72(14): 140302  hitps://doi.org/10.7498/aps.72.20230652


https://wulixb.iphy.ac.cn
https://doi.org/10.7498/aps.73.20231721
http://wulixb.iphy.ac.cn
https://doi.org/10.7498/aps.69.20200496
https://doi.org/10.7498/aps.70.20210964
https://doi.org/10.7498/aps.73.20231652
https://doi.org/10.7498/aps.73.20231835
https://doi.org/10.7498/aps.69.20200478
https://doi.org/10.7498/aps.72.20230652

	1 引　言
	2 实现方案
	2.1 欺骗追踪视觉密码加密方案
	2.2 图像隐藏
	2.3 脆弱水印

	3 模拟与分析
	3.1 可行性分析
	3.2 容量分析
	3.3 鲁棒性分析
	3.4 实用性分析

	4 结　论
	参考文献

