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Fig. 1. Microcomb based real-time massively parallel chaotic signal generation: (a) Experimental setup for real-time PRN generator
with massively parallel photonic integrated circuit, SL represents semiconductor laser, FPC represents fiber polarization controller,
EDFA represents erbium-doped optical fiber amplifier, COL represents collimating lens, OI represents isolator, FBG represents fiber
Bragg grating, DEMUX represents demultiplexer, PD represents photodetector, BOSA represents Brillouin optical spectral analy-
zer; (b) image of SisN; microresonator; (¢) FPGA electronic board; (d) dispersion curve; (e) cold cavity transmission line; (f) the op-
tical spectrum of the generated chaotic comb; (g) zoom in of chaotic microcomb covering from 1535 nm to 1565 nm.
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Fig. 2. The spectrum of a single optical frequency comb with different wavelengths, the corresponding time sequence, and the auto-
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Fig. 3. Generation of real-time random bits: (a) Flow chart of real-time post-processing for the entropy source of chaotic comb

tooth; (b) entropy source sampled and quantized sequence histograms; (c) two-dimensional graph generated the first 1 M points in

the bits sequence under 4-LSB processing in the form of 1000x1000, where bits“1”and bits“0”are converted into white and black

dots, respectively; (d) histograms of distribution of the extracted 4-LSB; (e) temporal waveforms of random bits; (f) eye diagram of

random bits.
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1536 nm 1540 nm
Statistical test Statistical test

P-value Proportion  Result P-value Proportion  Result
Frequency 0.042808 0.983 Success Frequency 0.390721 0.985 Success
Block frequency 0.217857 0.994 Success Block frequency 0.009333 0.989 Success
Cumulative sums 0.008691 0.983 Success Cumulative sums 0.328297 0.984 Success
Runs 0.024855 0.987 Success Runs 0.168112 0.984 Success
Longest run 0.190654 0.989 Success Longest run 0.552383 0.990 Success
Rank 0.060875 0.992 Success Rank 0.643366 0.988 Success
FFT 0.159020 0.988 Success FFT 0.655854 0.984 Success
Non overlapping template  0.249284 0.983 Success Non overlapping template  0.108791 0.981 Success
Overlapping template 0.319084 0.986 Success Overlapping template 0.510153 0.989 Success
Universal 0.803720 0.995 Success Universal 0.190654 0.987 Success
Approximate entropy 0.641284 0.992 Success Approximate entropy 0.583145 0.991 Success
Random excursions 0.458216 0.980 Success Random excursions 0.560780 0.982 Success
Random excursions variant 0.006393 0.980 Success Random excursions variant 0.432747 0.987 Success
Serial 0.055361 0.993 Success Serial 0.205531 0.987 Success
Linear complexity 0.139655 0.990 Success Linear complexity 0.825505 0.991 Success

1541 nm 1551 nm

Statistical test Statistical test

P-value Proportion  Result P-value Proportion  Result
Frequency 0.093720 0.980 Success Frequency 0.006906 0.985 Success
Block frequency 0.340858 0.985 Success Block frequency 0.106246 0.993 Success
Cumulative sums 0.250558 0.981 Success Cumulative sums 0.153763 0.987 Success
Runs 0.260930 0.988 Success Runs 0.979788 0.989 Success
Longest run 0.892036 0.982 Success Longest run 0.727851 0.993 Success
Rank 0.160805 0.992 Success Rank 0.064822 0.986 Success
FFT 0.037813 0.993 Success FFT 0.769527 0.989 Success
Non overlapping template 0.506194 0.981 Success Non overlapping template  0.352107 0.982 Success
Overlapping template 0.203351 0.984 Success Overlapping template 0.788728 0.984 Success
Universal 0.277082 0.987 Success Universal 0.689019 0.992 Success
Approximate entropy 0.075254 0.992 Success Approximate entropy 0.536163 0.993 Success
Random excursions 0.340803 0.978 Success Random excursions 0.986256 0.985 Success
Random excursions variant 0.864660 0.986 Success Random excursions variant 0.708385 0.980 Success
Serial 0.556460 0.985 Success Serial 0.106877 0.988 Success
Linear complexity 0.934599 0.989 Success Linear complexity 0.268917 0.986 Success

B4 B 4LSB T, WK TE 1536, 1540, 1541, 1551 nm 18 MM 4 45 977 4= 19 PRN (9 NIST Wi 45
Fig. 4. Results of NIST tests for PRN generated by the output signals of chaotic comb tooth with wavelength of 1536, 1540, 1541,

and 1551 nm under 4-LSB reservation.
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Abstract

Physical random numbers (PRNs) own various advantageous characteristics, including unpredictability,
non-repeatability, higher security and reliability. Meanwhile, laser chaos has attracted great attention in the
field of PRN. In terms of single channel PRN, laser chaos schemes can achieve a much higher bit-rate than
traditional quantum PRN schemes. So far, various laser chaos PRN schemes have been discussed in order to
enhance the performance of single channel laser chaos PRN. However, considering the limited bandwidth of
laser chaos, especially the bandwidth of digital electronic circuit, the development potential of single channel
PRN should be limited and may fall into the trap of high performance and expensive cost. Recently, the
applications of multi-channel parallel PRN schemes have been developed. These parallel types may balance the
high performance of PRN in a low cost. Recent progress indicates that chaotic micro-comb may have good
potential. The micro-comb exhibits highly nonlinear and complex dynamic characteristics, and each comb tooth
may show chaotic oscillation. The wavelength division multiplexing technology enables large-scale optical
parallel output, providing the possiblity for large-scale parallel PRN generation. However, most of these PRN
schemes are offline rather than true online and real-time random numbers. Thus, the development of real, online
real-time parallel PRN solutions has great interest and research value in related fields.

Herein we experimentally demonstrat an ultra-high-speed parallel real-time physical random number
generator, which is achieved though the combination of chaotic micro-comb of chip-scale SisN, ultra-high Q
micro-resonator and a high-speed field programmable gate array (FPGA). The results show that the SizN, ultra-
high Q micro-resonator generates a micro-comb with hundreds of channels, each channel can route into an
optically chaotic state, and become an excellent physical entropy source. Using FPGA onboard multi-bit analog-
to-digital converter, the filtered optical chaos signal from the micro-comb is discretely sampled and quantized,
and resulting in an 8-bit binary bitstream. Taking real-time self-delayed exclusive or (XOR) processing of
bitstream and preserving 4 least significant bits, the qualified physical random bitstream with real-time
5 Gbits/s rate is realized experimentally. Considering that there are 294 chaotic comb teeths, our approach
anticipates a throughput of 1.74 Tbits/s of real-time physical random bits. Our results could offer a new
integrated and ultra-high-speed option for real-time physical random number sources.

Keywords: physical random number, real-time, chaos, optical frequency comb, field programmable gate array
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* Project supported by the National Natural Science Foundation of China (Grant Nos. 61775184, 61875167), the Science
Funds for Distinguished Young Scientists of Chongqing, China (Grant No. cstc2021jcyj-jqX0027), and the Innovation
Research 2035 Pilot Plan of Southwest University, China (Grant No. SWU-XDPY22012).

# These authors contributed equally.

1 Corresponding author. E-mail: zhouheng@uestc.edu.cn

1 Corresponding author. E-mail: mgh@swu.edu.cn

11 Corresponding author. E-mail: ggxia@swu.edu.cn

084203-8


http://doi.org/10.7498/aps.73.20231913
mailto:zhouheng@uestc.edu.cn
mailto:zhouheng@uestc.edu.cn
mailto:mgh@swu.edu.cn
mailto:mgh@swu.edu.cn
mailto:gqxia@swu.edu.cn
mailto:gqxia@swu.edu.cn
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1

Chinese Physical Society

%ﬂ *ﬁActa Physica Sinica

Institute of Physics, CAS

51N, SRR Thi t/s 37 SEH EREALSO R

IR EW ARE KE TG RER HHBRE AR Xt Ebix

A Thit/s parallel real-time physical random number scheme based on chaos optical frequency comb of Si;N,
micro-ring

Wang Yong-Bo Tang Xi Zhao Le-Han  Zhang Xin  DengJin  Wu Zheng-Mao  Yang Jun-Bo  Zhou
Heng Wu Jia-Gui  Xia Guang-Qiong

5] Hi{ &, Citation: Acta Physica Sinica, 73, 084203 (2024) DOI: 10.7498/aps.73.20231913

TELR T2 View online: https://doi.org/10.7498/aps.73.20231913

MHHPNZS View table of contents: http://wulixb.iphy.ac.cn

ST BRRRNER IR LAt SO

Articles you may be interested in

HT I T G RE I R T B8 I A AL B P S B 3 12247 D 70 A
Dynamic analysis of symmetric behavior in flux—controlled memristor circuit based on field programmable gate array

YIER2F4f. 2019, 68(13): 130502  https://doi.org/10.7498/aps.68.20190453

F T IEAC HAR 1550 nmfi B T A SFHEOGAR S AL

Multi—channel physical random number generation based on two orthogonally mutually coupled 1550 nm vertical—cavity surface—

emitting lasers

YIPR2E4R. 2018, 67(2): 024204  hitps://doi.org/10.7498/aps.67.20171902

T GaAs/AlL ,sGay S AsHUTIGE A A A IRIEIRE 8 Gh/s P B BEH LS B

Generation of 8 Gb/s physical random numbers based on spontaneous chaotic oscillation of GaAs/Al; ,5Ga s5As superlattices

WIFREAR. 2020, 69(10): 100504 https://doi.org/10.7498/aps.69.20200136

— M HA R ZFE MR IR R SR T S FPCGASE B

Analysis and FPGA implementation of memristor chaotic system with extreme multistability

YIBRF4R. 2022, 71(24): 240502  hitps://doi.org/10.7498/aps.71.20221423

S TR S5 S AR IR 5 1 PR BRI R A

Fast physical random bit generation of wideband flat chaos signal based on filter feedback

WIBEAEAE. 2022, 71(22): 224203 https://doi.org/10.7498/aps.71.20221173

ST OGRS 5 A B ATR R DRI s i S AL
High—quality random number sequences extracted from chaos post—processed by phased—array semiconductor laser

YIFI£4. 2021, 70(10): 104205  https://doi.org/10.7498/aps.70.20202034


https://wulixb.iphy.ac.cn
https://doi.org/10.7498/aps.73.20231913
http://wulixb.iphy.ac.cn
https://doi.org/10.7498/aps.68.20190453
https://doi.org/10.7498/aps.67.20171902
https://doi.org/10.7498/aps.69.20200136
https://doi.org/10.7498/aps.71.20221423
https://doi.org/10.7498/aps.71.20221173
https://doi.org/10.7498/aps.70.20202034

	1 引　言
	2 基于微梳的大规模并行混沌信号生成
	3 光频梳混沌特性分析
	4 实时随机数提取与测评
	5 结　论
	参考文献

