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Table 1.  Comparison of time complexity of different methods.
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Wang et al., 2018/2? n(n—1) O(n?3) O(n3)

Hua et al., 2022017 n(n—1)/2 O(n?3) O(n3)

Fan et al., 2022'7 n(n —1) O(n3) O(n?)

Liu et al., 202318 n(n—1)/2 O(n3) O(n?)
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Fig. 1. (a) z;-2y-23 phase diagram; (b) x;-25-75 phase diagram.
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Fig. 2. Bifurcation diagram.
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Fig. 4. Sensitivity analysis.
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Table 5. Correlation coefficients of original audio
files.
- CiB's
B
An, An+1 ATL1 An+2 A"l) An+3
1-67152-A-17.wav 0.8980 0.6885 0.5066
1-121951-A-8.wav 0.9695 0.8840 0.7583
5-261464-A-23.wav  0.9559 0.8041 0.6811
P 0.9411 0.7922 0.6487

6 NEE R AR

Table 6. Correlation coefficients of encrypted au-
dio files.
N #x
T
An, An+1 An7 An+2 Ana An+3
1-67152-A-17.wav ~ —0.0029 -0.0036 0.0011
1-121951-A-8.wav -0.0017 0.0017 -0.0013
5-261464-A-23.wav  0.0020 0.0019 0.0027
GO D) 0.0022 0.0024 0.0017
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Fig. 5. Audio encryption and decryption simulation (the first column is the original audio waveform diagram; the second column is
an encrypted audio waveform diagram; the third column decrypts the audio waveform diagram): (a) Encryption and decryption of
1-67152-A-17.wav; (b) encryption and decryption of 1-121951-A-8.wav; (c) encryption and decryption of 5-261464-A-23.wav.

RTOIMET R EO L

Table 7. Comparison of correlation coefficients of encrypted audio files.

N7 AR Rahul et al., 20230 Kumar et al., 2023129 Cao et al., 2024 Wu et al., 20245
LIES Y 0.0022 0.000013 0.0019 0.002512 0.0013
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2) BTG E 6(f) PRSI Z A A NSCR M 99.61%. 1R &,
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AT A, A I, AR AT DAHR AR I S+
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NSCR =73, sien(lCi(0)] — LCa(0))] x 100% %) 8 R T I 1 S RS 251
S LSRN SC I B SRS S 2 RO E 5 10, {5 B, o 14 B e 0255 = [l S
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(a) 1-67152-A-17.wav XOR 1-121951-A-8.wav; (b) 5-261464-A-23.wav XOR 1-67152-A-17.wav; (c) 1-121951-

A-8.wav XOR 5-261464-A-23.wav; (d) NI J5 i 1-67152-A-17.wav XOR NIl % J5 (4 1-121951-A-8.wav; (e) /Il % J5 i 5-261464-A-
23.wav XOR M%&) 1-67152-A-17.wav; (f) MI# 51 1-121951-A-8.wav XOR % J5 Y 5-261464-A-23.wav

Fig. 6. Chosen-plaintext attack: (a) 1-67152-A-17.wav XOR 1-121951-A-8.wav; (b) 5-261464-A-23.wav XOR 1-67152-A-17.wav;
(c) 1-121951-A-8.wav XOR 5-261464-A-23.wav; (d) encrypted 1-67152-A-17.wav XOR encrypted 1-121951-A-8.wav; (e) Encrypted
5-261464-A-23.wav XOR Encrypted 1-67152-A-17.wav; (f) encrypted 1-121951-A-8.wav XOR encrypted 5-261464-A-23.wav.

# 8 mEEHIE B F9 o ImERCE
Table 8. Information entropy of encrypted audio files. Table 9.  Encryption efficiency.

B HA3C X B KN mEEmE /s HE /(s KBH)
1-67152-A-17.wav 1.0577 7.9993 1-67152-A-17.wav 430 0.2809 0.00065
1-121951-A-8.wav 1.9480 7.9993 1-121951-A-8.wav 430 0.2097 0.00048
5-261464-A-23.wav 1.3021 7.9993 5-261464-A-23.wav 430 0.2167 0.00050

34 1.4359 7.9993 - 430 0.2357 0.00054

F 10 IERCRXT
Table 10.  Comparison of encryption efficiency.
Ak AR Wu et al., 20246 Joshi et al., 20241 Kumar et al., 202329
W /(s KB 1) 0.00054 0.00030 1.8309 0.0041
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Abstract

Discrete chaotic system, as a pseudo-random signal source, plays a very important role in realizing secure
communication. However, many low-dimensional chaotic systems are prone to chaos degradation. Therefore,
many scholars have studied the construction of high-dimensional chaotic systems. However, many existing
algorithms for constructing high-dimensional chaotic systems have relatively high time complexity and relatively
complex structures. To solve this problem, this paper explores an n-dimensional discrete hyperchaotic system
with a simple structure. Firstly, the n-dimensional discrete hyperchaotic system is constructed by using sine
function and power function and simple operations. Then, it is theoretically analyzed based on Jacobian matrix
method that the system can have the positive Lyapunov exponents. Next, the algorithm time complexity,
sample entropy, correlation dimension and other indexes are compared with those of the existing methods. The
experimental results show that our system has a simple structure, high complexity and good algorithm time
complexity. Therewith, a six-dimensional chaotic system is chosen as an example, and the phase diagram,
bifurcation diagram, Lyapunov expnonents, complexity and other characteristics of the system are analyzed.
The results show that the proposed system has good chaotic characteristics. Moreover, to show the application
of the proposed system, we apply it to audio encryption. According to this system, we combine it with the XOR
operation and true random numbers to explore a novel method of one-cipher audio encryption. Through
experimental simulation, compared with some existing audio encryption algorithms, this algorithm can satisfy
various statistical tests and resist various common attacks. It is also validated that the proposed system can be

effectively applied to the field of audio encryption.

Keywords: discrete hyperchaotic system, Lyapunov exponent, audio encryption, K-means algorithm
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