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52818283 N=3.
fs =2s/255-0.8 1
ar=f s ay=f s

a, = g a;, a5 ¢
= 1403 g, -c +2917 a?,l mod2 -1
2

10
[ja; = & a, a, ¢ = g @ alfSS
2. %(u =g a3 a, a 3
5
1_6 Dar =& G A, a3
6 S = 5.85,838, = 5, 5,838,
S4 = 8 N=4.
1 1 1
a = f s a =fs
2
a ASC I
11 Oay; =g a, a; ¢ =g a, a; [ s;
- O
T @a4:ga3a2fs4 = g a3 a; @
N Oas =g a4 a; a, 4
O
b x,=2T,/255-0.8 x, =2T,/255-0.8 g
r:R N/R +K D ar :g ar—] ar—2 ar—} .
i 30 a, a3 Qau as
= 1403 a,-c +2917a;, mod2 -1 a,
j<N c=2T/255-0.8 R 3/R +K = R 4/R +K
j>N ¢c= a_,-_3® c d
c a,_, a, a,’ =1.045aq,
-0.55 a; =1.245a, +0.615 a_, al )
x,=d_, x,=d m o) 3R 1 S =518 Sy_aSyoqSy
Xy = 1.66 y, — 1.33’2 ST=sis s k- NIR
+K =R N+1/R +K HS =H S .
Ymn =-1.1x, +0.3y,
1
d Xr Xop X3r YR Y2r Y3R
. . . . 1 S =818 Sy_2Sy_qSy
40bit 40bit 48bit  40bit ,
40bit 48bit 40bit S’ = 518, SN-2 SN-1 SNSN+1 SN+2 Sn+3
15 34 48bit 13 SN
36 20bit 20bit 24bit vz imod3 =1
20bit 20bit 24bit 128bit  Hash Syei = \sva  imod3 =24 =12 %

Sy imod3 = 0
R NR +K =R N+k /R +K
HS =H S .

fs = 2.4s /255-1.2
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g a4, a, ¢ =1+403aq,-c¢ - 1.08a§_]

. ap =fs ay=fs ay=fs5 =[5
2 3 6

Hash 12 Oas =g a, a, fs35 =g a, a; [ s,
E(M:g% @ ay =g a afs
a ASC I % a, =g a,_, a,_, ay
- 1= r=R 2/R +1 = R 3/R +1 ¢
S r
N
b x, =28/ k-1 -0.8 =x,=2S,/ k-1 7 8
-0.8 k=256
c r=R N/R +1 d
R=32
j 3 r 2 S =5,5  Sy_oSy_1Sy
j<r/5 S" = 5,85 Sy_2Sy_i SnSy R N/R

X = 1+0.3 Xip — C +2917x3_1 mod 2 — 1 +1 =R N+1/R +1 HS =H S .

j<N  ¢=28/ k-1 -0.8

J>N €= Xy- 2 S =518  Sy_aSy-1Sy

rI5<j<2r/S 2r/5<j<3r/5 4r/5 S" = $183  Sy_o Sn_1 SNSN41 Sns2 Sne3
SN+ k
SNyi = Sy 1 = 12 k

Jj 3 3R R N/R +1 =R N+Fk /R +1

C=X,_p X =Xy Xy =X

HS =H S .
d Xp Xop X3R 2
40bit 48bit 3 4
128bit  Hash
S=5ss, N=2. a c C,C, Cy C
fs =2s/255-0.8 5 ASCII 01
ar=f s a=fs ay=fs M M, M; M,
a = g @ a_, ¢ 6 N
g M, =C,/256 M, = C,/256
5 g M; = C;/256 My = C,/256
b MM, M, N
Oas =g a, a; ¢ =g a, a; ay Xo 1l =M, X, 2 =M,
Ecu:g as a, ay ; Xy 3 =M, Xo N = M,y

H ¢
u .

Xy L o= l-e fx, 1 +ef x, 1 -1
S =588 =585, fx =40x 1-x e=0.8 N
S3 =8, N=3. 5 x, N+i =x, 1 .

n n
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13
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N
X, 1 X,2 X, 3 X, N
d c
Xs N X;x N Xy N R N O x 1 =g x% 1 x N
40bit g
48bit 128bit  Hash Bx] N =g x, N x N-1
O x1 =g x 1 % N
- — _ O
C=¢ N=1. m, = ¢,/256 O0x N =gx N x N-1
x 1 =m, 0
O
Xnpr L =g x, 1 X, L _1 |:| X, 1 =8 X, 1 Xn_1 N
=l-efx, 1 +e x 1-1 E
? Ow, N =g % N oz N-1
X, N+ =, 1 10 1 C’
X, k =x, iIN+k m=12 n
Ox 1 =g x 1 x 1 k=12 N i=12
%xz I =g % 1 x 1 1 i+ 1 cicy  Cy
Dxnl =g xn—ll xn—ll . m:1
C=cc,=cc;, N=2. m; = X k =g x k
m,=1¢/256 xy 1 =x, 2 =m, 9 10 x k-1 =g m, my_,
X, i*N+k =g xy t*N+ £k
Exl bmgdhl %2 xg i¥ N+ k-1 =8 Mix Nyl Mix Nk
0 i 2 =g x5 2 x 1 =g m, m
g = xol xol
Ox 1 =g x 1 x 2 m=1
Exzz =g % 2 x 1 2 m=10+1
0 =g x; 1 =x 1 g k=g x b ox k-1
E X IN+E =g x, 1N+ k
Ox, 1 =g 2,1 x,.,2 v iIN+ k-1 =gux k x k-1
a
Exn 2 :g X1 2 xn—ll . 1
|:| = xn—ll xn_ll
11 12 11 12 o 1 =gl x N
d 0
O
BxlN =g x N x N-1
Ele =gx 1 x N
3 C:CICZ Cy f=|:|
E{sz =gx;, N x N-1
C=aa oy rnteny (712 D 1= gmaloxa N
I cjcy ey E
n H C :H C, Dxn N :gxn—l N Xy N_l
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C/
s f
i+ 1
2 13 14
1
d
H C =H
4 5 Logistic
a
b
ASCII
c
u = 1.746 + 0.001
Asc m; Asc ASCII
d u f X =1-uXX 32
Xi
e X,
f X 2

X, =1L s
S=s,5, HS = X;+X, mod?2
S =s,s, HS = X,+X, mod2=H S .
4
5 6 Logistic Lorenz

Stepl M n mym, m,
24 o
m, k=12 n My My, My
m; =123 8
Step2 k=1
U =u m,; =1.872
+ asc substr my,; 1 1 /256%2"0
+ asc substr my; 2 1 /256% 2~ — 8
+ asc substr m;; 3 1 /256%2" — 16
+ asc substr m;,; 4 1 /256 %2~ — 24
+ asc substr m,; 51 /256%2~ — 32
+ asc substr my; 6 1 /256 %2~ — 40
+ asc substr my; 7 1 /256*2~ — 48
+ asc substr m;,; 8 1 /256%2~ - 56 /4
U =u myp U =u my .
Step3 Xi=1-u *Xo*X, Y =1-
u, * Yox Yy Zi=l-u xZy*Z,.
Step4 Xo=X, Yo=Y, Z,= 72, Step3
31
Step5 E=k+1 Step2 Step3 Step4
k=n.
Stepb
Step24
24
Stepl
C oy
MD5 7
6
3.
1—6
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The collision problem of one kind of methods for constructing
one-way Hash function based on chaotic map *
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Abstract
Chaos would happen within certain ranges of parameters of chaotic system. The chaos sequence has good pseud random
character. Now some papers have provided some methods to construct one-way hash function based on chaotic map. Through
analyzing these methods the appearance of collision is proved. So some key problems are pointed out which should be taken care

of while constructing one-way function based on chaotic map.
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