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Fig. 1. The diagram of pixels shift rotation permu-
tation operations of row vector random numbers and

column vectors random numbers.
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Fig. 2. The iteration process diagram of phase retrieval in Fresnel domain.
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Fig. 3. The flowchart of iterative phase retrieval algorithm.
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Fig. 4. The generation of sampling masks and the public keys encoding process of row vector random

numbers and column vectors random numbers.
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Fig. 5. The sampling, superimposition and multiplexing diagram of complex amplitude field information.
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Fig. 6. The authentication process diagram.
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B gi(z, y) FARLIE R R BNCC, QR =4
I3 AT B R AFAE — AN W A E S AR OC R R AE, )
IAVIERCY), TAIETT e @I 1 AIE R 5 3Rk 45
FH LA FHALRR.

7) WORAE = HEAR LA AR R R B AT T, R
EH I B A PR U B I 5 5 e K Al A DA
BRI

3 HKEFE

L TS O TR AIE 2R G i) R AT P
A7 T IRAUE A K, 0 HUbR K BB elaine F 9
NSRBI, Wl 7R, W & TA B R
N 256 % 256 11K, WA IIFERAR SR HE
NAEENR, HAREGREINKE N 256 B2 K/

K7 WmAERK
Fig. 7. The input image.

H15 pm KIKEEEME, X B L6 (N = 6) IEINE
BUE MBI AT 5 37, Hib 2 S8 T HK
A =532 nm, FHEZE 2 = 25 = 108.3 mm.

1% IR 6 R A UE AR P2 R A 1B 8 (a)—(f) P,
A AR AR B BIARALE B 9, ik g it
2000 RAEIRIEAUS, T N _E S 2 A ALE B
Agnd s Agnd L A ] 10 (a)—(f).

(d)

(e) (f)

8 GIFAMIEMRZ

Fig. 8. 6 standard certification images.

9 AT HHIMLES B

Fig. 9. The phase mask B located in the transform plane.
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(d)

(e) ®

B 10 ST L s s RS AR LR B Agnd 2 Agnd

Fig. 10. the final iterated phase masks Ai’“d—Ag“d located in the input plane.

E11 JRIGH —E IR R RR M

Fig. 11. Original binary amplitude mask M.

®1 6 ATIREBEYLIECRN S [ BRI
Table 1. 6 groups of row vector random numbers and

column vectors random numbers.

ATFIEBEEL VRrow
1 VRiow1: 32561389

B EFEHLEL VReol
VReon1: 27426371

F2d VRyow2: 76915429
3 VRyows: 49596252
a4 VRyowa: 32913286
H5H VRyows: 13672456
Fed VRyows: 53993854

VReol2: 91716672
VReoi3: 37383396
VReon: 42317554
VReols: 62488232
VReog: 47291159

K11 R om w006 1) —AE IR IE R FERLAR M, Hor
BRE1THIBEIN17.2%, AT RGEBHHEE, £
BEAT 8 x 870X, 1% 8 x SIMIX A HEATAT

G EEH A ) B ELERAE, 1T M2 FEHEL VR 0w
G| 1e) EFENLEL VReor 39 8 ALINHEHL, B —Fr i) %
BUEBREAE 1—9 Z [0, R1GH T 6 AR RIAT W
EFIHLE VR 0w M1 1A EFEALEL VR oo FEUE. 8
BEAR M 73 & bk 6 HEAR HEATAT H1inl £ 15 3
B EELIRES, 15211 6 S RAEBIR M;— Mg W
12 (a)—(f), ATLAE th, BT A5 A 3 &)
() —AE M A

INIE R G 8 6 A AS [ A UE 75 A2 1% 6 4H RSA
NA-RHAM KRS HNE 2, b e —Fh
15 I > B AT 1) 2 B AL EORT 271 [ 2 B L B 4 2 S5
()74 B B8 3 YOI DT RER B SRR AR
X & H BT 5 B AT AR PR AR, B B3R AT 1
W IIAT 9] B B HLEL VR 0w M A1 F] EFEHLEL VR o1,
s R ) EELERAE, BRI SRASA E R
B M. RGUKEG R SRR A AR B 53
E AN (20, yo) FIARHF1H (2, ) b, A
UEJT R 45 B 1R M B8 M 1 ) 52 IR R 3 T
BRI (20, yo) b, ARG IER P KIF
THI RS | B 5 2 B A0 IR A ), 78 % o P i R
AP H i ) SR R, AR S REAE [
B AR LR TEA % REUNCC, kT =480 A7 2R,
1325 7 AEFT A S ER IE RS, 6 & O T B9 E
RPER S REUNCC 19 =40 A K, MBI AT LAY
FE) 70 9% B B ARGt A OC R0 AR, HLJE L)
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TR IR A, SR A IS . 1B 14 380K THE R AE AR A R REBNCC 73 A [, Bei JF 78
il P AR R AT 1R B RE LB 87 1) B RO, e WY S U, i B LI A IE SR

12 6 REEHHR M1 £ Mo

Fig. 12. 6 sampling masks M;—DMs.

13 Fra S IERIR, 6 R AL T AELRIER R R B NCC I =441
Fig. 13. The 3D NCC distributions in 6 circumstances with all the correct keys.

110701-9


http://wulixb.iphy.ac.cn
http://wulixb.iphy.ac.cn

¥ 12 ZF R Acta Phys. Sin.

Vol. 64, No. 11 (2015) 110701

#2 641 RSA A -FHAX K HESH
Table 2. The parameters of 6 public-private keys.

F5  p q e d n VRiow VRirow MIZEX VReol VReol IEX
1 6710 6710 33370689 69912403 4503603 32561 142955927 27426 846007734
8879 8913 98195453 2222773 922338527 389 2442878 371 102556
9 5675 5675 11552826 12289193 3221652 76915 287418587 91716 226309588
9587 9611 50504887 05141663 078640657 429 0156442 672 9140672
3 4689 4689 19758309 12235099 2199069 49596 161625473 37383 851716561
42389 42407 011123463 8880170503 72641990323 252 352363305 396 35450684
4 5247 5247 21814195 14599008 2754038 32913 196809946 42317 967489870
89347 89383 9843672229 8998714481 77617102901 286 090057647 554 78805197
5 1014 1014 95192040 83966229 1028982 13672 520285492 62488 758001173
38783 38801 14407207 88733943 8522419183 456 1205593 232 0541815
9143 9143 13168304 33333816 8360140 53993 546435708 47291 662979798
3789 3819 33237007 2498703 513910191 854 1852611 159 4672211
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Abstract

By combining the iterative phase retrieval algorithm in the Fresnel domain with the shift rotation permutation
operations of row vectors and column vectors, a new kind of asymmetric multiple-image authentication based on complex
amplitude information multiplexing and RSA algorithm is proposed, where multiple complex amplitude information in
the input plane is retrieved and generated by the phase retrieval algorithm in the Fresnel domain. In original binary
amplitude mask, the row vector and column vectors random numbers are randomly generated in advance, such that
each sampling mask for each authenticator is obtained by the shift rotation permutation operations of corresponding
row vector and column vectors random numbers for original binary amplitude mask. Thus, one synthesized complex
amplitude is generated by the operations of sampling, overlap and multiplexing, and then sent to the certification center
for authentication use. At the same time, the row vector and column vectors random numbers are encoded to ciphers by
the public keys of RSA algorithm, and then delivered to the corresponding authenticators. During the authentication
process, the row vector and column vectors random numbers are first decoded by the private keys possessed by the
authenticator; second, the authenticator’s sampling mask is reconstructed by the shift rotation permutation operations of
the above decoded random numbers for original binary amplitude mask. Finally, the authenticator with other additional
authentication keys is prompted to place the synthesized complex amplitude information and its sampling mask at the
corresponding positions, when the system is illuminated by a plane wave with the correct wavelength. A recovered
image is then recorded in the output plane, by calculating and displaying the nonlinear correlation coefficient between
the recovered image and the certification image, if there exists a remarkable peak in its nonlinear correlation coefficient
distributions, indicating that the authentication is successful. On the contrary, if there is no remarkable peak but
uniformly distributed white noise in the map, the authentication process is a failure attempt. Any intruder with
randomly generated forged authentication keys will end up with a failure which enhances the security of the system to

some extent.
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