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1) (B RFEIM R, L3 100084)
2) (WL LU AR SR F5EE TRA, 7 315012)
(2015 4E 1 A 31 HY#l; 2015 4E 3 A 9 HIkBIER )

PR T — Pl T 3 R R 25 VRl R @ A5 TV B Ik v, RV S A B A S B R R MR
SRR AR A5 RO PEIR I o SO MR A i A ], SRR B E i e . AR, WXEh(E S ERIL,
i AT DU 7 S8 8% (5 B A 5 Al 1) A SRR ER PR 43 5L sh SR RAS B A5 . Logistic RIS 97 K
R, A5 BTSN HI g A, AE RN PEIRE t A O R e MR I o A, SR EREADE AR RER T
MRS S R EE BT S, 5P RR/RZIEBEAL, T R/R 2 U X T S UK E B AT 5 IRER fE
72, IR T E AT S A LUK, B IRAG A . AL, X 3 T o B BR 8 e 8% VR DI AR A5 T A2
2.

KR PREEAE, SREREAIERAS, VRIE, 152051

PACS: 05.45.Gg, 05.45.Vx, 84.40.Ua

1 5 =

R L RLHE, R AR R ) —
AN R BORIE T AR T VR T R G H A ) ME UK
Pk, R R F R R, DR TR R S
WAR MGG S N T REEE RS . 25N
1k, BYefaiR i TR 2 A0 BER AR 2 8 15 1) R AR
T, Wi R Gy ORI Oy PR RS Ty
VRV SCHR [5, 6] SR R /K 5 U P 2 R B AE VR Tl
KA 55 SCHR (7, 8] SR AR 18 5 VK B2 B AE TR
TS 55 SCHR (9] A Duffing 4k 7E R HiR
FER R IR WG 55 SCRR (10, T BEFE 1 R T
oS TEN T 2 3 A IO 18] 0 X0 YR I8
5 SCHR [12—14) 287 1 R 2 IR TE 5 bt iR a2
XF A VR RE RO, SCHR [15] $2 i 13T IEAZ IR
Fe 322 R PR TEAE AR SCRR [16] 8 S5 A 42 ik
BB RSB TRTE RGP 015 55 STk [17] 321
TR VERE R 4F 1) 0 B IR R GU ik & R0 5 i
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SCHR [18] 2R FH VR I 3 A5 - S 30 VR L 3 A5 AL K 7
Ui (1) (R 285 SCHR [19] K IR TE R Se 86 7 Fe 51 2 0k
PRSI OR 8AE; SCHR [20]) Wik 1 25T DU B R
ARG B RN IR, SCER [21] 7Hg TR
TR AR ] 5 A IE AR 5 R B

5T A IR S — AN R EAE S N
Zhou F Frank & 42 Hi 1 — b o R E5 38 I (strong
tracking filtering, STF) & ik 221 & w] I Tk ik
T RRR A A TE. 2R 3 A DU PN G
1) BRARREFAISATIC I ZIAR AT, G0 &R
GREBIRERE, BEAAIRBIPREREE R
735 2) & B AT BRI v IR AN 58 1) B
STF FEA 5T L& — Bl BA ALHTIE B 7 19 &R
IREYEP A, R dE H T AR 2 VE I AR BEAL R SRR
SHZH T

AL STE Ab BRI fR 2 38 45 1] /. 156
P B TR G A STF 1 PR %5 845 RS ) st
77 % ARJE 1R H TR TR OR R A 18] R A
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=B A5 STF 53 &5 K Logistic Vil
WS B, S B S N i g ig i, STF fE4
U MR PR VRS 5 IR RS S I RS A

2 % B4 A0 STF 8y 17 5 8 15
FGHE

TR ik, B IEE B9 N s(k), BHE
TR
z(k+1) = fi(z(k),n), (1)
Hn NRGSH, HTEH RS RN X .
R WA = o (k) W5 B 575 s(k) #EAT I, 215
BAFT s(k) 2 MENRMEAS 5 2(k) LB, B
z(k) = x(k) + s(k) (2)
FR R PR R i #E 56 (additive chaos masking,
ACM); 415 B/ 5 s(k) 5IRMAE S x(k) MR,
Rl
z(k) = (k) x s(k) (3)
FRA T M VR4 5 (multiplicative chaos masking,
MCM). 247 ZWE 1w, 75T s(k) BEE
M5, k=1,2,3,--, FEDs(k) MIEETES
S =1{61,02,--- 0}, 01,02, 0y 2 CHIFH
B, XE/RE R EO,0, -, 0, FIHUE L
AN, NSRRI (1) PIPER.

____________________________

RIS z(k)
z(k+1) = fi(=(k), n)

F T 5 B 5 (k) IR A5 55, U 1 9
A (auto-regressive, AR) it H @A A

s(k) = Z ais(k — i) + w(k), (4)

Seufp 9 AR MU BT, ww (k) S0P #5157 11675
% 1R P AR B R 5(k) S8, T (1) T L
SR

[x(k)] ) [fl(a:(k— 1),/\)] N { 0 ] .
s(k) s(k—1) w(k)

2 FEAS T8 NPk e 3 R R ) PR BRI
Ui, FEWAE 5N

y(k) = z(k) + v(k). (6)
HF (5) A0 (6) 2H T A SIS A AR 4 R

z(k+1) = f(xk) +wk), } 7
y(k+1) = h(z(k+1)) +v(k+1) |

Hobo(k) MR ARERE, ak) = [2(k) s(k)]";
w (k) I E B 250 0 A Q () 1RO TG 307 11
75 w(k) HT 2R R(k) 10 B 5T IR h(o(k)) 9
AR PR AR, 24 RO ACM Y, h(x(k))
i (2) X, Hi s 77 X0y MCM N, h(xz(k)) 40
(3) RFTR.

________________

SRR R 2
STF

1 T STF KRR B S RGHEE

Fig. 1. Block diagram of chaotic secure communication system based on STF.

TE VR PR 25 8 15 AT e, VRV (1) 2Nk T
RS, A Sy (k) XAEFRAE RSG5, HT1E
ANIAZTE FfER. B, ARSCHT5 R A2
M AEFAFIRENE S y(k) (k= 1,2,3,---) Ja, LM
EHE RS s(k), k=1,2,3,---, X ER Mg
A T REAE R MRS . A T R IR R,
Jet 36T STF AbHE VR ol £ 5% 8 A5 7 /8 1) 75 2
1, SRIETE N4 R FEEL M iHE B S

() STF 53k, LA A2 TR it ORI 15 AR IR 2K

3 W BT R ERR &
S

AAH 1 Sy AT DL 23 S48 10 AR B AT

B

SATEITE, RIE R AT, SR AR BT
flivH 9 STF S5, LAEE R A TR R 15
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3.1 ETFIHES XBOERFSMEIT

FEEEAESTHEANSTEMME H
Pr(s(k) = 0)), 1 = 1,2,--- , M FoR, BEENE
o AR L. FEIEAS R SLPR B H, — B gmiy
HRWEE, —BPr(s(k) = 60), 1 =1,2,---, M
WAr LIRS, T, SN T iR AR E AR AR, 1T
AEAE T g 5 07 K, AN HOK Pr(s(k) = 6),
I =1,2,--- MRt AEMER, BPr(s(k) =
0) =1/M, 1 =1,2,---, M, R NIX g5 AT LA
IR B ) B ORAE, AT AT DAL I TE 2 145 5, $
FIEMA AR, ERRWNES y(k+ 1) 5, RIE
R AR g

Prls(k) = 6; |y (k + 1)]

ply(k +1)|s(k) = 6,] Pr(s(k) = ;)

M
Zp[y(k +1)|s(k) = 0,] Pr(s(k) = 0))

, (8)

Xl = 1,2, M, Zdply(k + 1)|s(k) = 6]
A

ply(k +1)|s(k) = 6]

~ po{y(k + 1) — hlzg, (k + 1[k)]}, (9)

Hor,

2o, (k+ 1|k) = Fla(klk)] + 6,

1=1,2,---, M.
o (+) A2 W0 W ) A R R
A

NITREE -3

poly(k + 1) —hlwg, (k+1[k)]} Pr(s(k) =0;)

> pofy(k+1)—hlzg, (k-+1]k)]} Pr(s(k)=0;)

x pu{y(k +1) — hlzg, (k + 1|K)]}
x Pr(s(k) = 6;), (10)

Xl =12, M. Bk, HTKEREERS5H
DUH-Hr 73 2648 ' (k) AT LAE AR

s'(k) = argmax p,{y(k+1)

0,,1=1,2,-- ,\M
— hl@g, (k +1|k)]} Pr(s(k) = 6;). (11)

3.2 HIEEMSHITRRIRERERBZEE

AET AL, 3R R R 2 JE B A8 (extended
kalman filtering, EKF) ¢ T 155 B AN ff 5 1 1 6 b
PEIR 2, 10 H 4 RS0k B RCIRAS K, EKF (193 25
FE K (k + 1) %8 T H/ME, SRR R GoR A R AR
A TARGEZE v (k + 1) ¥ BE 2 38K, SR 13 25 B A
S BETAR A 2 B T K. TR EKF 5 2 %
RADRZS IR EFEBE /1. STF 7£ EKF 1 5] AR A8 )
DR B K1 (K 4 1), SEIF I BEORA Tl % 22 B
T ZEBE P (K + 1|k) FIUAH B (13 85 B, 538 5% 22 )5 571
AR AR FRAH ELIERE . B AEARAS PRI AT I A2 8 £
AR, STF #E AR E RS BRERRE /1, HEHA
ORI T IR B AN B 8 P I B R . TR VAR
WEST, BEGEEFTs(k) 2 MEHES, BT
F5 (k) Z2—MHBEENLE S, XXPFIEGIE S
HEAT B IE SRR, AR IE R AR IR AS R R e bk
LT,

T N STE S5 Al He VR AR 2 38 45 1) L, AR
0 0] R B RE R SR, 0 AR I STF B i — 240
B, EHRMBL (1) SRR 2 AR (7)
X, HHEEF S5 STF Sk A e 2 i
1S BT s(k), I F 25 HURTE R B RPIRES A
T BIEPRWE.

1) Wl

WEMIEIE £(0(0), P(0]0).

2) RE TR S E B St REM—P
RAE A

@(k+1[k) = flz(k|k)], (12)

FEHCEN B ANE S y(k + 1) Ja, IR v
Wi KA THE BT S

s'(k) = argmax po{y(k+1)

0,,1=1,2, .M
— hlxg,(k+ 11k)]} Pr[s(k) =6;]. (13)

3) THE:

. _ Of(z(k))
Fla(k|k)] = oxr  le(k)=2(k|k) (14)
Hlz(k+11k)]
_ Ohfa(k+ 1))
N ox w(k+1)=a(k+1]k) (15)
4) RERZE T 5
y(k+1)=y(k+1)—h[z(k+1|k)]. (16)
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5) K AR M B 7 FEANE + 1) =
diag{)\l(k—i- 1),)\2(kj+2)7"' 7)‘n(k+ 1)}7 ;H\:EP

Ao Ao > 1,
Ailk+1)=2"" 70 (17)
1 )\O < 17

KFi = 1,2,---,n, THR[22)45H T N MiHE
LT N
tr[N(k+1

STV e

M (k+1)
= H(&(k + 1|k))F (2(k|k)) P (k|k)
x FU(&(klk)H " (2(k + 1|k)), (19)
N(k+1)
=Vo(k+1) — H(z(k+1|k)Q(k)
x HY(2(k + 1|k)) — BR(k + 1), (20)
WRZEFP I TT ZERE Vo (k + 1) /T i FHE
Vo(k+1)

(L)' (1)
= (21)
pVolk) +y(k+ Dy (k+1)
1+p -
(21) b p BB T, —BHp = 0.95. (20) 50
H1, 8 > L —MEERISHLE T, SINEH B4
IR A THE T IS, S AT LUE S0 %,
A DAE A B, R T U E

L n
gimin| 35 laih) — axkipl |, (22

k=0 i=1
Lo FD 5, I ) e e 1 i 2% 1 2R 0t
R
6) K7 AT R R TR 152 22 W0 0 22 R
P(k+ 1|k)
= Ak + 1) F(&(k|k) P (k|k)F* (2(k|k))
+ Q(k). (23)
7) SR 5
K(k+1)

~—

= P(k+ 1k)H" (@(k + 1|k)){H[§:(k +1[k)]
« Pk + 1k)H  [&(k + 1/k)] + R(k + 1)}*1.
(24)
8) S
E(k+ 1|k +1)

=a(k+1k) + K(k+Dy(k+1).  (25)
9) SRR TR ZE W 7 2R
P(k+1]k+1)
= {I — K(k+ 1) H[z(k + 1|k)]}P(k + 1]k).
(26)

RG2Sk =k +1, BRPYR2), JREAE.

4 FRER

A Logistic TR 907 32 SR Bk ot
(1) STF HE A 2. Logistic VEIEBU AT LAH R
H AR TT FEHA -

e(k+1) =nx z(k)(1 —z(k),  (27)

Hoh, My € [3.57 4] I, iZBREHE IR, 7E105 R
IR, WSy = 4. BERFFS s(k) LY
KB AR B (5) 20, s(k) B9 EUE 5 2 — 3t
WSS S = {01,0.}, BEMNRMRFIE G TR
WE 1 FR, RoRPPRES 2 A a0 (7) s,

4.1 ACM1IFHE
IKENE 5 y(k) &R
y(k) = x(k) + s(k) + v(k), (28)

ForiR i (27) IR ES 2(0) = 0.3; Wl
W o (k) R EE ST AR, 7% R = 0.0005%
T 01, 0o VA B RSN, X FEA SR R
G0 I i IR R M R, A kil 4% e, = 0.01,
0 = —0.01. STFHEIEMVIME AN £(0]0) =0,
p(0]0) = 100001, p = 0.95, f = 1. PHLR
W 2 fros. B2 (a) 451 T Logistic VR BLFDIR A
M ESHE S THE, S T s R ROR STF Bk R
EEPERE, B2 (a) (4 T VR B A5 711 50 25
PiE. B2 (b))l T ZHhlE RS AESEYS
fliiHE. E20H, BT STF B R 1R A
71, FrAXE Logistic VR RS PRAS 2 (k) FRER R 1T,
WORHI1E B S s(k) ARF Rt 5 29 5.
B3 45 T 05 B AR T ¥ ST S50 10 ¥ v [
T Ak + 1) RGN, B4 Z3HE B/ 5K
AARAGEE, W T (k4 1) 2581, Se i 5
RS TR R 22 1 Wi 7 22 K DA SORH 2 R 1 2 B, AT
PRFF RIS BT S ERERRE 7). JUH A NI 4R e
PR, BT AIRIRS R E R ZE R, BEE T A (k+1)
EREIR, BOR T AHE BAFS PR BRER.
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(1):2: P, B A5 B AR S 4 0H i EKF BE A TR
§ 82 MR B, (R R B 4 s, HE 4R 51, H
2 o, o 1 T EKF xf T B8 — sk (5 555 5 IR 1%,
- 0;@5 SR N A RN Logistic IR WL AT IR 45 (k) BB RLLF, (A
e R, BOREIE B A s(k) RS, B HARHD
0.02 E N
g 001} BT
% N I I } fiti 4.2 MCM{HHE
—0-02 = 100 200 300 400 500 600 700 800 WEhiE T y(k) &N
DR y(k) = x(k) x s(k) + v(k). (29)
e I X T R R 7K, T (S B R
Fig. 2. The simulation of chaotic secure communica- GEIR PR T R W R, T 61, 0o HYHUE M
tion using ACM and STF: (a) chaotic mapping; (b) bi- F/h—2 BT O, = 0.0001, 6, = —0.0001. H
nary information symbols. T 01, 0 BUE /S, [FDSIE S o (k) (07 22 R AHARRL
o e HUR = 0.00005%. RIS (27) AT 4G
i K& 2(0) = 0.2; STF HIEMWIEN: £(0]0) =0,

p(0]0) = 100001, p = 0.95, B = 1. K5 (a)A
4 1 1 Logistic VTR EHIRA M B SHE S5 1HE, N T
TBRMFEIR, B 5 (a) {25 H T R BRGS ffTH 8
50 17 5, Bl5 (b) ga th 1 ZHEfIE B AT 5 1 L8k

WHHET/101
w

2 \ \ -
A5G THE. B 5 W, Al (R0 S A R ER
1 J 1 R, 3 15 BH T T 3 4 VR VLA 55 (%) VR VR AR % I AE
L “ [ J . STF 358 R R i ERERRE 7, BT LAXT Logistic VR
0 100 200 300 400 500 600 700 800 . 8 - N -
st U AR 25 (k) BRER BLIE, R 0 13 87
s(k) MEKEHHAZBIKE.
B3 BRERERIEYE S R T Lo -
Fig. 3. The fading factor of strong tracking filter. 8 0:8 L ° éﬁ{ﬁﬁ'
E 06} ]
% 0.4}/ vx ]
1.0f ] 2
s osh | 2 0.2 b
Z o6} 4 P . oSSR SN
% 04l i 0 5 10 15 20 25 30 35 40 45 50
= g2} ——Hfi) /| DiELEL
0 -O(a). ) X ) ) ) ) o :1ﬁi H.E i - 9
0 5 10 15 20 25 30 35 40 45 50 é )
PR ; o
0.02 . . . . . o
A € _ ]
2 001 i M N e S 11
% 0 T 770 100 200 300 400 500 600 700 800
B _g01 ViHHL
o™ Fl5 SRA MCM FISTF (I REIEE T (a) I
0 100 200 300 400 500 600 700 800

) . H H' b) —i | J_AE‘?_\.‘_,:,
Flg 5. The simulation of chaotic secure communica-

B4 R ACM Al EKF fRIEREBS0IH () TR tion using MCM and STF: (a) chaotic mapping; (b) bi-

B (b) IS B RS
Fig. 4. The simulation of chaotic secure communica-

nary information symbols.
tion using ACM and EKF: (a) chaotic mapping; (b) bi- Y2z \/@
. . 5 ‘g T
nary information symbols.

U IR A RALETE B 7 A(k + 1) = L, (S A5 RICHRW T — R T STF HIE MR g R AR 25
FE), W STF 55BN EKF Bk, S T 7P Re WA BT 58, JF HARYE VRl R % 8 A5 R G i Rk 2
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R, $eh 7 — Mol A S BT S AT (DU 26 )
(1) STF ik, X FhHET STF &% KR AR % 8 5
RG o TAELII, I HT DA oA BLAREh (5 5
JELE R 2. Xt Logistic VR B 19 BU(E 15 EL5
E T STF SEA Rk, AE RN TR R HE 3 M L
J e VR 25 A ), ST S0V 85) RE S BRIl R 25
AE, mHRERE BRI gRRE
JEPE.
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A method of chaotic secure communication based on
strong tracking filter”
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Abstract

Chaotic secure communication is an active research field of chaotic application. A novel method for chaotic secure
communication is proposed based on strong tracking filter (STF) in this study. STF is an extended Kalman filter with
suboptimal fading factors, especially suitable for estimating the state and parameter of nonlinear time-varying stochastic
systems. The main idea of the proposed method is summarized below. At the emitting end, the chaotic mapping and
the information symbol are modeled as a nonlinear state space model, and the information symbol is modulated by
additive chaos masking or multiplicative chaos masking and then is outputted through the channel. At the receiving
end, the driving signal is received, and the message symbol is recovered dynamically by STF with Bayesian classifier.
Simulation tests of the logistic chaotic mapping show that STF can restore the information symbols in chaotic signals
when information symbols are binary code, with either additive or multiplicative chaos masking modulation. Compared
with STF, the conventional Kalman filter has poor ability to track the discrete information symbol. It is difficult to
restore the information symbols in the chaotic mapping, and the bit error rate is high. Therefore, the STF-based chaotic

secure communication method is effective.
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