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Fig. 1. Schematic diagram of the generation of random number based on a semiconductor laser under external cavity

feedback. DFB-SL, distributed-feedback semiconductor laser; PC, polarization controller; OC, optical coupling;

VOA, variable optical attenuator; FM, fiber mirror; OI, optical isolator; PD, photodetector; ADC, analog-to-digital

converter; XOR, exclusive-OR.
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Fig. 2. (color online) Time series (left column), associated power spectrum (middle column), and autocorrelation
function (right column) under different feedback strength r¢: (a) k¢ = 0.05; (b) k¢ = 0.1; (¢) k¢ = 0.2; (d) k¢ = 0.3.
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Tt pf £ B 1Y) LSBs BIAR KAE mimax, AT X RR
TE TR I S 506 T B8 08 B 1 BE AL T 51 5 KT
4 x 12.5 Gbit/s. HARKMHALS Rz 1 pral,
FT= 19 50 Gbit /s ] 4-LSBs XOR — 7ot /5 41 fig
i3 1k NIST i 4 S BE AL B i An v, Bz R4SthE
F=HE 50 Ghit /s FIBENLEUT 5.

5 & W

AR SO0 HE T A0 s B A 3 RO 2 i H TR I
JCRIEAE AR N ERS R, Gl i . ADC
K FE P K m-LSBs Al XOR At # )5 BT 35153 /) m. bit
XOR ZJoh5 5 51 i) BEALAE 55 4 s s 15t 58 2 114 40t
KABAT TH W . WSS RRH: M &5
2 GO B8 BT AR TR A 5 1) S B I R AR AE
W I S i EE (38 I SR IS /N . R T — R
/NME G PRI R B R, VRS 5 PE KRR (E B
SRR R (B IN SeZ RE n, AR S SR g N, A
IF) 52 U5 3 B T A i e 5 AR IO 25 A R AR S S
VERIR IR, 20t J5 22 4k B 5 Py 3R A5 1 — Je Y
FF- %)l it NIST Special Publication 800-22 # {4l
I H 205 S s B 1 KN R AE G R, B
I 1 B3 11 LSB %5 H o 45158 RS 15 31 2L BB WL B
EH P 5 b5t 2 90 R 384 O, LA AL P AL P 2 ik
/Ny 3T REEFR N5 Ghit/s i ADC, B AEFRELY
BEHLE T 51 1) B8 i O 25 Gbit/s; fEAR ST
RGN, ZRGHT=E BT 5
B R R A3 50 Gbit /s, X — RS 4E ADC 1%
FEZR BN 12.5 Gbit/s I 75 21, b §EdEE NIST
Special Publication 800-22 il i) & K1) LSB
¥k 4.
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Influence of feedback strength on the characteristics of
the random number sequence extracted from an
external-cavity feedback semiconductor laser”
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Abstract

Under proper feedback strength, an external-cavity feedback semiconductor laser can operate at a chaos state, and
its chaotic output can be used as a physical entropy source to generate a physical random number sequence. In this
paper, we focus on the influence of feedback strength on the randomness of the obtained binary code sequence. The
simulation results show that with the increase of feedback strength, the time delay characteristic peak of the chaotic
signal from an external-cavity feedback semiconductor laser first decreases and then increases gradually, meanwhile, the
permutation entropy characteristic value of chaotic signal first increases and then decreases gradually, namely, there
exists an optimized feedback strength for obtaining the chaotic signal with the weakest time delay signature and high
complexity. The randomness of binary code sequences, generated by the chaotic signal from the external-cavity feedback
semiconductor laser under different feedback strengths, is tested by NIST Special Publication 800-22, and the influence

of feedback strength on the test results is also discussed.

Keywords: external-cavity feedback semiconductor laser, feedback strength, chaos, random number
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