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Table 1. The improved message encoding scheme.
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Abstract

Recently, a quantum secure direct communication (QSDC) protocol based on the mixture of Bell state particles and
single photons [Acta Phys. Sin. 65 230301(2016)] was put forward. In this QSDC protocol, the single photons and the
Bell states were both used as information carriers. To be specific, each Bell state as well as single photon was encoded
by three bits of classical information. After the sender told the receiver how to measure the particles, the receiver could
read out the secret message sent by the sender. Speciously, the information transmission efficiency of this protocol was
high. Unfortunately, there exists the information leakage problem in this protocol. When the sender announces that the
receiver uses the Z-basis to measure a single photon, everyone knows that the sent secret message is 000 or 001, that
is, the first two bits are leaked out; when the sender announces that the receiver uses the X-basis to measure a single
photon, everyone knows that the sent secret message is 010 or 011, that is, the first two bits are leaked out too; when the
sender announces that the receiver uses the Bell-basis to measure a pair of particles from a Bell state, everyone knows
that the sent secret message is 100, 101, 110 or 111, that is, the first bit is leaked out. In a word, two of the three bits
of classical information encoded in a single photon, and one of the three bits of classical information encoded in a Bell
state are leaked out. Therefore, this scheme is not secure. On the basis of keeping the original idea and changing the
contents of the protocol as less as possible, we put forward an improved message encoding rule to solve the information
leakage problem, that is, the single photon is only encoded by one bit of classical information, and the Bell state is
only encoded by two bits of classical information. In fact, this makes the information capacity of the improved protocol
achieves the Helovo bound. So it has high coding capacity. We hope researchers pay more attention to the information

leakage problem in quantum secure communication protocols, and thus design truly secure ones.

Keywords: information leakage, single photon, Bell state, quantum secure direct communication

PACS: 03.67.Hk, 03.67.Dd DOI: 10.7498/aps.66.130304

* Project supported by the National Natural Science Foundation of China (Grant Nos. 61502101, 61170321), Natural Science
Foundation of Jiangsu Province, China (Grant Nos. BK20140651, BK20140823), PAPD and CICAEET.

1 Corresponding author. E-mail: hw_ chen@seu.edu.cn

130304-5


http://wulixb.iphy.ac.cn
http://wulixb.iphy.ac.cn
http://dx.doi.org/10.7498/aps.66.130304

	1引    言
	2原协议描述
	3信息泄露问题及其改进策略
	Table 1

	4结    论
	References
	Abstract

