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Fig. 1. The schematic diagram of the two-beam inter-

ference setup.
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Fig. 2. Flowchart of the proposed modified phase retrieval algorithm.
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Fig. 3. The multiplexing schematic diagram of the

phase key.
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Fig. 6. The initial random distribution: (a) System lock; (b)—(e) random binary amplitude distribution correspond-

ing to Fig.5. (a)—(d); the inset figure is an enlarged version of the marked region in (d).
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Fig. 7. The corresponding sparse phase-only distributions (phase angles) generated by encoding Fig. 5. (a)—(d),
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Fig. 8. The phase keys corresponding to users with different authorization level: (a) First level; (b) second level;

(c) third level; (d) fourth level; (e)—(h) the output images corresponding to (a)—(d), respectively.
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Fig. 10. Robustness analysis of additive white Gaussian noise: (a) Phase key with noise-to-signal ratio of 10 dB; (b)

the corresponding output image; (c) the corresponding nonlinear correlation distribution; (d) relationship between
nonlinear peak-to-correlation value and signal-to-noise ratio, the inset image is a nonlinear correlation distribution

with 5 dB signal-to-noise ratio.
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Fig. 11. Robustness analysis of occlusion: (a) Phase key with 25% occluded; (b) the corresponding output image; (c)

the corresponding nonlinear correlation distribution; (d) relationship between nonlinear peak-to-correlation value

and occlusion ratio, the inset image is nonlinear correlation distribution when 40% of the phase key is occluded.

044202-8


http://wulixb.iphy.ac.cn
http://wulixb.iphy.ac.cn

) I % R Acta Phys. Sin.

Vol. 66, No. 4 (2017) 044202

i Ja xR REAT P dhiE k. FATEEL 1000
NG A [R] B AL B IR M 20 A1 R 0 ] T BE AL
FABL 73 A R, 5 A 1000 MG B, Hor,
FITiE 5 13 1000 > BE AL —ELHIR i 0 A b8 AT 2B
R A N 1%, M EREHLS €. B 12 (a) R
R E N E P A NE R S5 e

(a)

X103

2

1

0

2

56 256

128
128
00

K12

AR /103

I
o

o
=)

—
ot

-
=}

o
o

FELeMEAH R A, B 12 (b) 43t 1 BT A 1000 M AiE
YIRS BRI EF B AF A SR 17 A5 R
R, Dy & ST AR A AR ZR AR 5 7 A AT W (14
WAL, L JCAH DR WA 35 LU LE B 2% 5 T 45 TR A DG Ve {E
NG AR S NEATT RAAT R P ihid
P I RE

(b)
R it
R Rl
20lO 4(;0 6(;0 8(')0 1000
Dyt

(a) X R BEHUAR L3 B AR LR IEAR SR 05 () X BT A (R BEAUAR (5.2 51 4 AR 2 AR SR VA R e i A1

Fig. 12. (a) The nonlinear correlation distribution corresponding to random phase key; (b) the statistical

distribution of peak-to-correlation value versus number of fake random phase keys.
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Fig. 13. Authentication results of different sparse ratios: (a) R = 0.05; (b) R = 0.15; (c¢) R = 0.25; (d) R = 0.35;

(e)—(h) nonlinear correlation distributions corresponding to (a)—(d).
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Abstract

In this paper, a new approach to identity authentication is proposed, which takes advantage of the two-beam
interference setup and the nonlinear correlation technique. According to the traditional two-beam interference encryp-
tion/decryption structure, we design a modified iterative phase retrieval algorithm (MIPRA), which takes the random
binary amplitudes as the constraints at the input plane to encode different images (standard reference images) into
a set of sparse phase distributions. In the MIPRA, a given random phase distribution serves as a system lock, and
it is placed at one of the arms of the two-beam interference setup and keeps unchanged in the whole iterative phase
retrieval algorithm but equivalently provides a fixed shifting vector toward the output complex amplitude field. While
the peak-to-correlation value (between the output intensity and the original image) reaches a presetting threshold value,
or the iterative numer of time reaches a presetting maximum value, the MIPRA stops. Here, the phase lock is assumed
to be the same for all the users and thus it is placed and fixed in the system, while the calculated phase distributions
vary from the MIPRA to different binary constraints, which are related to different users. Meanwhile, we also study
an extension version of the proposed method. By using a superposition multiplexing technique and a nonlinear correla-
tion technique, we can realize a function of hierarchical authentication for various kinds of users through a similar but
more smart decision strategy. For example, we adopt the MIPRA four times with different constraints (random binary
amplitude distribution) to obtain four phase distributions, the sum of them will be regarded as a final phase key and is
designed to the user with the highest privilege. He is then able to pass all the authentication process for each standard
reference image with his multiplexed phase key, that is to say, there are obvious peaks in all the nonlinear correlation
maps between all the output images and the corresponding standard reference images. In a similar way, the user with the
lowest privilege can only pass one authentication process. Compared with the previous identity authentication methods
in the optical security area, the phase key for each user, no matter what level he belongs to, is easy to be stored and
transmitted because its distinguishing feature of sparsity. It is worthwhile to note that the cross-talk between different
output images are very low and will has no effect on the authentication decision since we deliberately assemble all the
binary distributions, which act as constraints at the input plane in the MIPRA. Moreover, the output results are all
noise-like distributions, which makes it nearly impossible for any potential intruders to find any clues of the original
standard reference images. However, on the other hand, with the nonlinear correlation technique, we can easily extract

enough information from these noise-like output results to authorize any users, usually we can obtain an obvious peak at
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the center of the correlation results but there is no peak if we adopt the traditional correlation algorithms. This feature
helps reduce the risk of information leakage, thereby providing an additional protection layer. Also, weinvestigate the
robustness properties by taking the sparsity ratio, Gaussian noise, and shear/occluded attack into consideration. Some
previous tests alsoindicated that our scheme can resist the attack employing incorrect random phase keys. Theoretical

analysis and a series simulation results are provided to verify the feasibility and effectiveness of the proposed scheme.

Keywords: optical information security, nonlinear correlation, identify authentication, phase retrieval
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