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Fig. 1. Flow chart for scrambling.
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Fig. 2. Color image compression and reconstruction network, sampling rate MR = 0.18.
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Fig. 3. Lena and Sea images reconstructed from BCNN model and fully connected layer respectively: (a) Lena (gray); (b) Lena (col-

or); (c) Sea (gray); (d) Sea (color).
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5 9 % S B v 2E KO AE BSD500 | 9 PSNR MSRNet 22.76 19.26  17.28 21.41
- T FCLBCNN 23.33 19.59  17.17 21.51
5 SSIM i (“*”%%/T?E). RFEH MR = 0.25, TVAL3 11.87 11.09 9.75 11.31
0.10 B}, FCLBCNN (gray) i PSNR #1 SSIM {H NLR-CS 595  6.38 445 5.30
R e 1), EAVERBOL T2 TR EE 2% 21 1 Recon DAMP 573 690 433 519
Net, DR2-Net fl MSRNet. FCLBCNN (color) fi§ 0.0l ReconNet 17.87 1539  13.96 17.27
KR MR = 0.08, 0.18 Xfii FCLBCNN(gray) f DR>Net 17.97 1533  14.01 17.44
KEER MR = 0.25, 0.53, HA{ 1) PSNR A1 SSIM MSRNet 18.06 15.41 13.83 17.54
M2 Ak, 35 FCLBCNN 3 it 7% 0 [€] 4% )11 45 FCLBCNN 18.12 15.63  13.90 17.62
14 X 48 A T IR B R, AN 2 F R I 2 M 4.
LY FM ASC FCLBONN S HAWE A 1, Ty 256 x 256 AY Lena FGAE 4 M BEROR an 4 3
i o AR 1z ALRE ). JIr5i).

%2 € BSD500 M4 EAFTR  AFRAER T AP PSNR ¥4 SSIM
Table 2.  Mean PSNR and SSIM of different algorithms and different sampling rates on the BSD500 test set.

. MR = 0.08 MR = 0.10 MR = 0.18 MR = 0.25 MR = 0.53
Sk PSNR  SSIM PSNR  SSIM PSNR  SSIM PSNR  SSIM PSNR  SSIM
ReconNet — — 23.28  0.6121 — — 2548  0.7241 — —
DR?Net — — 24.26  0.6603 — — 27.56  0.7961 — —
MSRNet — — 24.73  0.6837 — — 2793  0.8121 — —
FCLBCNN (gray) — — 24.83  0.7056 — — 28.19  0.8400 32.87  0.9392
FCLBCNN (color) 27.94  0.8252 — — 32.07  0.9279 — — — —
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# 3 Lena BEMEFEA I BRI CREER MR = 0.53 (JKE), 0.18 (E))

Table 3.  Lena image effects at various stages, sampling rate MR = 0.53 (gray), 0.18 (color).
Ji 5] KRR JE4REE EHLIE R FAEIR PSNR SSIM
0.53 . . 36.4387 0.9715
32.5516 0.9456

MM 3 LIFEH, Lena 7ERFER MR = 0.53
(KEE), 0.18 (B fa) i, ZSCEHR B A R E 4
JER, A RS S IR s G R R R, BA R
T HRRSE R, BT LT B R PR R oA i T FH X PR

52 EHATESH

—AEOLT, A RS, B 5
A REA SRR R ) W . AR SO TR T R 5
H1, Logistic [P 4B A r 5 2(0], Z 4k nBiAY
B2 A BENLFN T k1, (Exy, Bxy), (Eng, Eng) Al
(Hei, Heo), £ 9 A5, (7 FLIRARG Ry 1015, K
WK 15 07, #5528 [B] 2R 101970 = 1013°, 17 %
EAZE(R] > 2100 & 1030 g AETH L 2 R 19 fif LIA
SN TR B 2 A s o] R A K, 2 A T
W UG T B

5.3 HEXMESH
— B, AR R AR R E RSS2 1L

B, (H T — A HAR A 3 SRR, FHAR R R ERY
FAOCHERLZ N 0. PRI, 85 SCIEMR BUAHSRR R (H Y
MR RBUE I FLI S B — D HE R, R
oy oK IR 3470, AT

pe T @D X@oD)
VI @ -2 < 2N, (- )
Hrp z Mg 5508 o My M. 3 4 il
AR SCHR [20, 21] 76 3 A7 ) FIHIDE R B,
SCEME I 24 X e/ IME . FEDRLIAR:

M 4 LI, AR SCR AR A X R A
- EHET 0, P8 FHABSB:. RImE, o T 88 ELAY
JE I PSR AR Z AR EME, BIA Lena (gray)
F ) SC P55 95 SC UG AE 3 AN J7 18] R DG HE S
TR 5 iz,

M5 LT LA Y, ASCR A5 2 i 3% SC PR
1 371 E R AR BRI, © BB
T ARG S AR DGTE, BYo T IR HE.

®4 RFEIEFERA SRR B

Table 4.  Comparison of correlation coefficients of different encryption algorithms.

HIFEMESEEA yaa I (gray) i
AR (gray) 7R3 (color) CHER[20] SCHik[21]
K 0.9396 0.0010 ~0.0024 -0.0048 0.0011
Lena I 0.9639 ~0.0066 0.0012 -0.0112 0.0098
RHE 0.9189 ~0.0039 0.0035 -0.0045 -0.0227
K- 0.9769 -0.0004 -0.0023 -0.0056 0.0071
Peppers L3 0.9772 0.0089 0.0063 -0.0162 ~0.0065
Rk 0.9625 -0.0077 0.0004 -0.0113 -0.0165
K — 0.0003 ~0.0024 ~0.0052 0.0041
P R — 0.0012 0.0038 -0.0137 0.0017
Rk — -0.0058 0.0020 ~0.0079 -0.0196
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& 100t B 100} T 100F
50 | 50 |44 50 |
50 100 150 200 50 150 200 50 100 150 200
(=, v) (z, y) (z, y)
250
200
. =
T 150 S
= -
—
§ 100 T
= B
50
53 0 i i v ol
50 100 150 200 250 0 50 150 200 250 0 50 100 150 200 250
(m, y) (1‘, y) (93, y)

K5  Lena (gray) FHURBISCS B SCTEAK- L B E L RHE 3T AR () BISCEMBRIARSC AT AL (b) 8 SCIEMR A AR

oA

Fig. 5. Correlation distribution of the plaintext and ciphertext in the horizontal, vertical and oblique directions of Lena (gray)

images: (a) Correlation distribution of plaintext; (b) correlation distribution of ciphertext.

5.4 (ERES

SR B S T A EHRAGR R E AR SR
JE, HARRIHHOR, ZR B a5 i 5 B R AL,
2 )R fE BRI 2 30F Bs:

L
n=—> p(i)log,p(i). (25)
i=1

Horp ) L RN EUR K B 9%, A SOl 1 Rk
FEGE N 256, p(i) R IR R AR, en 1Y
PHARE N 8. A5 HABSILFE Lena, Peppers I
)4 R (s BN 5 T, B SCEMG I 2Rl B
SN TRYEE KN

JE T R A B 0 G B L SR e
2 POEXT 2 R B, st a2k E
& A REALBE R G A7 B B AR P (R
EMERIBEPLME. I 30 NR/INVE 44 x 44 19
AN F BRI, A SCRTE Lena, Peppers %5 3¢
1) JeFAE B AN 6 g,

5 ORFEINEAEAS BRI (E BN LA
Table 5.  Comparison of the entropy obtained by
different encryption algorithms.

(5
MiES B3 (gray)
A3 (gary) A3 (color) 3CHK[12]
Lena 7.3035 7.9949 7.9944 7.9544
Peppers 7.4344 7.9956 7.9952 7.9633

M 5 AR, A SCRIE M 2R {5 B R 4%
i 8. 6, JR e B B (B AR AR I P A
PR, AT LAA A SO A5 B B9 B SO (AR
HARAL, e A i W SO AR B

5.5  BASCHEURES BT

AR SO R 1 5% A 55 B S O 2L S
X2 SCAE R R, PR B O SOR AR B 5 S0 S
JR% SRR, TR 248, A5 5I AR
B R (number of pixels change rate, NPCR)
i — 351 1 ol AR %

J& (unified average changing

K6 NIRRT YRR (R R L

Table 6. Comparison of the local entropy obtained by different encryption algorithms.

Il AU
IIENEIES JRE A L (gray / color) ug o5 = 7.9019 uy oy = 7.9017 w01 = 7-9015
ud b = 7.9030 ug = 7.9032 ug oy = 7.9034
Lena 7.9024/7.9027 Pass Pass
Peppers 7.9027/7.9023 Pass Pass
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intensity, UACT) KPS I AT 22 0BG AY
REST, 223U R FR:

| MN
NPCR = —— Z |51gn Py (4,7)
MN i=1 j=1
ng(i,j))] x 100%], (26)
1, z 20,
sign(z) = {O, x =0, (27)
-1, <0
M N .
|P1(4,5) — P23, )|
ACI = x 1009
UAC j;:jé: ST 00%,

(28)

Hrr, Py, j) & SCER PUNARRIE, Pa(i,5)h
L EUR P IR .

A SCE HA A3 7E Lena, Peppers % 3C 111
NPCR 5 UACI Xf Feinse 7 fne 8 .

MR 7R 8 AT LLE Y, ARSI EEAE NPCR
5 UACI #0401 A5E BN, SRR AR S 28 553k
REAS T G M AR 25 4 ks

5.6 EBM4%oH
AT B UEAR SCHE % 0 R 4 T X 25 A I 2R )

AT ST R v

SRR o = 0.10 14 155 57

', AR ZRHER N T
)ﬂ'ﬁﬂ?%fﬂllfﬁﬂﬂﬁﬁiﬁ

T SR AR A SR, KT R HTIR R | ARLER MR A B T
Tt RS L antel 6 FipE 7 F)?m.
K6 b, T EM (a) 1 (b) BRI EETE

RBP A SN T i S EM G EBREEA
THACEE. T (c) 1 (d) MG B S FE I 2RI a8
TR | ff e 5 A S R AR RE T T FE .
E 7 o wmSC BB BT YIS, A (d) # (e) &
B EA T (b) il (c) BE iR, I 6 FIEl 7 0]
DA, U125 0 28 Bl 6 s 4 RIS 0 s B Mg s

REFRHT— PR AN P {5 G 55 B DI ol

5.7 EFMANIEH ST

VEE B SO 2 415 38 2o R R 4 B S5 00 7 Y
B SCHE S PP R BB, AR 38 5 — A ] B Sk
B SO BEHRA I R S i MR R
AN 0 REER P, KR P, 5 P A~
RN, G, Cy o150k Py, Py B CER. E
X Py = |P1 - P2|, C3 = |C1 - 02|- TEWISC 4R —
MEESIBEIR R, Py, Py, P35 C, Gy, G
WE 8 .

RTOAFEMEREGEN NPCR HAL
Table 7. Comparison of NPCR obtained by different encryption algorithms.

NPCRHE I FHE

HUPEN R NPCR (gray/color)
N{§ o5 = 99.5693% N§ o1 = 99.5527% N§ go1 = 99.5341%
Lena 0.9960/0.9961 Pass Pass Pass
Lenal'? 0.9954/— Fail Fail Pass
Lenal?!l 0.9962/— Pass Pass Pass
Peppers 0.9959/0.9957 Pass Pass Pass
Peppers'2 0.9944/— Fail Fail Fail
Peppers/2) 0.9963 /— Pass Pass Pass
AR IEAF BN UACT HAR
Table 8.  Comparison of UACI obtained by different encryption algorithms.
UACTHR I FHH
RN e UACI (gray/color) ud o5 = 33.2824% up o = 33.2255% ug 501 = 33.1594%
ud b = 33.6447% ugt, = 33.7016% uf o1 = 33.7677%
Lena 0.3352/0.3357 Pass Pass Pass
Lenal'? 0.3303/— Fail Fail Fail
Lenal?! 0.3370/— Fail Pass Pass
Peppers 0.3333/0.3331 Pass Pass Pass
Peppers!'? 0.3305/— Fail Fail Fail
Peppers2’) 0.3369/— Fail Pass Pass
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=R o
0=0.05

R |
o=0.10

Fl6 % SCER VR N e 0 M 7 ol MR 1 7 S T A 1 Y Lena R (a), (b) £ F A4 90 46 78 DI 5 I 35 A7 5 I s 307 1 7
(c), (d) 5 FH B4 160 265 ZE N RS0 7 38 32 0.10 B9 7o 7 e 7

Fig. 6. Lena image reconstructed by adding Gaussian noise or salt and pepper noise to the ciphertext image: The networks used in
(a) and (b) did not add Gaussian noise during training; the networks used in (c) and (d) are trained with Gaussian noise with an

intensity of 0.10.

()

Bl 7 Lena FRH % WY M EMZER  (a) B UIAN R /NG #3305 (b)), (c) 8 9 0 2% 7 I 25 I 35 A7 5 s 387 e 7
(d), (e) 15 FH A4 PO 2 ZE VI ZRA R0 T 568 52 0.10 A g 07 Mg

Fig. 7. Reconstruction result after ciphertext cut of Lena image: (a) Cut ciphertexts of different sizes; the networks used in (b) and
(c) did not add Gaussian noise during training; the networks used in (d) and (e) are trained with Gaussian noise with an intensity
of 0.10.

M8 0L, SNRIGIEN Oy EARTHEMTA RS ELIT XA SR AT PR, Lena, Peppers 7E K

K, BUAS S R AT SR P St FE PSR 5 %L 1 7 L O 7,
¥ 9 H1 | Lena il Peppers 1 B SC K& B 7 E
5.8 HETESH 7 250 SRR 2 (AR, T 75 S P 1 7

L5 PR T G MO B 1R 3R A4, AR5, ARG HUBRE T W SC R AR R (A
AR S I I R A, AT 3 ek B SORI SR Y. BEITA SCRE AT ARG R i ae T s
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Py P3

Cl C?

8 BRI SCHl BOR K
Fig. 8. Effect pictures of chosen plaintext attack.

800
(a)600 2000
500 600 1500
3 400 b b
& 300 400 & 1000
200 200 500
100
0 0 0
50 100 150 200 0 50 100 150 200 250 0 50 100 150 200 250 100 150 200
[EEFIE [CEAIEN [CEAIET [EEFIE
(b) 300 300 300
250 250 250
200 200 200
g; 150 ¥ 150 gg 150
" 100 100 " 100
50 50 50
0 0 0 0
0 50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250

GxRM =S GxM xR

9 Lena (gray), Peppers (gray), Lena (color), Peppers (color) BHEZEMSC S % 3C LM E TR (a) BISCE IR (b) % SCE T
Fig. 9. Histograms of Lena (gray), Peppers (gray), Lena (color), Peppers (color) images in plain text and ciphertext: (a) Plain text
histogram; (b) ciphertext histogram.

F 9 ASURGHIMAER R SAEIR P E A A SO B I RER X L
Table 9. Time-consuming comparison that the compression encryption algorithm of this article and the encryption al-

gorithm of this article directly used on the original image.

EHGE RN 45 F A4 (gray / color) JInfig % (gray /color) S\ [E] (gray /color) e T H &
0.21/0.20 0.66/0.65 0.87/0.85
256 x 256
0.93/2.81 0.93/2.81
0.91/0.89 2.51/2.51 3.42/3.40
512 x 512 Pycharm + Pytorch i5-8500 CPU
3.89/11.96 3.89/11.96
4.81/4.62 9.40/9.42 14.21/14.04
1024 x 1024
15.84/48.51 15.84/48.51
Ay j-Ll N
5.9 HRIEFESH AR AL MRERT, 576 SR ] b (0 R AR SO

R[] 52 2% S8 2 i Sk PERE Y — D L 234 WL RIFEM X L IR 9 Fra), et ) 2 AT
B, R T B UEAS SO T IR L 27 > 1 246 FE A I 24 it
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Abstract

Many image compression and encryption algorithms based on traditional compressed sensing and chaotic
systems are time-consuming, have low reconstruction quality, and are suitable only for grayscale images. In this
paper, we propose a general image compression encryption algorithm based on a deep learning compressed
sensing and compound chaotic system, which is suitable for grayscale images and RGB format color images.
Color images can be directly compressed and encrypted, but grayscale images need copying from 1 channel to 3
channels. First, the original image is divided into multiple 3 x 33 x 33 non-overlapping image blocks and the
bilinear interpolation Bilinear and convolutional neural network are used to compress the image, so that the
compression network has no restriction on the sampling rate and can obtain high-quality compression of image.
Then a composite chaotic system composed of a two-dimensional cloud model and Logistic is used to encrypt
and decrypt the compressed image (sliding scrambling and vector decomposition), and finally the decrypted
image is reconstructed. In the reconstruction network, the convolutional neural network and bilinear
interpolation Bilinear are mainly responsible for reconstructing the contour structure information, and the fully
connected layer is mainly responsible for reconstructing and combining the color information to reconstruct a
high-quality image. For grayscale images, we also need to calculate the average value of the corresponding
positions of the 3 channels of the reconstructed image, and change the 3 channels into 1 channel. The
experimental results show that the general image encryption algorithm based on deep learning compressed
sensing and compound chaos system has great advantages in data processing quality and computational
complexity. Although in the network the color images are used for training, the quality of grayscale image
reconstruction is still better than that of other algorithms. The image encryption algorithm has a large enough
key space and associates the plaintext hash value with the key, which realizes the encryption effect of one image
corresponding to one key, thus being able to effectively resist brute force attacks and selective plaintext attacks.
Compared with it in the comparison literature, the correlation coefficient is close to an ideal value, and the
information entropy and the clear text sensitivity index are also within a critical range, which enhances the

confidentiality of the image.

Keywords: deep learning, compressed sensing, encryption, compound chaotic system

PACS: 05.45.Ac, 05.45.Vx, 05.45.Gg DOI: 10.7498/aps.69.20201019

* Project supported by the National Natural Science Foundation of China (Grant No. 61872204), the Natural Science
Foundation of Heilongjiang Province, China (Grant No. F2017029), the Fundamental Research Funds for the Higher
Education Institutions of Heilongjiang Province, China (Grant No. 135109236), and the Graduate Innovation Research
Project, China (Grant No. YJSCX2019042).

1 Corresponding author. E-mail: guoyuanl71@126.com

240502-13


http://doi.org/10.7498/aps.69.20201019
http://doi.org/10.7498/aps.69.20201019
mailto:guoyuan171@126.com
mailto:guoyuan171@126.com
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1

