Chinese Physical Society

%ﬂ *ﬁActa Physica Sinica

Institute of Physics, CAS

T B ARSI 5 AT IR R IR IR 5 R A 5K
FER R dHESE R A B FEE

High—quality random number sequences extracted from chaos post—processed by phased—array semiconductor
laser

Wu Jia-Chen  Song Zheng  Xie Yi-Feng  Zhou Xin-Yu  Zhou Pei  Mu Peng-Hua Li Nian-Qiang

5] Fi{i5 &, Citation: Acta Physica Sinica, 70, 104205 (2021)  DOI: 10.7498/aps.70.20202034
TELR L View online: https://doi.org/10.7498/aps.70.20202034
A ZE View table of contents: http://wulixb.iphy.ac.cn

AT ARG HAh SCEE

Articles you may be interested in

2R E G IR N T XDE R B RO SR TS 5 AR BB LB E RE A 2
Influence of the linewidth enhancement factor on the characteristics of the random number extracted from the optical feedback

semiconductor laser

WIFRZEAR. 2017, 66(12): 124203  https://doi.org/10.7498/aps.66.124203

FIAHREROE 27 i A 74 14 Gh/s Py BRFHALEL
14-Gb/s physical random numbers generated in real time by using multi-bit quantization of chaotic laser

WIFREAR. 2017, 66(23): 234205 https://doi.org/10.7498/aps.66.234205

BETIRMIEOCRY OIS Ab B 25 Wy SR A LIRS 3 A R ATHY

Chaotic laser—based ultrafast multi-bit physical random number generation without post—process

WIFEAEA. 2017, 66(3): 030503 https://doi.org/10.7498/aps.66.030503

HTRMEO K 7 E L SEm 7427 Ghiv/s W BEFEHLEL
Online real—time 7 Gbit/s physical random number generation utilizing chaotic laser pulses

Y2, 2017, 66(5): 050501  https://doi.org/10.7498/aps.66.050501

e ARPOCAR TR H A4 SE AR A 58
Time delay signature and bandwidth of chaotic laser output from semiconductor laser

PIBR2EA. 2020, 69(9): 090501  hitps://doi.org/10.7498/aps.69.20191881

T IESC HAR 1550 nmfi B T A SFHEOGAR S AL

Multi—channel physical random number generation based on two orthogonally mutually coupled 1550 nm vertical—cavity surface—

emitting lasers

YIHE2EHR. 2018, 67(2): 024204 https://doi.org/10.7498/aps.67.20171902


http://wulixb.iphy.ac.cn
https://doi.org/10.7498/aps.70.20202034
http://wulixb.iphy.ac.cn
https://doi.org/10.7498/aps.66.124203
https://doi.org/10.7498/aps.66.234205
https://doi.org/10.7498/aps.66.030503
https://doi.org/10.7498/aps.66.050501
https://doi.org/10.7498/aps.69.20191881
https://doi.org/10.7498/aps.67.20171902

¥ 1B ¥ Acta Phys. Sin.

Vol. 70, No. 10 (2021)

104205

TR IR

AERY R

Bt B e

Ab I8 /Y TR 7 I TR

FENS mREILEC

WD ST
5 A 12

1) QRS TR, SN PRRHE BRI GIH G, JRHNRE, SR 215000)
2) (VLI SERELor i OR F A S0, A W0 VLA SO BORE S, TR, JRJH 2150006)

3) el

SRR, MG R, G 264005)

(2020 4F 12 F 2 HUF; 2020 4F 12 A 19 HUEE M)

AR SCHE H R AT B A SOG4 [ 2 5 A B O R A5 S AR O A B0 g T ok

T AR A4 JG I 328 AR5 Ak £ 418 5 7

PR, E— 25 IR 1 T A ALEOT 91 7 28T R FH R Y 8 (LSS B0, SR A i Ak N 22 57 S5 (IR B0 7 7
BRI B SR R B 2 A B BE AL EAT b R AR i (NIST SP 800-22) K K6 56 7 AR i e 51 45 S e W1, 3 it i
SR8 51 e A 3 0 VR0 VR ST AR BRI B ML SO B LA 3850 04 o A R s T TG B B TR, I A R B i
NIST SP 800-22 (4= &M, F3 4b, F T HOCERMES R v I R, A8 7 S mT LL3 Je b T S8 6] i 7= 2 &2 8 9

A7 B g T g i O B LR R A

KR L AREOES, BOLHRES, RITHOL, HEPLEL

PACS: 42.55.Px, 05.45.-a, 05.45.Pq

il

1 g

B THEALEOR EAERAR R L, R
S LI M ) B S BT AR EE’J%VFT“& (=95
LARZR T &R 2K, TE(5 B 20,
DLECA & 2 G B BRI, Ei EARES
W BP0 S By RS AR 2 B A PR EE ]
FIFEHLEC 0 H, 75 H TR, 4a Xt 4 i
18 TR 289 /2 Shannon™ 2 H 19 “«— WK — 257 BiE,
RO R R | mk | AR ALEL R 5L | sk
PR TR, BEALEC AR DGO T 55 52 [E N A

* ER HRFL A
BHFE sh2 2 (HES: Q415900119) % BIYIREL.
t iBIEYE#E . E-mail: peizhou@suda.edu.cn
1 BIE1EE. E-mail: nli@suda.edu.cn
©2021 HEHEFS Chinese Physical Society

DOI: 10.7498/aps.70.20202034

ORI, NI A SR BEHL A A2 fr B AR 442 1 AN
Ik 29,

BEHLECAT 73 EREALE (s BEERLED) Al
BERLEL . DhBELE 32 2RI TR A Y, (HR
PR o A ) el PO HA AT B i HL R
BEPLIE T30 n] 2 e R R L, A R LARIEE R
B 5 A AL R x4, B TR DL AR
JIE95E T, DRBERUEOH T 8 TR B g 14 m] g
PRI BERG I, MELARR P (5 R m &tk 52
ANTFA e, EBENUEOR t P B U™ A2 1, A e
-9 NI 011 s ST R R S 7 U /N
BB 4 PR I AT B IR | L TR G Y

4 (HHES: 62004135, 62001317) . VLI 0 A4 A ARBHEIISE ORI H (LS 20KTA416001) FIFRM K F

http://wulixb.iphy.ac.cn

104205-1


http://doi.org/10.7498/aps.70.20202034
mailto:peizhou@suda.edu.cn
mailto:peizhou@suda.edu.cn
mailto:nli@suda.edu.cn
mailto:nli@suda.edu.cn
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1

) 32 2 3R Acta Phys. Sin. Vol. 70, No. 10 (2021) 104205

GRS S N S EAL IR I & e AL A U
FIH B 1 2 F AR 1 () 58 e B BCR AR A
TCRUERAT AR AT LIAE AR, 38 5 5 b B SR R
BEATLEL (5100, {5 LS B IR 1R A SEAR /N, ARIUY
BEALEHDR AN R, Tk Y i m . KAl
o RS G TR . PR, SERE A B TR
T 5 J AR B DA ST 3 vy A o o ) PR RE AL AR A A A
PIRIESE R T ST R

SEIB A, [ N ANEF IS 2 B i
HOCARTE T A—DEZ BN A B B2, Aot
Wt G ABCEOGCHL R, AT DASEI S B 2
1750 (BRI 2 J5 0 28 R SR ), i — 208
AL SO R AT AR IO B L e R A EE TR
i 01, 2008 4F, HAS Uchida #AZ AR 12 5
Y I J5 A B RO G AR E T, ST HER ]
ik 1.7 Gb/s Wy e H BE LA 5. 2009 4, DL
25 Reidler 4005 1 AT BA 191 SR 8 (7 e 4
fb#% (analog-to-digital converter, ADC) DORIEACI ]
TR T RAE AL, FRE TR R 12.5 Gb/s AUREHL
B, B ORI Z W= A EOR SEBL T %]
15 300 Gb/s BYFEHLEL 4, FiR TAREIERH T IR ik
P57 A e A LA T AT, A R LA )
TS T 2R, W0k T E N AMIFTR TR
SCREIR 7 A v T BE AL A G (710200, i L, 7E

WAL R, KRBT R AR I T 280 A 52t

R FEHLEA ST 48, AR T T HORIR B
CHEALE I ME S, S SE B T BEHLEUR A
FEAIL 1821250 Y R K2 7 BE LSO SC A 92 07 T
EFE T EPRATA, SCE T 2 MR T MEPLECR A
i (192628 P g 25 KA B 1 TR A B IX
SRR IR A B BEHLEBCE RS, JF e il 7T
TR Tl B8 TR 1) B 265 5] 2.2 Th/s i 9 Bl AL
By (729300 jl S L B K2 VY 2 H R K2
DR 78 R LA R A 2 R4 A 5 51 43 R T
TREMRTER TAE B AERE RS, 7 LR
TRGIR R Z A=A T 2, TR BRE R IARROE
wr B RGBT L AR LA S 3l 12 s 1
R BCR T EEE O AR A AR RO
A KA 58 . KM B FSRBENLAE AR SO0, LR
FH T 50 3 Bl HLE R A= A R 2% 5 4ok 1. AT g
SRR PR BOG AR RIS T A B S
A [A] SE 3R R AE (time-delay signature, TDS), B4
REL 1A= B A 7 270 368 2ok B ATL B0 A o 1. S I,

A4 TR Z2 AT AT IR T SR H 55 BT R X
6 TDS, WGEAFAH LR A HE, B
A B e R A F A -0 st b R B, R A
WRIT G, IR TR IR A & A AR i, a2 A 7
BAJE AL B RIAT AR L A RERLEL.

BT, AR SCR B B0 SN R
Aib PR TTRAR AL I RSB0 7 AR 1 SR AR TR T
55, MR TIRME S i 55 R PE 1. 20 s R
A IAA A BRE s S AT TR . T
WIS, BSR4 IR TS 5 5 S0 45 T Y
ANIA], SRR IR A S g T R 2 2 =
AR, A T AR EBEDLEL, (HAEF T,
TREAY R T LI 25 1 AN A B A 98 52 BT >k
OB ARV, 7 A PRI S e T T oA e R 5o
Al Rtk ZEOF BT, AR T A
1) J A B S IR B LB B, LA 5250 254 T
SRR ] B0 S AR BRI AT . FEA SO, 3RAT]
ek H R IR IR R IR A B R i 1E SR 2,
SR T 8 v ADC Ak RAEAL AL IS B TR R
PR [ I R B A S R R (least significant
bit, LSB) M5 (exclusive OR, XOR) &b B 2%,
ARECT BEALLCAR 5. SR PR TA B BERLE I
£ { NIST Special Publication 800-22142 X} |- A&
FERRIF B HEA TN, WEBH T A 5 287 AL R B AT
I I AAR A, BE— 2Pk TR OGRS
A BRI AR U S 3 e it ST R LS A B T A T 5
Hh, ARITEPATE IR T W SEOGER RS, IR
AHEZ ()5 s s S R B OGRS, dE A iR
T, AT LAGRIE A7 s H IR AR 5 OCHR FEARAIK,
B A3 3E A A B T SR 22 B IR T e
TR B

2 ABGMREAER

BT WO P51 5 A B TR T A AR BB AL
B E A 1 PR, EAE T RN AR
PUEBER IR Sy Forbr, SR PR IR ™ A= 38 23 6
B S AEOL A Ao AR F AL. e B Tk
PO i O IR IR AR S B T AROE A
MEZI Y RBOGEF A b, ZB0GERFES b i w4
Hotds AL B ACHS R B R MO, ASCE
FER FHBOLAR M5 9755 55 B Hin i A D 1R A
TR A e g i S AR AEFRATT A D S g

104205-2


http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1

#) 32 % 3R Acta Phys. Sin. Vol. 70, No. 10 (2021)

104205

fhi M e

iy

WA

srotas

AR B

WO

@ BH

PD2 —
() @
PD1 _
L DT {FE ) {mww) @ LI
|

L1

Bl 1 2T HOE AR RS 5 Ab B TR T PR AR R B BE LB R B (N4 1/4 3% R, PD1, PD2 At #4025, ADC ML

e, LSB M IR IR 2L, XOR 2 55 5 b #4)

Fig. 1. Schematic diagram of high quality random number generation based on the chaotic entropy source generated by ECSL and

post-processed by phased-array semiconductor lasers (A\/4, 1/4 wave plate; PD1 and PD2, photo detector; ADC, analog-to-digital

converter; LSB, least significant bit; XOR, exclusive OR).
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Fig. 2. Time series (left column), autocorrelation function (middle column), and power spectra (right column) of the chaotic signal

output by laser: (a) ECSL; (b) injection to a single laser A; (c) injection to phased-array lasers.
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# 1 NIST Gitiksh

Table 1. Result of NIST statistical tests.
24 FR P-value HER 2R
L 0.538182 0.992 SiIEu)
Py B 0.239266 0.982 Eliikus
Fm 0.755819 0.994 it
g 0.140453 0.988 Sikus
P K il 0.965860 0.988 it
FEIERR 0.281232 0.990 Eliikus
YR AR 4 0.206629 0.982 it
AR H S BILNC 0.020831 0.982 Eliikus
ESBIITH 0.699313 0.984 SiIEuA
Mgt 0.510153 0.994 Eliikus
AR 0.699313 0.994 it
FEHLIES] 0.443665 0.986 Eliikus
FEHLIE SR 0.290158 0.983 it
L 0.096578 0.984 Eliikus
MR E 0.340858 0.986 it
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Abstract

With the rapid development of the computer technology and communication technology, as well as the
popularization of the Internet, information security has received much attention of all fields. To ensure the
information security, a large number of random numbers must be generated. It is well accepted that random
numbers can be divided into physical random numbers and pseudo random numbers. The pseudo random
numbers are mainly generated based on algorithms, which can be reproduced once the seed is decoded. The
physical random numbers are extracted from physical entropies. While the bandwidth of the traditional physical
entropy source is quite small, the bit rate of generated physical random numbers is limited. In the literature, a
lot of methods have been proposed to produce high-quality and high-speed random number sequences with the
chaotic entropy source, which exhibits wide bandwidth, large amplitude and random fluctuations. Usually, a
semiconductor laser with optical feedback, i.e, an external-cavity semiconductor laser (ECSL), is chosen as a
chaotic entropy source to generate a chaotic signal output. However, the chaotic signal output has a high time
delay characteristic, which is not conducive to the production of high-quality random numbers.

In this paper, to produce high-quality chaos with time-delay signature (TDS) being well suppressed, we
propose to employ an integration-oriented phased-array semiconductor laser to post-process the original chaos
generated by an ECSL. It is shown that the proposed laser array is effective in TDS suppression, which
improves the quality of optical chaos. After certain necessary post-processing, high-speed and high-quality
random number sequences can be achieved. In this paper, we employ the conventional post-processing
techniques, which include an 8-bit analog-to-digital converter (ADC) for sampling and quantization, and m-bits
least significant bit (m-LSB) and exclusive OR (XOR) for removing bias. The simulation results show that the
random number sequences obtained from the chaotic entropy source comprised of an ECSL and phased-array
semiconductor lasers have uniform distribution characteristic and their scatter diagram contains no obvious
pattern. Meanwhile, the obtained random number sequences can pass all tests of the standard randomness
benchmark, NIST SP 800-22. Additionally, based on the extensibility of phased-array semiconductor lasers,

random number generators that can generate parallel random numbers are achievable.

Keywords: semiconductor lasers, phased-array semiconductor lasers, laser chaos, random number
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